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Preface

This IBM® Redbook provides a detailed technical overview of IBM Lotus®
Domino® Web Access 6.5 (IBM Lotus iNotes™ Web Access), discussing how to
install, configure, and deploy an end-to-end Linux solution for Domino. In addition
to setting up Domino Web Access 6.5, the book discusses how to integrate Lotus
Sametime® for real-time collaboration and awareness. Finally, we explore key
deployment considerations, integration points between Domino Web Access and
IBM WebSphere® Portal, and some possible approaches and techniques to
customizing the program.

Domino Web Access 6.5 is a sophisticated Web client that gives end users many
of the messaging and collaboration features previously available only with an
Lotus Notes® client. Browser users can take full advantage of Domino services
through an ultra-intuitive, easy-to-use interface—both online and offline,
seamlessly. Domino Web Access was architected using the latest Web
application development technologies and can be centrally administered, helping
organizations to drive down deployment costs and reduce Total Cost of
Ownership.

Beginning with Domino 6.5, you can access Lotus Domino on a Linux server and
use Domino Web Access on a Linux desktop for a leading-edge, end-to-end
collaborative solution for Linux.

© Copyright IBM Corp. 2004. All rights reserved. xi
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Introduction to Domino Web
Access 6.5 on Linux

IBM Lotus Domino Web Access 6.5 (IBM Lotus iNotes Web Access) is a
sophisticated Web client that gives end users many of the messaging and
collaboration features previously available only with an Lotus Notes client.
Browser users can take full advantage of Domino services through an
ultra-intuitive, easy-to-use interface both online and offline, seamlessly. Domino
Web Access was architected using the latest Web application development
technologies and can be centrally administered, helping organizations to drive
down deployment costs and reduce Total Cost of Ownership.

Beginning with release of Domino 6.5, you can access Lotus Domino on a Linux
server, while using Domino Web Access on a Linux desktop making for a
leading-edge, end-to-end collaborative solution for Linux.

Within this book, we provide a detailed technical overview of Domino Web
Access 6.5 and discuss how to install, configure, and deploy an end-to-end Linux
solution for Domino. When the environment is set up and configured, we also
discuss how to integrate Lotus Sametime for real-time collaboration and
awareness. Finally, we discuss key integration points between Domino Web
Access and IBM WebSphere Portal, as well as some possible approaches and
techniques to customizing Domino Web Access 6.5.

© Copyright IBM Corp. 2004. All rights reserved. 3



1.1 Overview of Domino Web Access 6.5

Domino Web Access 6.5 (DWA 6.5) delivers Lotus Notes and Lotus Domino
capabilities on the Web, providing users with fully functional access to corporate
messaging services, collaborative services, and personal information
management regardless of where or how they may be working. Figure 1-1
illustrates the Welcome Page from within a Mozilla 1.3.1 browser. By clicking one
of the tabs across the top of the Welcome Page, users can access their mail,
calendar, to-do list, contact list, or notebook. Chapter 2 provides an in-depth
review of these features and functionality.

Welcome - Mozilla
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Figure 1-1 Domino Web Access 6.5 Welcome page on Linux
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The key goals and functional improvements for this release of Domino Web
Access are as follows:

»

End-to-End Linux solution. Domino Web Access 6.5 enables you to access
Lotus Domino on a Linux server, from a Linux desktop, giving you a leading-
edge, end-to-end collaborative solution for Linux. This is especially significant
as the application is the first Domino messaging client available for Linux.

Integrated Lotus Sametime Instant Messaging. Integrates Lotus Instant
Messaging function to provide presence awareness and enable users to
initiate chats and collaborate with colleagues without launching a separate
application.

Performance and scalability improvements. Domino Web Access software
delivers new levels of scalability and support for large numbers of concurrent
users. For example, it caches static data, such as e-mail forms, for greater
efficiency. eliminating the need for Domino Web Access to pull this data from
disk for each session. Users should see a marked improvement in
performance. Additionally, when combined with Linux (as a supported
platform for Lotus Domino server) as the back end for Lotus Domino Web
Access software, this provides several options for increased flexibility and
scalability.

Security-rich environment. Security is paramount in a browser client.
Domino Web Access supports basic authentication, session authentication,
secure logoff, Secure Sockets Layer encryption, local offline file encryption,
and active content filtering.

Usability and productivity improvements. In addition to overall usability
improvements, specific functionality and tools have been improved to help
make users more productive. Some of the highlights include:

— Follow-up flags: Users can mark entries in their mail with a follow-up flag
to indicate that further action is warranted, maximizing user
responsiveness to incoming requests.

— Mail rules and spam-blocking functionality: The Block Mail from Sender
function enables users to block future messages from a specified sender,
prevent displaying them in the Inbox view, and automatically move them to
the Junk Mail folder.

— Enhanced calendaring and scheduling tools: Advanced calendaring and
scheduling capabilities in Lotus Domino Web Access 6.5 enable users to
perform even more actions from a browser, further enhancing productivity.

Chapter 2 provides much greater detail about features and the functionality of
Domino Web Access 6.5.
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1.2 Why Domino Web Access 6.5?

IBM estimates that as many as to 20% of employees are considered “deskless
workers: those who do not have a dedicated workspace but still need to access
the same messaging and back-end business applications as the rest of the
company. This new category of users, such as factory floor workers, airline
pilots, and retail workers, represents a new market opportunity for Lotus
Software, as most browser-based messaging solutions do not have the security
features, performance, feature set, or reliability that Domino Web Access
delivers to the corporate market.

Domino Web Access 6.5 allows businesses to easily integrate remote workers
with critical data and applications. Users have access to Lotus Domino-based
applications, including e-mail, calendaring, and scheduling, anywhere they can
find an Internet connection, without sacrificing the full application functionality of
a standard Lotus Notes client. Combining the flexibility and manageability of a
corporate-level, fully functional Web client with the performance and security
features of Linux will help IBM reach an emerging market of new users and can
help customers lower the overall costs of their messaging solutions.

1.2.1 Positioning of Domino Web Access as a messaging client

6

Given the recent introduction of Lotus Workplace Messaging™ 1.0, it is
important to understand the positioning of Domino Web Access 6.5 against both
Lotus Workplace Messaging 1.0 and the “rich” functionality of the Notes 6.5
client.

Domino Web Access 6.5 is positioned to provide both a very high level of
functionality and rich user experience, while also providing key flexibility by
offering its features through a browser. Office workers may need browser-based
access to their Lotus Notes data while at home or traveling. Additionally, workers
who receive only a moderate amount of e-mail may not require a full IBM Lotus
Notes client, because they access e-mail through a shared workstation.You can
help meet these varying requirements by providing critical messaging,
collaboration, and personal information management access when users need it.
Figure 1-2 on page 7 illustrates how Domino Web Access 6.5 fits into the Notes
and Domino client strategy in terms of both required functionality and frequency
of use.
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Figure 1-2 Positioning of Domino Web Access against other Notes mail clients

1.3 Overview of Domino Web Access architecture

Domino Web Access is composed of three main components that we need an
understanding of to put together a picture of how the system works:

» The client side, which includes the user interface and several distributed
elements, such as much of the integration with IBM Lotus Instant Messaging

» The server side, where administration is done and broad customizations are
set

» The offline component that lives on the client and requires minimal
configuration on the server

In this section, we provide a general picture of what makes these pieces work
and give background helpful to understanding the following chapters.

1.3.1 Domino Web Access as a client application

The majority of the Domino Web Access user interface is built around parts
standardized Web technologies that are broadly implemented and agreed on by
the W3C (http://www.w3c.org). Having said that, it is important to recognize that
Domino Web Access uses several elements of DHTML and makes some specific
requirements of the browser that will be used. For that reason, IBM currently
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certifies only Internet Explorer for Microsoft® Windows®, and Mozilla for Linux
clients. The specific requirements of a browser to host Domino Web Access are
beyond the scope of this book. The exact browser elements required to make a
browser certified are not specifically published, both to insulate against changing
technologies and to ensure that implementers of Domino Web Access recognize
the supported platforms. Here, we simply discuss the architecture underlying the
application to enable a better understanding of how and why it works.

If you have seen the Domino Web Access interface, you might ask yourself “what
cool Java/Active X/plug-in are they using to do that?” When you recognize that
you can right-click on elements to open context-sensitive menus, press <F9> to
refresh the Inbox, and take advantage of sortable columns, it is clear that the
DWA development team has gone to great extremes to provide rich client
functionality through a Web browser. As previously stated, these and other
features are implemented in an essentially platform-neutral (standardized) way,
which greatly reduces the maintenance costs associated with proprietary plug-in
technologies. The heart of Domino Web Access is driven by JavaScript,
Cascading Style Sheets, and current HTML standards. These forms and
components have been created to provide a rich interface that delivers the most
useful features of the Notes client for e-mail and Personal Information
Management (PIM) usage, while keeping a small footprint. These features and
look and feel can be customized to a large degree, as will be discussed in
Chapter 11, “Customizing Domino Web Access” on page 349.

From an architectural perspective, the main considerations that are required of
your browser are support for JavaScript and HTML layers (using <div> tags) for
the user interface. The client is delivered in a total of up to 23 HTTP requests
when initially loaded, depending on the configuration. These requests include
most of the icons, style sheets, and HTML pages, as well as the JavaScript files
that provide functions referenced in the client application. All of this is required to
present the rich interface that we expect from a top-tier client. However, due to
the compression technology incorporated into the Domino 6.5 HTTP stack, and
the supported browser clients, the footprint to download all of these elements is
minimal at about 15K. This excludes one-time download elements such as
stlinks.jar (used for Sametime integration).

1.3.2 Domino Web Access as a server application

The Domino Web Access server components are housed primarily in three
locations:

» Flat file resources (discussed in the next section)
» Common elements that are shared by all DWA users
» The user mail file itself

8 Domino Web Access 6.5 on Linux



We could extend this model one step further to say that user mail files are based
on a shared common template, but it is unimportant to DWA proper and can be
left for our readers to explore.

The primary difference between Domino Web Access as a Web application and
a Web application created outside of IBM Lotus is that the level of integration
here goes deeper than can be achieved within the Domino Designer® or even
DSAPI, LSX, or other API interfaces that are exposed publicly. The Web server
actually identifies most DWA-related requests and handles them differently from
URLs that identify resources within a given database.

Because Domino Web Access is driven over the Web, the server application is
affected by changes to the HTTP stack between Domino R5 and 6 as well. The
most obvious of these changes are new controls on the server document and the
ability to configure Internet Site documents to refine control of servers that host
multiple sites and sites that are hosted over multiple nodes. Additionally, there
are new rules for redirection, URL substitution, Directory Rules (replacing
Directory Mapping), and a new facility to use HTTP headers to control sites.
None of these requires additional configuration in most cases but can be used to
ease server consolidation, migration from external systems, and scalability.

Later in this book we cover administration and customization issues that are
important for administrators, designers, and users. At this point, the goal is
simply to understand that Domino Web Access is functionally quite different from
the typical Domino Web application.

1.3.3 Domino Web Access as an offline application

One of the very appealing characteristics of Domino Web Access is the ability to
take mail offline and operate with almost full functionality while accessing only
local data. This is done by having a well-designed client that can adapt to and
handle being run locally, while also using the Domino Offline Services to provide
a locally executed Domino server. The structure of this is worth some note on the
Linux platform because it differs from the Windows version in some ways. A brief
introduction here is helpful for background information when reading Chapter 3,
“Deployment considerations” on page 59, and Chapter 8, “Linux Clients for DWA
6.5” on page 263.

The moving parts here are the same as those described in 1.3.1, “Domino Web
Access as a client application” on page 7, with the addition of a plug-in that is
used to install and set up our local subscription. The workflow is simply that a
plug-in is installed in the browser when the offline button is clicked the first time.
On the second click, you are given the opportunity to install a subscription locally.
Subsequent clicks of this button then enable you either to synchronize a mail file
subscription or go offline.
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The plug-in setup is done by a small installer in the standard Netscape/Mozilla
format (xpi). The installer contains two files in particular that must be installed
locally. At this time they must go into a shared directory, as discussed Chapter 8,
“Linux Clients for DWA 6.5” on page 263. (More specifically, this topic is
discussed in depth in 8.4.4, “Working offline” on page 301.) After these files are
installed and you restart the client (browser), you can create a local subscription.

Creating a local subscription involves a six-part installation. The install is
delivered over HTTP or HTTPS and downloads approximately 180 MB of
Domino program files and support files. These files provide services to access
mail offline, look up names offline, search mail, and replicate/synchronize mail
when you get back online. This is in addition to the size of the mail file that is
being taken offline and, as such, suggests that one should only do this initial
setup over a fast connection in order to see acceptable performance.

After it is installed, the local subscription is accessed by clicking the offline
button in the mail interface again. This starts the HTTP server and manages
DOLS processes. (This is reviewed in greater detail in Chapter 8, “Linux Clients
for DWA 6.5” on page 263.) As an alternative to starting the offline services by
clicking the link in the online client, you can start it by clicking an icon that is
installed on the desktop for most KDE and Gnome users or by creating your own
link to start the local server.

1.4 Why Linux?
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The benefits of Linux as an operating system (OS) is a broad topic, and Linux
enthusiasts could provide many pages of details here. The objective of this
section is to focus on some of the key reasons for its increasing popularity.

Linux is not just another operating system. Since its introduction in 1991, no
other OS in history has grown in popularity as quickly and across as wide a
range of systems. The primary reason for this is flexibility. Unlike other OSs,
Linux can run on any hardware. It enables companies to unify their diverse
operating environments without replacing current hardware. In the end, Linux
simplifies application development and lowers costs.

IBM continues to demonstrate strong support for Linux, as it is a key component
in the IBM strategy for moving away from closed, proprietary systems and
opening up its software and services to the outside world. Linux was developed
for an open world, too. By running on everyone’s technology, it neutralizes any
vendor’s ability to exercise control over customers and developers.
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Customers want to know how IBM Linux solutions can improve their
performance, reduce their costs, and ultimately generate revenue. By providing
support for Linux, benefits may be realized in the following ways:

» Workload consolidation: Customers can achieve substantial savings by
using Linux to consolidate workloads from multiple servers onto a single
server. It is possible to replace existing multiple-server installations of UNIX
or Windows NT® with IBM eserver zSeries®, iSeries™, pSeries®, and
xSeries® servers running Linux in dozens, or even thousands of partitions,
with each partition simulating an individual, independent server.

» Linux clusters: Combining the power of Linux with IBM clustering experience
can provide customers with supercomputing capability and scalability at a
much lower price point. Case in point: Customers have experienced a
performance improvement of 2% to 3% at a price that is 50% less. By
installing large Linux superclusters, it is possible to take collections of
independent boxes, with all of the infrastructure and management functions,
and transform them into complete systems.

» Distributed enterprise: Linux is the ideal platform for enterprises that have
branch offices, stores, or even kiosks and point-of-sale (POS) terminals
requiring low-cost, centrally managed, robust servers that are easy to
replicate, highly reliable, and simple to roll out. Complex pricing and inventory
structures can be set at a headquarters location and published globally to all
POSs, while Linux works in the background to keep information moving and
provide rock-solid performance for users.

» Infrastructure solutions: The huge installed base of aging Windows and
Novell NetWare file and print servers offers a great opportunity to upgrade to
more powerful xSeries or Intel®-based servers running Linux. We can help
customers build a compelling business case on the cost and performance
advantages of Linux over NT.

1.4.1 Domino Web Access 6.5 on Linux: a compelling solution

By combining the functionality of the rich feature set of Domino Web Access 6.5
with support for both server and client platforms running on Linux, a very
compelling case can be made for running a complete collaborative solution on
Linux. As you can see from Figure 1-3 on page 12, DWA 6.5 on Linux provides
benefits in terms of broad-based coverage, comprehensive server support, and
rich functionality:

» Broad-based coverage: DWA 6.5 on Linux provides the end-to-end Linux
solution, leveraging the benefits and flexibility of Linux on both the server and
the client platforms.
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» Comprehensive server support: Linux runs on a broad range of server

architectures. Within the IBM series of servers, this includes servers from the
Intel-based xSeries to the large-scale zSeries mainframe-based servers.

Rich functionality: Domino Web Access 6.5 provides a very rich feature set,
including integrated instant messaging, with all features accessible through a
Web browser.

Compelling Collaboration Solutions for Linux

Broad-based Coverage | Rich messaging from Linux client to Linux
server.

Comprehensive Server | From Intel-based server to resilient zSeries

Support hardware platform.

Rich Functionality No-compromise solution - email, calendar
and scheduling, instant messaging,
encryption.

Figure 1-3 Collaborative solutions on Linux

1.5 The structure of this book
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This book has four parts:

» Part 1, “Introduction to Domino Web Access 6.5” on page 1

The current chapter provides an overview of Domino Web Access, its
capabilities, and positioning, and a high-level architectural overview.

In Chapter 2, “New features of Domino Web Access 6.5” on page 15, we
discuss the new features in significant detail. We also provide a comparison
of functionality between Domino Web Access 6.5, the Lotus Notes client,
Domino Web Mail 6.5, and Lotus Workplace Messaging 1.0. This comparison
should help customers better understand the positioning of Domino Web
Access 6.5 against other Lotus messaging clients.
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» Part 2, “Deployment and administration” on page 57

Chapter 3, “Deployment considerations” on page 59, discusses key issues
that should be taken into consideration when planning a deployment of
Domino Web Access 6.5., such as the measures that should be taken to
ensure high availability, scalability, security, and integration with other
systems or portal environments.

Chapter 4, “Installing Linux” on page 75, describes how to install Red Hat and
UnitedLinux on your server. Each of the chapter’s two parts gives detailed
instructions for these particular distributions of Linux, which are the two
officially supported Linux distributions for Domino Web Access 6.5.

Chapter 5, “Installation and setup of Domino Web Access 6.5 on Linux” on
page 153, discusses how to install and configure Domino Web Access 6.5 on
a Linux server. First, we address how to ensure that your Linux system is
properly configured for Domino. Next, we describe in detail how to install,
configure, and launch the Domino server. Finally, we provide tips for how to
make your environment more user-friendly.

Chapter 6, “Security and administration” on page 205 describes the basics of
Linux and Domino security and what you can do to achieve an appropriate
level of security. We touch on physical, system, and network security for
Linux, then discuss partitions, scripts, and scheduling jobs. For Domino, we
review steps that you should take to secure your new server, then discuss the
enhanced Web administration client and the new Domino Controller available
with Domino 6.

Chapter 7, “Configuration and tuning” on page 245 discusses some ways to
configure and tune Domino Web Access 6.5. It begins with some Linux OS
considerations, and follows with ways to modify the behavior and
performance of Domino Web Access itself. There are already many available
references that cover overall Linux OS tuning, so this topic is not discussed in
depth here. Instead, the primary focus is to cover items that are necessary for
the proper operation of Domino and Domino Web Access. Finally, some good
resources for more detailed information on Linux OS tuning are provided.

» Part 3, “Clients for Domino Web Access” on page 261

Chapter 8, “Linux Clients for DWA 6.5” on page 263, provides an overview of
supported browsers for Domino Web Access 6.5. We discuss how to install
Mozilla 1.3.1., and then provide an in-depth look at installing and configuring
the DOLS client for offline usage.

» Part 4, “Customization and integration” on page 323

Chapter 9, “Integrating Sametime with Domino Web Access 6.5” on
page 325, discusses the key new feature of integrating the Lotus Sametime
real-time instant messaging and presence awareness capabilities into
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Domino Web Access 6.5. It discusses integration of Sametime 3.1 in the
following aspects:

— Configuration of Domino Web Access and the Sametime servers
— Configuration of the Mozilla browser on Linux
— Using the Chat feature within the Domino Web Access client

Chapter 10, “WebSphere Portal integration” on page 339, provides an
overview of portlets that can be used for integration between Domino Web
Access 6.5 and WebSphere Portal 4.1.2 and WebSphere Portal 5.

Finally, Chapter 11, “Customizing Domino Web Access” on page 349,
discusses the Domino Web Access 6.5 template architecture and why it is
difficult to customize the design beyond the documented ways. However,
some things can be customized with a reasonable amount of work. Several
specific examples are covered in this chapter.

Part 5, “Appendixes” on page 385

Appendix A, “WebSphere Portal 5 installation on Linux” on page 387 provides
a walkthrough of installing WebSphere Portal 5 on Linux. In addition to
providing readers with instructions about installing Portal, this serves to
further demonstrate a complete end-to-end solution on Linux.

Appendix B, “Configuring Internet Cluster Manager” on page 435, describes
how to configure the Internet Cluster Manager (ICM). It serves as a reference
point for ICM installation and configuration from the discussion in Chapter 3,
“Deployment considerations” on page 59.
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New features of Domino
Web Access 6.5

This chapter outlines the new features and enhancements in Domino Web
Access 6.5. It also provides a detailed comparison table illustrating the key
feature comparisons between IBM/Lotus messaging clients: Domino Web
Access 6.5, Lotus Notes Client 6.5, Domino Webmail 6.5, and IBM Lotus
Workplace Messaging 1.0.

© Copyright IBM Corp. 2004. All rights reserved.
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2.1 Domino Web Access 6.5: true Web-based
application fidelity

With the introduction of Domino Web Access 6.5, Lotus has set a new standard
for application fidelity. This is an important design goal, and the term deserves
further clarification as we set the context for describing the new features and
functionality in Version 6.5.

In the primary sense, application fidelity means that the application functions the
same way whether online or offline. This includes the ability to create, edit, and
delete data. This is one of the unique features of Lotus Domino because only
through Domino replication can an application be taken offline and used with full
fidelity and access to data from a Web browser or Lotus Notes client. When the
user reconnects, the offline work is fully synchronized with the server, and the
integrity of the data is maintained.

In terms of Web-based functionality, Domino Web Access 6.5 also achieves
application fidelity through functional parity with the Lotus Notes client. As of this
writing, DWA 6.5 is the most comprehensive breed of application fidelity in Web
browser access to messaging and advanced calendaring and scheduling. It can
even be used in conjunction with the Lotus Notes client in any mixed
environment. Use of either client is not mutually exclusive: The Domino Web
Access browser client and the Lotus Notes Client can be used together in a
seamless manner. The mail template and the Lotus Domino Server processes
support concurrent user scenarios for each platform. Even if the browser is
unsupported by Domino Web Access 6.5, you have the ability to work with
Domino Webmail as an alternative.

With the introduction of Version 6.5, Lotus extends the benefits of this application
fidelity to the Linux platform. One major goal of Domino Web Access 6.5 is to
support an additional platform and browser: namely Mozilla 1.3.1 on Linux.

2.2 Overview of new features
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IBM Lotus Domino Web Access 6.5 delivers advanced functionality and an
enhanced user interface. The new functionality is described in the subsequent
sections to give you a thorough overview. Accompanying each description of
functionality, we have added a screen shot taken from a Mozilla browser running
on Linux. We discuss new features and functionality in the following topics:

» General enhancements
» Linux platform support
» Mail enhancements
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Calendar and To Do enhancements
Print enhancements

Usability enhancements

New administrative features
Template customization
Server-side enhancements

vVvyYvyvyYyvyy

2.2.1 General enhancements

The following section discusses several of the most notable enhancements to
Domino Web Access.

Lotus Instant Messaging integration

Domino Web Access now provides integration with Lotus Instant Messaging to
provide presence awareness and instant messaging capability directly from
within the Domino Web Access client. The user can see who is online in the
Inbox view without having to launch a separate Instant Messaging client or
separate browser window. From any name entry, a user can open a chat session
with another user by clicking the green or yellow (on-line) indicator. With Domino
Web Access 6.5, single sign-on is used to log into both your mail client and Lotus
Instant Messaging. Additionally, there is a built-in buddy list, which is stored on
the server and reloaded from the server each time a user logs on. Figure 2-1
shows the new, integrated Lotus Instant Messaging functionality.
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Figure 2-1 Sametime online status in Domino Web Access
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Clicking the user name opens a dialog box in which the user can set online status
to three different options, as shown in Figure 2-2.

Change My Online Status - Mozilla

My Status

To change your status click the appropriate box.
& & am Active
¥ | Am Away

" @ Do Mot Disturh Me

kY status message
['n availabls for chat

(8]:8 | Cancel |

Figure 2-2 Setting the current online status

The online status of any person within the active online community is displayed in
any view or folder of Domino Web Access. The user can also click on any active
name to open a chat window. This chat dialog interface is similar to the original
Sametime user interface and has most of the same capabilities. For example, the
user can create an n-way chat to communicate with multiple people in the same
window. Users can also access tools such as screen sharing and whiteboard
capabilities directly from within the Domino Web Access client by clicking the
Add Tools button.
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Figure 2-3 Chat window

There is also an interface window for listing users in a Buddy List and displaying
their presence awareness status within the community. From within this window,
you can add users to the online community, as Figure 2-4 shows.

Instant messaging - Chat - Mozilla
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Figure 2-4 Online awareness
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Domino Web Access Redirect

Domino Web Access Redirect is a database that resides on the server and
processes URLs. With Domino Web Access Redirect, users do not need to know
the name of their mail file or mail server. Instead, they need only to know the
name of the Domino Web Access Redirect server. This can be any server in their
Domino infrastructure.

Domino Web Access Redirect uses Domino authentication methods to access
the person document in the public name and address book (the Domino
Directory) to learn which server is storing the user’s mail file. It takes this
information to redirect a user’s browser to their mail file. For more about setting
up and customizing Domino Web Access Redirect, see 11.5.1, “Setting up
Domino Web Access redirector database” on page 371.

IBM Lotus Domino Web Access Login - Mozilla 8 ..-
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Figure 2-5 Domino Web Access Redirect in Mozilla
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Archive locally with offline support

Beginning with Lotus Notes/Domino 5.0.8, users had the ability to create a
server-based archive of their mail file. Domino Web Access 6.5 users (using
Internet Explorer) now can create and store an archive locally, thereby extending
offline support. This further allows users to maximize their productivity while
offline. Users can easily access their local or server-based archive from a link in
the Domino Web Access user interface. Since this feature is currently only
supported using Internet Explorer, and the primary focus of this book is to
discuss Linux and Mozilla-supported functionality, further details of this feature
are beyond the scope of this book.
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2.2.2 Linux platform support

The following sections discuss the highlights of the new Linux support for Domino
Web Access.

Linux client support delivered via the Mozilla browser

Domino Web Access 6.5 extends messaging and collaboration to Linux clients
with support for the Mozilla browser. This is a very significant enhancement for
Domino Web Access, making it the first-ever fully supported end-to-end,
client-to-server collaboration solution for Linux.

Domino Web Access is now an ideal solution for customers who want to realize
the potential cost savings of deploying Linux at both the server and the client
side. Because it is a browser-based messaging solution, Domino Web Access
can be deployed with little or no client-side deployment cost, which means large
potential savings for any organization looking to extend messaging and
collaboration to additional users. With the Mozilla browser, the mail file can be
taken offline, and a user can take advantage of Lotus Instant Messaging
integration when online. Figure 2-6 shows the welcome page from within the
Mozilla browser running on Linux.

i Welcome - Mozilla H‘-
¢ Eile Edit View Go Bookmarks Tools  Window  Help

7 Elik - ’@w R\:Tid §§, |\)& hitp://itsoul 0.cam itso.fm.com/mailwfey.nstiNotes/Welcame/7Oper | ¥ | 2 Search -
4 Bac aloa 2

Print

> ABAEHEAERS

[E™X nomino™ Web Access Logout | Go Offline Preferences  Help
Aat/ Welcome " Mail -~ " Calendar - " To Do ~ " Contacts ~ " Hotebook -~ =
Welcome United Admin  Database fitle: Waolfgang Fey 2 EL_':SS“‘PB‘:{ October 02, 2003

Mew | Edit Layout...

This iz a sample Welcome Page.

“ou can create your own Welcorne Page by clicking [Edit Layout] on the above action bar.

Sample Welcome Pages

[ a
Ej Trash

e £ 2 B3 | Transferring data from itsoull0.cam.itso.ibm.corm... ||:| |=d];w=||ﬁ‘a
Figure 2-6 Welcome page of Domino Web Access in a Mozilla browser running on Linux
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Support for Domino Offline Services on Linux

With the new Domino Offline Services (DOLS) support for Linux, Domino Web
Access is the first product available for taking Personal Information Management
(PIM) offline, while including the capability to keep the data synchronized with a
server. This synchronization capability is required in order to provide normal
browser access to Domino Web Access, Lotus Instant Messaging integration,
and DOLS support under Linux. Figure 2-7 illustrates DOLS in offline mode.

Note: Be aware, in regard to browser support for Mozilla, that the only version
currently supported is 1.3.1 with the Java™ plug-in 1.4.2 patch level 1 running
under Linux. See the readme.nsf file that is included with the Domino
installation for more information about the supported Linux distributions.

[@4 Mail - Mozilla = 0 W

T Eile Edit View Go Bookmark
| Bak i t v m
mmmlm Web Access Logout Go Onling efer ces  Help

Calend " Contacts -~ Hotehook -~

harco Fo Dctober , 2003
[ Mew 4 Reply | Forward | Move | Follow Up o~ Mark Read | Wiew « Tools « (G & 0
i

Tools  Window  Help

4 Welcome l

Inbhox

Inbox
Drafts
Sent
Follow Up
Junk Mail
Trash

2 iews
Falders

\& httpe/127.0.0.1:2287 5/dols/Marco%Z0Foelimeri: 200w aLInu/B24 821 D57B39BF £ ]/_I s@_ Search

Logout Go Online

Hotehook -~

Figure 2-7 DOLS in offline mode

2.2.3 Mail enhancements

This section discusses functional enhancements that have been made to mail
handling within Domino Web Access.

Block-Sender Mail Rule

The Block-Sender Mail Rule function within Domino Web Access enables users
to add a specified sender name to a block sender list, so that future messages
from that address are blocked from displaying in the Inbox view. Future mail from
this sender will be moved automatically to the Junk Mail folder. Users can
potentially benefit from less junk mail in the Inbox, helping them to more quickly
navigate to the important messages and ultimately be more productive. In order
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to configure a block-mail rule for a specific name, simply move one mail message
from the specific sender to the Junk Mail folder. This automatically configures a
rule, causing all subsequent mail from that particular sender address to be
automatically moved to the Junk Mail folder.

Move to Folder - Mozilla

Select a folder. 7

Inkxos
Trash
Junk Ml

Figure 2-8 Move to Folder dialog with the Junk Mail folder entry

There is also a new function in the Tools menu called Block Sender. Selecting
this function while a specific mail message is marked in the Inbox invokes a
confirmation dialog box for the blocking request. After confirmation, the sender
address can no longer send new mail messages to the user’s Inbox.

Block-Sender Mail Rule - Mozilla ...

Save & Close | X 7

Biiitililal

Block-Sender Mail Rule

Incaming mail from this user will he delivered directly to the Junk Mail folder.

User narme: |h|a

User e-mail: |h|a@itso.ihm.cnm

I Do not confirm each addition to the list

Figure 2-9 Block-Sender Mail Rule dialog

Copy into function

Domino Web Access users now have the ability to copy the body of a received
message into a new To Do item or Calendar entry with a single click. This saves
time and enables users to manage their daily tasks more efficiently. Note that this
function works on the entire rich-text body field, including inline images, tables,
and so on. This functionality is supported both in Internet Explorer and in Mozilla
under Linux.
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While performing basic testing for this book, we found this function to be very
robust. We did not encounter any mail messages or content that did not copy
correctly. All content was copied and worked as expected.

(MNew /| Save & Close| Save  [Aesn X (7

J Fersonal To Do - ” Repeat ]

Subject: |Richt te=t mail from Motes Client

Category:
Start Date: [Fri 10/03/2003 | Status: [ Current =] H_Lj
= o . I~ Confidential
Due Date: IFrl 10/03/2003 j Priority: IMedlum =l

™ Milestone

[ alarm |1 |Day(s) x| |Before x|

|selectfont ~[|* = ¢‘==>)| b { 1 A

=i
-

a E--| E = 5 0 é::p.ﬁ.—|+,;ny@

-

| 1 | 2 | 3 | 4 | 5
|red blue areen | |black

| merged cells

| Lotus. software ‘ ‘ | ‘

|on grey on grey [on grey | on grey

™ add sttachments:

Figure 2-10 Sample To Do dialog showing rich text

Send & File

Similar to Notes client functionality, the Domino Web Access user can now send
and file new messages in a single step. Clicking the Send & File button sends
the document and files it into a folder all in one step, saving time and helping
users efficiently manage their Inbox and folders.
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| PR
Mew - Send [Send & File... ]| Save As Draft| Options...| Format - &5 | X |?
[ High priority [ Retum receipt | Sign | Encrypt

To: | [Marco Foelimes DWAL Inwd@twa

(=5 1

bee: | |
Subject: |

Setectiont =" ¥] S| b {2 A | OB | e btel— |[FRfTE

Hi Marco,

|

hara |= what you needed,

&ll the graphics together in a table

ol AdHoc | @ Redbooks| ef

[ Add Anachments:

Figure 2-11 Send & File button in new mail message

When using the Send & File button to send a message, a dialog box appears and
prompts the user to select the destination folder (Figure 2-12).

1 Folder- Mozilla

B
Select a folder.

Ik
=l Customer &
Projects
Custorner B

Ok | Canu:ell Newl

Figure 2-12 Selecting the destination folder for Send & File operation

Create page breaks in new messages

While creating new messages, a user can now insert a page break directly into
the rich-text body of the mail message. This ultimately provides the user with
much greater control over the pagination and appearance of the message.
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Adding public contacts to the personal contact list
In the Select Addresses dialog, a user now can add anyone from the public
Domino Directory to the personal contact list by simply clicking the Copy button.

View only unread mail

In the View menu (Figure 2-13), the new function Show Unread Only displays
only the unread mail in the user’s view or folder.
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Junk il . Marco Foellmer 10/09/2003  01:17PM 366 Mail number 9 =
Trash - ‘Wolfgang Fey 10/09/2003 01:17PM 365 Mail number 10 W
=1 " ey . Shane Kilmorn 10095003 01-1 7Pk AR bAail bmber 5
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Figure 2-13 View unread only

Multiple browser window support

Every functional area of Domino Web Access can now be opened in a separate
browser window. This includes the Welcome Page, Mail, Calendar, To Do list,
and a user’s Personal Address book and Notebook.

Send, sign, and verify encrypted mail messages
Domino Web Access builds on its state-of-the-art, security-rich features with the
addition of new delivery options for sending secure mail. Users can now send

encrypted and signed messages, as well as verify digital signatures, using the
same security delivered in Notes.

Note: Before being able to use this feature, a user’s Notes ID file must be
attached to the profile document of his mailfile. The Administrator also can do
this for a user.

See 6.4.1, “Encrypted mail support” on page 219 for a detailed explanation of
how to set up a browser for encrypted mail support.
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Figure 2-14 and Figure 2-15 illustrate an example of sending and receiving
signed and encrypted messages.

' Mew | Send| Send & File...| Save As Diaf -Optians | Format | &5 | X | |7
r High priority I Return recei('*’_ Sign F Encrypt
To: | [Wolfgang Fey/DW ALInUAE """

ce: ||

bee: | |

Subject: |Sign and encryption test

[Belectfont ~|[* ~] = | b i u A

| E_| = = B T é:xm,q,_|..’;$§g3;@

here we go with encryption in the Mozilla browser !

Figure 2-14 New mail with check boxes for signature and encryption selected

Receiving this mail results in a fully readable, decrypted mail. It is marked with
two special signs showing the encryption and the approved signature.

Sign and encryption test - Mozilla

|NEWV|HepIyV|Fu:urward\f|MWEV|FDII0wUp\f|TDDISV|ﬂ |.@ |fﬁ |X | |f |+ |? |

From: Wolfgang Feyw/DWaLinux 7
To: i
Date: Friday, October 03, 2003 12:45PM

Subject: Sign and encryption test

here we go with encryption in the Mozilla browser !

Figure 2-15 Receiving signed and encrypted mail
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Note: Encryption and signing mail in Domino Web Access only interoperates
with another Domino Web Access or with the Notes client. It does not
interoperate with S/MIME encryption.

Unread marks
Since the introduction of Domino Web Access 6.5, the new and unread mails in
the mailbox can be shown in two different styles: either in red or in boldfaced
black. The user can select the style using the preferences dialog.
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Figure 2-16 Different styles of unread documents

28

Reply with History using Internet-style formatting

The new Reply with History feature enables a user to select Internet-style
formatting that begins each line of the original message with an angled bracket
(>). After the message is converted to plain text, the brackets make it easier for
the user to distinguish the new response text from the original text.

Note: The message loses all rich-text elements in this reply style. Any table,
inline image attachment, and colored, bold, or italicized text formatting will be
lost.
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New phone message form

Domino Web Access 6.5 provides a new form as an easy way to record phone
messages. This form has been available in the Notes client for several releases,
so this represents one more improvement to the interoperability aspect between
Domino Web Access and the Notes client.

Mew | Send | Send & File.. | Save As Draft, Options... | Format | X I®
|_High priority [ Return receipt |_Sign rEncrypt
To:
cC:
hcc:
rUrgent
While You Were Out
Contact:
of:
Phone: Fax:
rTeIephoned I will Return
I Please Call [ Len Fackage
[“will call again [ Please See Me
I Returned Call I was In

[Gelectiont ~[[* =] 2| b i u A |@BE|s ==t twh— |FEH Ve

7 add attachments:

Figure 2-17 New phone message form
2.2.4 Calendar and To Do enhancements

The following section discusses enhancements made within the functional areas
of calendering, scheduling, and To Do entries.
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Editing in view

This feature, which was introduced in the Lotus Notes client in Version 6.0, is
now available for Domino Web Access 6.5. It is used to create and edit calendar
entries directly in the view without opening any document in the browser.
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Figure 2-18 Inline edit example
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Multiple time zone support

Domino Web Access now provides support for multiple time zones in calendar
entries and in the calendar view, enabling users to understand calendar
commitments across different time zones. Set up this feature in the Preferences
dialog by entering the proper information into the Time Zone Settings fields.
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Figure 2-19 Preferences dialog with time zone settings

After setting this up, the different time zones appear in the Calendar view, as

shown in Figure 2-20 on page 32.
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Figure 2-20 Calendar view displaying two different time zones
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More options for calendar display in the Welcome page

A user can now display the schedule in single-day or multiple-day formats (up to
10 days) on the Domino Web Access Welcome page.

Pencil in meetings

Any meeting invitation, appointment, anniversary, event, reminder, and To Do can
now be marked with the Pencil In option. Anyone with access to a calendar can
view the details of a penciled-in entry. Penciled in entries appear as free when a
free-time search is performed.

Unaccepted calendar invitations appear on Calendar view

Any received calendar invitation now appears not only in the user’s Inbox view,
but also in the Calendar view.

Delegation of the calendar

A user now can let other users schedule and respond to meeting invitations by
delegating the calendar to them (Figure 2-21 on page 33).
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Figure 2-21 Delegation options in preferences dialog

To Do enhancements
Users can create To Do items that can be assigned to another individual or

group. Figure 2-22 on page 34 shows the dialog window for creating a Group To

Do list.
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Figure 2-22 Group To Do dialog
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Follow-up flags

Important entries in a mail file can be marked with a follow-up flag. The follow-up
flag signals that further action should be taken on an item. Ultimately, this further
helps to maximize responsiveness to incoming requests. There are three levels
of importance that can be assigned, and nates can be made in a descriptive field.
Additionally, there are input fields for setting up the follow-up date and time and
an alarm notification.
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Follow Up - Mozilla

| Sawve & Close | X &

Impartance of this Follow Up action:
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& Normal priarity

 Low priority

Enter a Follow Up action:
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[~ Remove from Inbox

Figure 2-23 Follow Up dialog box

After setting the follow-up flag, the message is marked with a green, yellow, or
red flag (for normal, low, or high importance of each follow-up action). All
documents marked with a follow-up flag are shown in a new folder called Follow
Up. If a flagged message is opened again, the follow-up information is shown
(Figure 2-24).

o

For Follow up: B Urgent Priority.  Follow up on 10/03/2003 at 1045480 £
call £ urgent |

Figure 2-24  Follow-up information in an opened document

If the follow-up alarm feature is set up for a document, it displays a pop-up
window, shown in Figure 2-25 on page 36, when the follow-up alarm time is
reached.
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Alarm: Fri 10/03/2005 10:4040
Follow Up far: Mail number 39

Snooze for 10 minutes Snooze

Figure 2-25 Follow-up alarm notification

2.2.5 Print enhancements

With Domino Web Access 6.5, you can now:
» Select multiple documents from a view for printing.
» Select a view and print its contents.

» Select entries in your Contact view and print them in summarized or detailed
format.

» Print a document while in edit mode.
» Print multiple documents from a view.
Domino Web Access users can now select and print multiple documents in a

view. Users are presented with three options to help them easily print in their
preferred format. These options are shown in Figure 2-26.

Print - Mozilla

Print

O Selected View

® Selected Documents

Document Options

" Print each document on a new page

" Print continuously with ane blank line hetween documents
O Print continuously with no hlank lines betveen documents

Primt | Cancel |

Figure 2-26 New Print dialog box
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Enhanced calendar printing
When a user prints calendar entries, Domino Web Access adds both a date
stamp and a time stamp.

2.2.6 Usability enhancements
Several usability enhancements have been made within this release. We
describe the most significant ones in this section.

Customize the terms in a dictionary

In Domino Web Access 6.5, you can customize your personal dictionary by
adding or removing your own terms in the window shown in Figure 2-27.

Edit dictionary - Mozilla =2 ..-

Wards
i * _ OK |
Cancel
= Femove

Figure 2-27 Edit personal dictionary

Viewing the database size and properties
Domino Web Access 6.5 provides the ability to view your total database size to
see if you are nearing your database quota.

Figure 2-28 on page 38 shows the window that displays the database properties.
The About window can be viewed by clicking the Domino Web Access logo in the
upper-left corner of the window. Some significant and interesting information
about the currently open mail database can be seen from within the About
window, including each of the following attributes:

Database title

Database file name

Fully qualified server name

Server build

Database template

Active language

Number of documents in database

vVVvyVYyVvYVYYvYYyY
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» Database size
» Quota size
» Quota warning threshold

™.  About - Mozilla

m Domino™ Web Access
Dornino el Access Release 65 Build 377 Septernber 10, 2003
Dafebase fitle: wolfaang Feyw
Filename: wiewnsf
Serer: itsoult oLcam.itsoibm.com
Server build: ]
Template: it tes
Language: English
Dioocumen ts: 150
Size: 16 ME
Quote size: none
Warming thieshold: none
(] 1985 2003 |G Cotporation. All Hahts resensed. This software subject fo the Lotus Software sgreement and applicable expart
requlafions. Resticted Hahts for U, S, Govermment Users,

Figure 2-28 Database properties window

2.2.7 New administrative features

To ease the Domino Web Access server administrator’s job, this release
includes the following new administrative features and enhancements:

» Support for name change requests

The Domino Administration Process (AdminP) handles the client interaction
necessary to do name change requests.

» Domino Offline Services (DOLS) replication setting enhancement

DOLS supports replication of truncated documents to determine the size of
attachments replicated to the client. The administrator can also filter
replication to not allow replication of attachments. Figure 2-29 on page 39
shows the Preferences page where these settings can be entered.
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Preferences - Mozilla ..-

Mew | Save & Close | X ?
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N
Delegation

Figure 2-29 Limiting DOLS attachments in the Preferences dialog

2.2.8 Template customization

The Domino Web Access template gives Notes and Domino application
developers additional customization options to better suit the needs of their
users. With the Forms6.ntf file, they can create action buttons for the Domino
Web Access views or dialog boxes, provide more options for the Domino Web
Access Welcome Page, and substitute the Domino Web Access logo with a
corporate logo. Domino developers can customize the design of select forms of
the Domino Web Access template using Lotus Domino Designer. Modifications
can include:

» Adding action buttons to views or dialog boxes
» Providing additional choices for the Welcome Page
» Replacing the Domino Web Access logo with a corporate logo

Modification samples and how to maintain them are shown and explained in
much greater detail in Chapter 11, “Customizing Domino Web Access” on
page 349.

2.2.9 Server-side enhancements

The following section discusses some of the server-side enhancements to
improve the scalability and performance of Domino Web Access.

Attention: Chapter 7, “Configuration and tuning” on page 245 includes more
detailed information about specific server parameters and notes.ini settings.
This section is intended to provide an overview of the key performance
enhancements built into the Domino Web Access template 6.5 server.
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Server-side caching of generated and compressed content
Domino Web Access now caches certain static data, such as forms. As a result,
the mail client only has to bring down the data once instead of requesting the
data from the server each time. This results in improved scalability and
performance.

GZIP compression

By default, Domino Web Access uses compression (GZIP format) to reduce
network bandwidth consumption and provide better performance. This
particularly benefits users with slow network connections. You can use
NOTES.INI settings to turn GZIP compression on and off and to specify the types
of content to compress. For a detailed explanation of setting NOTES.INI settings
for compression, see 7.2.2, “GZIP network compression” on page 251.

After compression, pages generated in Domino Web Access are cached in the
Web server’s page cache. This improves server performance and can help
improve client-side performance, especially in regions where bandwidth is at a
premium.

The last two mentioned improvements are not immediately visible to the end
user. Although not directly visible, the results of both features improve
performance and reduce network traffic.

2.3 Detailed feature comparison

Table 2-1 shows a detailed comparison of the features and functions in the
portfolio of Lotus messaging clients. It highlights IBM Lotus Domino Webmail 6.5,
IBM Lotus Workplace Messaging 1.0, IBM Lotus Domino Web Access 6.5, and
the IBM Lotus Notes Client 6.5 regarding the messaging, calendaring, and
scheduling functionality.

Table 2-1 Feature comparison in the Lotus Messaging portfolio

Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
File type used NSF (server) DB2 (server) NSF (server) NSF
Views and Folders
Inbox View X X X X
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Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
Drafts View X X X X
All documents view X X X X
Discussion thread view X X
Folders X X X X
Nested Folders X X X
Create and delete folders X X X X
Drag-and-drop messages into X X
folders
Copy and move to folder X X
Soft deletes X X X
Junk mail folder X X X
From action bar, open mail into X X
specific view (Inbox, sent, drafts,
and so on)
Message creation and
addressing
Create new memo X X X X
Type-ahead addressing X X
Support file attachments Limit of 2 X X X
View file attachments from within X X X
message
Spell checking X X X
Alternate name support X X
Instant messaging integration X X X
Perform name & address book X X X X

lookup
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Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
Display contacts sorted by X X X X
organizational unit
Perform integrated address book X X
lookup when sending a message
Name lookups to LDAP X X X
directories
Personal contacts address book X X X X
Delivery options (importance, X X X X
delivery priority, delivery report)
Forward message X X X X
Save message as draft X X X X
Create serial route memo X
Forward Web pages and X
documents from any IBM Lotus
Notes application
Forward document as bookmark X
link message
“Copy into” convert item to task, X X X
calendar entry or new memo
Return receipt X X X X
Event copying X X
Apply mood stamps to messages X
Create / use stationery X
Choose letterhead X
Create message containing a X X X X
signature file
Type-ahead within “move to X
folder” dialog box
Specify message expiration date X
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Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
Specify outbound message with a X
“reply by” date
Specify Internet message format X X X
Viewing and responding to
message items
Support for unread marks X X X
Navigate to next document X X
without returning to view
Perform mail file delegation X X X
Reply with history X! X X X
Reply to memo X X X X
Reply to all X X X X
Reply without attachments X X
Automatically create reply X X
message by clicking on from
name
View rich text within a message X X X X
Support for doclinks, viewlinks, X X X
and database links
View tables within messages X X X X
Create tables within messages X X X
Resend documents from within a X X X X
delivery failure
View sections X X X
Action bar X X X X
Add sender of message to X X X X

personal contact list
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Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
Modify / view the file’s ACL from X
client
Display of importance / type icons X X X X
in views
Read encrypted mail X X
Verify signature of signed mail X X
Next / previous navigation from X X
within an open mail message
Preference setting for new mail X X
on top or bottom of Inbox
Automatically check for new X X X
messages
Advanced editing features in rich
text fields
Left, right, center, indent, outdent X X X X
text justification
Tables X X X
Sections X
Support for embedded OLE X
objects
Java applet support X X
Page break X
Horizontal line X X X
Hotspots X
Insert image resources X X X
Ability to switch language X X
dictionary for spell checking
Bulleted and numbered lists X X X X
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Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
Undo X X
User preferences
New mail notification X X X
Default mail send / save setting X X X
Archive messages and calendar X X
items
Lookup across multiple address X X X X
books
Security
Send signed and / or encrypted X X
mail
Read encrypted mail X X
Field, form, view, document, X
section level security
User roles X X
Local encryption of mail database X X
Other features
Control of database properties / X
design
Alternate memo editor support X
Built-in news reader, POP3, X
IMAP mail
IBM Lotus Domino subscription X
support
Extended search X X

Chapter 2. New features of Domino Web Access 6.5

45




Feature IBM Lotus IBM Lotus IBM Lotus IBM Lotus
Domino Workplace Domino Web Notes Client
WebMail 6.5 Messaging Access 6.5 6.5
1.0
User can change own password X X X
Mail rules X X

1Reply with history in IBM Domino Webmail sends only the text content, not the
rich text items, such as in-line images or tables.

2.4 Understanding user profiles

To develop products that more specifically meet the messaging requirements of
every kind of user, IBM surveyed many organizations of varying sizes. A
segmentation of the user communities reveals three common workforce roles:
deskless, office, and knowledge workers. Each role differs based on messaging
and collaboration requirements and frequency of use. Figure 2-30 on page 47
illustrates each of these different tiers, relative to a scale of frequency of
messaging use and the level of functionality (and price) required of a messaging
client.

2.4.1 Tier 1: deskless workforce (line employees, shop floor)

The term deskless worker describes users who require only occasional access to
e-mail and perhaps a calendar. These users typically do not have e-mail, and
they rely instead on paper memos, physical bulletin boards, and face-to-face
meetings to receive or communicate job-related information. For example,
expansive retail home-improvement stores have employees who spend most of
their workdays walking the floor and assisting customers. They probably do not
have desks, and they need occasional access to a computer to check e-mail for
communications from department managers or from the corporate Human
Resources office. They have a very low volume of e-mail and personal contacts,
and they use the mail system mainly for information distribution. Besides retail,
other industries including industrial (manufacturing, distribution, transportation),
government, health care, and education, typically have large numbers of
deskless workers.
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Figure 2-30 Employees require different messaging solution functions based on their
roles

2.4.2 Tier 2: office workforce (advanced users, team leader, staff)

Typical office workers are employees who require richer messaging and
collaboration capabilities than deskless workers in order to accomplish a different
set of job-related tasks. Office workers commonly use e-mail, a calendar, and
even workflow functions to manage higher volumes of messages on a daily
basis. They often have a medium volume of e-mail, To Do tasks, contacts, and
calendaring and scheduling, and they require some collaborative application
functionality. Finally, they might have a task-oriented portal.

2.4.3 Tier 3: knowledge workforce (power users, senior managers)

The knowledge worker typically includes executives and senior managers. These
users require the highest levels of functionality to manage hundreds of e-mail
messages a day. These messages are often compounded by high volumes of
other communications from voice mail, instant messages, and various devices
including personal digital assistants (PDAs), mobile phones, and pagers. Their
messages frequently include rich graphics and object components. The
knowledge worker makes extensive use of e-mail, To Do, contacts, calendaring
and scheduling, and collaborative applications. Typically, mobility is essential to
these people.
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2.4.4 Messaging solutions targeted to every kind of user

The portfolio of Lotus messaging products is designed to solve the specific
messaging challenges of businesses, from small and mid-size businesses to
large enterprises. The goal is to help different types of users work more
efficiently. Lotus messaging solutions can help deliver the appropriate level of
functionality to each of the three worker roles in businesses of nearly any size.

The demonstrated leadership of Lotus software in the messaging market is
strengthened by the scalability, low cost of ownership, and flexibility of e-mail
services delivered by Lotus Domino and Lotus Workplace Messaging. This value
is then delivered through various client experiences. The following sections
describe how each Lotus messaging product meets the explicit productivity
needs of each type of end user.

2.4.5 IBM Lotus messaging solution choice based on needs

Figure 2-31 on page 49 shows a decision support tool for companies or users to
find the right solution for their particular company needs. From IBM Domino
WebMail, up to the feature-rich IBM Lotus Notes client, there are many
differences. Some of the most important features are shown.

The factors that influence the selection of the appropriate client is based on your
specific situation, rather than specific features within a client.
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Lotus Notes Client 6.5

»

»

>

Application designer

Replication of Domino applications
Richest full-featured client for Domino
Mobile PDA support

»

>

>

IBM Domino Web Access 6.5

Best of Breed = best browser-based PIM client available
Offline user support
Instant messaging integration

Linux-based browser support via Mozilla (allowing an end-to end Linux
solution)

IBM Lotus Workplace Messaging 1.0
» Lightweight e-mail and address book
» Portal integration

» Kiosk support

» Browser-based

» Windows only

IBM Domino WebMail 6.5
» Core calendaring and scheduling
» 10 - 100 user environment

Figure 2-31 Decision tree for the different user and company needs in messaging solutions

Table 2-2 on page 50 shows a direct comparison of the IBM Lotus messaging
products regarding the needs of the specific customer environment. Although the
feature list is not as complete as the detailed feature comparison shown in
Table 2-1 on page 40, the compelling decision drivers are listed. The value from
this table is to understand the needs from the current infrastructure environment
and to fit in the user requirements.
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Table 2-2 Needs based feature comparison

Key need

Lotus
Notes and
Lotus
Domino 6.5

Lotus
Domino
Web
Access 6.5

Lotus
Domino
Access for
Microsoft
Outlook 6.5

Lotus
Workplace
Messaging
1.0

Lotus
Domino
WebMail
6.5

What is user population?

Limited to between 10 and
100

100 and up

What are the functional
needs?

E-mail and PIM only

E-mail, PIM, and calendar

E-mail, calendar, and
workflow

E-mail, calendar, workflow,
and application
development

What are the client needs?

Web client (browser)
access

Third-party
standards-based (POP3,
IMAP) access

Access to Microsoft Outlook
client

X3

Detached mobile client
support (offline)

X3

Desktop client

What is the feature profile?
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Key need Lotus Lotus Lotus Lotus Lotus
Notes and Domino Domino Workplace Domino
Lotus Web Access for | Messaging | WebMail
Domino 6.5 | Access 6.5 | Microsoft 1.0 6.5

Outlook 6.5

Extensive features X

Mid-level features X X

Basic features X X

What are the infrastructure

needs?

Existing or new Domino X X X X

platform

Existing or new WebSphere X

or DB2 platform

Java 2 Enterprise Edition X

(J2EE) architecture

(Java-centric)

Uses existing or new LDAP X

directory

Portal deployment X X X

Kiosk deployment X X

1Calendar available in a future release

2Back-end infrastructure supporting POP3 and IMAP access
SAccess through POPS3 protocol (IMAP supported in an upcoming release)
Source: Lotus_Messaging_Solutions_flyer_v17.pdf (G325-2301)

Note: Version 1.1 of IBM Lotus Workplace Messaging should be announced
soon. Prior to starting the selection of the right solution, the features of this
product should also be included in this table to ensure a complete and
comprehensive comparison.

2.5 Strategic impact of the product decision

This remaining section has been adapted from a series of IBM Lotus Software
whitepapers, including Technical Strategy and the Domino Developers’
Roadmap and Domino Applications and the Lotus Workplace Technical
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Strategy. We are including this here because we believe that it will be helpful in
further understanding the importance and advantages in choosing Domino Web
Access 6.5 as a strategic platform.

Finally, when choosing the most appropriate messaging solution from the Lotus
portfolio, it is very important to consider the impact and implications of the
underlying platform. This section covers the strategic impact on the platform
decision between Lotus Domino and Lotus Workplace for the messaging and
collaborative client environment.

2.5.1 Lotus Domino platform

52

The Lotus Domino application development and deployment environment
enables you to develop collaborative applications quickly and to take them online.
This enables you to bring people, processes, and data together quickly and
effectively to facilitate both productivity in e-business and quick decision-making.
Existing custom applications built with Lotus products also support the Lotus
Workplace platform, allowing further leveraging of your application investments.
Lotus will continue to enhance the Domino application development model and
data store and eventually plans to enhance it by providing IBM DB2 database
management as an alternative data store.

Lotus Domino is a comprehensive application platform for collaboration that
handles both connected and disconnected requirements for applications and
data. Most customers initially purchase Lotus Domino for the built-in enterprise
e-mail, calendar, and scheduling applications, making those types the most
widely deployed collaborative applications. However, the majority of customers
exploit the capabilities beyond mail that support core business processes, which
enable employees to work together efficiently and securely. Lotus Domino is
comprehensive because it provides the complete infrastructure needed to create,
test, deploy, and manage distributed, multilingual applications including directory,
database, application server, administration, connectivity, security, Web server,
e-mail server, calendaring engine, and so on, in one system.

Domino developers can design applications for the Lotus Notes client, Web
browsers, mobile phones, and handheld devices, or most commonly, for a hybrid
environment accessed by multiple types of clients. Hybrid-client Domino
applications can leverage replication and offline services for secure,
synchronized applications that work as well in a disconnected mode as when
accessed on a server over a network. Replication enables users to save a local
copy of a Domino application and its data on a file system and to periodically
synchronize the data, so that users can be productive and efficient even when
they are disconnected from the network.
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Examples of Domino solutions include document-centric and workflow process
routing, such as project team rooms, document repositories, discussion forums,
sales-force enablement, and employee self-service applications. Businesses of
all sizes have benefited from Domino applications.

As a comprehensive application platform, Lotus Domino includes a tool for rapid
application development (RAD), a document-based object model and broad
programming language support for building custom collaborative applications.
With these choices, your organization can leverage many developer skills to
develop a Domino application. Domino developers can quickly build a
collaborative application by applying one of the many templates that ship with
Domino.

If requirements dictate application functionality beyond the one provided by one
of the included templates, that application can be modified or new applications
can be developed using Lotus Domino Designer. A RAD tool, Domino Designer
provides an intuitive integrated development environment for developing and
managing Domino applications.

Domino applications can implement business logic through the use of formula or
the BASCI-like LotusScript language on an event-driven or scheduled basis. For
more advanced solutions, developers can use Java, Microsoft® COM, C/C++, or
CORBA. The multiple interfaces to a single-object model that Lotus Domino
provides enable developers to pick the best language for the task, reusing their
skills in new applications and solutions.

Some solutions require non-Notes data and globalization support. Lotus Domino
add-on tools facilitate such solutions. Using visual data-mapping techniques, a
developer can easily and quickly integrate relational data with Domino data. No
programming is required when using tools such as Lotus Enterprise Integrator®
(LEI) to integrate data from a wide variety of systems such as IBM DB2, Oracle,
and Microsoft SQL Server. Domino applications that require global deployment
can be translated into a variety of languages by using straightforward forms. The
same application can be delivered to multiple users in their native language.

The Domino road map for application development builds on the fundamental
premise that Lotus Domino is a flexible and open platform, which is
demonstrated by Extensible Markup Language (XML) and broad
programming-language support. Flexibility and openness are key to a Domino
application’s ability to leverage J2EE and the Lotus Workplace platform. You can
extend your Domino application investment in data and application logic in a
number of ways. For example, you can expose Domino data using Web services
(through LotusScript or Java) or JSP tags to integrate with Lotus Workplace or
WebSphere applications. Another option is to surface your Domino application
directly in WebSphere Portal.
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Along with the progressive innovation that Lotus will add to Domino Designer and
to the Domino programming model, there will be continued integration with
WebSphere Studio and WebSphere Portal development tools. This integration
will not replace Domino Designer, but will help facilitate teams of developers
using Domino, WebSphere Application Server, and WebSphere Portal in their
environments. Such teams will benefit by using the strengths of each system
when building applications.

2.5.2 The WebSphere platform
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The WebSphere software platform for e-business delivers one of the most
powerful and flexible Web application servers on the market, partly because of
the broadest implementation of the widest range of leading-edge open
standards. The application server is complemented by a range of products that
leverage this foundation to provide functions, such as personalization and mobile
computing. The WebSphere software platform also includes an award-winning
line of tools, including IBM WebSphere Studio, which provides a highly integrated
development and deployment environment. The platform is organized into three
areas of functionality:

» Foundation and tools for building, running, and deploying applications.

WebSphere Application Server, WebSphere MQ messaging, and
state-of-the-art development tools form a solid base for the platform. The
foundation and tools provide the Internet expertise that you need, enable you
to build and use Web services, and link you to a greater technical community
of developers and other WebSphere users.

» Business integration for integrating internal business processes, including
processes that involve business partners.

WebSphere offerings such as WebSphere Business Integrator make it easy
for your company to implement applications and business processes,
including supply chain management and the integration of existing processes
with the Web.

» Business portals for personalizing Web-based content and for making this
content accessible to any device.

These WebSphere products fine-tune your users’ experiences and provide
broad access for your customers, employees, business partners, and remote
branch offices. WebSphere Portal leads the business-portals part of the
WebSphere platform. It provides an extensible framework for interacting with
enterprise applications, content, people, and processes. Self-service features
enable end users to personalize and organize their own view of the portal, to
manage their own profiles, and to publish and share documents with their
colleagues. WebSphere Portal provides additional services such as a single
sign-on, security, Web-content publishing, search and personalization,
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collaboration services, enterprise application integration, support for mobile
devices, and site analysis.

2.5.3 Domino and J2EE

One of the key differences between WebSphere Application Server and the
Domino application server is that Lotus Domino provides a fully integrated
environment: application execution, user authentication, directory services, data
hosting, and presentation display all in one system.

The J2EE model differs in that it has elements for providing the application with
all of the same information, but the J2EE server is not responsible for fulfilling all
of the aspects that the Domino server fulfills. The J2EE server calls out to
different parts of the customer environment to fulfill the requests of data,
directory information, and so on. For example, whereas the J2EE specification
outlines how the server can get data from a data store into the application using
the JCA or Java Database Connectivity (JDBC), J2EE does not require that the
server contain the database manager itself.

2.5.4 Leveraging your investment in Domino

One of the greatest benefits of developing applications for the Domino platform is
that applications written for Lotus Notes Version 1 can be run unaltered on a
Domino 6 server. That means that your company is still realizing value from an
investment that it made 13 or more years ago, and those applications can now be
accessed by Web browsers, Java APls, and Web services. As Domino moves
forward and becomes one of the server platforms for Lotus Workplace, it is
important that IBM continues to protect customers’ investments.

One conclusion that may have been reached by now was that the application
requires the rich client experience provided by the Lotus Notes client. IBM plans
to continue to support and enhance Domino as an application server for Lotus
Workplace.
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Deployment considerations

This chapter discusses important deployment and planning considerations that
apply to Domino Web Access 6.5 on Linux.

When architecting a solution that will include Domino Web Access, as with any
other software products, there are many aspects of the deployment to keep in
mind. We must think about the server configuration and client configurations, as
well as all of the layers in between that have an impact on the application, and
consider how each of these elements will be affected as the application grows
over time and the requirements of the environment become increasingly
complex.

It is beyond scope of this book to detail all complex deployment scenarios, but
we try to help in laying out the foundation of some specific integration points with
other IBM Lotus technologies in later chapters. This chapter attempts to answer
some of the more abstract questions about how different deployment
environments might affect or be affected by Domino Web Access 6.5.

Finally, note that this chapter is focused primarily on the server aspect of Domino
Web Access 6.5. Client considerations, including the topics related to offline use,
are discussed in significant detail within Chapter 8, “Linux Clients for DWA 6.5”
on page 263.
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3.1 Deployment goals

The following section discusses specific deployment goals and key
considerations in terms of high availability, security, integration with LDAP, and
particular demands on the network.

3.1.1 High availability

60

Native clustering

In practice, most deployments of Domino Web Access require some form of high
availability (HA) as part of the deployment. Some of these scenarios and HA
strategies may also affect performance, but within this section the primary focus
is to examine the role of HA as it relates to continued uptime.

Domino Clustering and ICM

The core Domino technology used to increase availability is Domino Clustering,
which provides almost real-time replication of data between cluster-mates.

Tip: For an in-depth look at clustering strategies, this article may be helpful:
Predicting Domino Cluster Performance by Masud Khandker. It can be found
in the Iris Archives of the Lotus Developer Domain at:

http://www-10.1otus.com/1dd/today.nsf/0/2e0d8fb64ff811€985256832006d5b8c?0pe
nDocument

As it relates to DWA, clustering enables users to have a ready and running
backup of their mail file. In order to get a browser redirected to the failover cluster
server if the primary mail server fails, it is necessary to configure the Internet
Cluster Manager as well.

Internet Cluster Manager (ICM) is a Domino server task. It runs on one or more

Domino servers that are members of the Domino cluster but do not necessarily

serve data at all. The role of the ICM is to redirect client requests to the host that
can best service them. This is done based on the clustered server’s awareness

of the Domino Server Availability Index (SAl), and which databases are housed

on which server. Accordingly, this means that you can put up one or more ICMs
that service more than one cluster each.

ICM works as a redirector technology by sending 302 status codes to clients to
point them to the right server. (Fortunately, DWA is built around an awareness
that 302 redirects happen.) The immediate concern then moves to what other
technologies match with the DWA Online configuration. As of Domino version
5.0.5, Domino Off-Line Services (DOLS) supports Domino clusters, so that part
is straightforward. For step-by-step instructions for setting up Domino Off-Line
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Services to take advantage of clustering, see the tech note Guidelines for
Clustering with Domino Off-Line Services (DOLS) at:

http://www-1.ibm.com/support/docview.wss?rs=474&uid=swg27002831

Additionally, refer to Appendix B, “Configuring Internet Cluster Manager” on
page 435 for detailed steps in configuring ICM.

Figure 3-1 provides an overview of how ICM works using 302 status codes.

How ICM Works

1. Request for http://icm.ibm.com/test.nsf Web
Content
ICM Server
Web
Browser 2. Response - status code 302
- location: http://content.ibm.com/test.nsf Web

—— Content
| Server

3. Request for http://content.ibm.com/test.nsf Web

Content
Server

Figure 3-1 Overview of ICM functionality

High Availability and Sametime Integration

The other key element of DWA that requires additional configuration for high
availability is Sametime integration. In order to cluster Sametime technology, we
need to have a basic understanding of how both the base technology and the
integration points work.

Sametime community services are built on a model that consolidates network
traffic through a component called a MUX (short for multiplexer), which is by
default installed on the Sametime server itself. In a high availability deployment,
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the workload of the MUX can be both moved off to the Sametime server
machine, and the load can be distributed across multiple machines each running
a MUX for a given community. When supported by either round-robin DNS or a
network sprayer, this can provide for failover if a MUX fails in production.
However, if the Sametime server failed, then none of the MUXES would be able
to operate. Fortunately, another layer of clustering is available for the Sametime
community server components to take care of this situation.

The first requirement for a Sametime community cluster is to cluster the Domino
servers that host Sametime. This is done to keep the community consistent. In
this case, the Sametime community services are actually clustered by
configuration in the STConfig.nsf with the creation of a cluster document.
Specific instruction to do this are beyond the scope of this book, but is
documented in greater detail in the Sametime 3.1 product documentation.

Domino Web Access is Sametime-enabled by STLinks, as discussed in
Chapter 9, “Integrating Sametime with Domino Web Access 6.5” on page 325,
which provides a very lightweight applet to enable chat services and give an
interface to meeting services. However, with this integration come some
considerations. The STLinks client does support clustering in Sametime 3.1, but
the behavior is not identical to that of the familiar connect client. In the connect
client when one server goes down, the algorithm for getting back online polls
every 30 seconds for 10 minutes. In the STLinks environment, there is only one
reconnect attempt, and then a refresh of the browser/frame is required. There is
no need to quit and restart the browser.

Architecturally, High Availability for DWA is available with relatively few steps. It
is important to recognize, however, these different layers of technology and how
they relate to each other. This is critical both for a successful deployment and for
troubleshooting any problems while in production.

Linux-specific HA open source clustering

Linux has native clustering capabilities in the form of Beowulf Clustering
(http://www.beowulf.org), as well as other projects and subprojects that can be
used to support various high-availability goals. At this writing, our team could not
find reference to any Domino deployments on such a cluster. Additionally,
Domino does not have any code to make use of cluster schedulers and heartbeat
software that are available on Linux. While such an investigation is of interest,
theoretical or practical implementation considerations around this were outside
the scope of the team’s primary focus. A basic investigation did not reveal any
other site that was using this clustering strategy, either in a testing capacity or in
a production environment.
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A recommended resource for learning more about options for Linux clustering
can be found at OSCAR (Open Source Cluster Application Resources) at:

http://oscar.openclustergroup.org/tiki-index.php

3.1.2 Reverse proxy

Next to clustering, one of the most frequent configurations for increasing
accessibility to Domino Web Access is use of a reverse proxy. A reverse proxy is
software that can either be put on a server or packaged as a device that is used
for limiting data storage server access to a machine or machines that are known.
Another common use would be to divide content sources and use a proxy as a
way to split a load, such that several sources can provide data instead of just one
host. Figure 3-2 illustrates these two possible uses for a reverse proxy
configuration within a Domino Web Access deployment.
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Reverse Proxy Configurations

Reverse Proxy configurations help secure simple, single-content-provider servers, but also provide an easy
way to distribute content across several content-providing servers.
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Figure 3-2 Two uses for reverse proxy configurations

Domino Web Access has been designed to work well with reverse proxy
configurations from the ground up. DWA uses JavaScript code to determine
whether the host name that is in the location is in fact the DWA server. It also
enables any adjustments to be made to URLs within the application. The HTTP
task is unaware that there is a proxy between the client and the server, which
results in a need for the reverse proxy to touch up the location header with the
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proper host name per RFC. This means that we expect the proxy server to
rewrite the HT TP location header so that external clients do not try to resolve and
connect directly to the content server.

Tip: Some tested proxy servers that are known to meet these requirements
are

» IBM WebSphere Edge Server, Version 2.0.1 with efix 35
» IBM Tivoli Access Manager, Version 4.1
» Sun iPlanet Portal Server, Version 3.0 with Service Pack 3 and Hot Patch 3

Sametime integration through a reverse proxy

For Sametime integration, the key to making Sametime work through a reverse
proxy is to make sure that the host name for the Sametime community server
resolves both internally and externally to the IP address that you expect to get. In
most situations this requires a split-horizon DNS that allows a given host name to
return different IP addresses depending on which DNS server you access.
Figure 3-3 on page 65 provides an overview of a split-horizon DNS configuration
for Sametime, and the following section explains how this configuration works.
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Split-Horizon DNS Configuration for Sametime
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Figure 3-3 Split-horizon DNS configuration for Sametime

Referring to Figure 3-3, the process for the client outside of the firewall to
properly resolve the name of the Sametime server behind the reverse proxy
server is as follows:

1. Client outside firewall looks up sametime.ibm.com.

2. DNS server returns IP address 129.42.19.49.

3. Reverse Proxy knows that requests for sametime.ibm.com resolve to an
internal address to reach the proper host.

Client on intranet looks up sametime.ibom.com.

DNS server returns IP address 9.33.10.20.

ok

Note: Reverse proxy support is a new feature in Sametime 3.1 and is known
to fail with prior versions.
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Tuning configurations for a reverse proxy server

Reverse proxy servers are essentially Web servers and as such have similar
tuning considerations. In general, parameters that one might want or need to
check and adjust for performance reasons are as follows:

» Cache size: DWA utilizes Domino Web server caching. While some content is
static and could potentially be cached on the proxy, the requirement to check
that the cache is valid requires as much overhead as using the optimized
HTTP stack from Domino. Use of the cache for images is good, but caching
the script files seems of limited value.

» Number of active threads: Depending on the threading model used by the
proxy, the number of active threads available to service requests could be
very important. This should probably be sized slightly higher than the
expected concurrent user count.

» Number of requests over a single connection: While this may not be
applicable to all reverse proxy servers, the ability to control and allow several
requests over a single connection significantly reduces the overhead of
pulling down the multipart rich HTML interface. For DWA, a normal load of the
interface will make about 15 requests against the Web server and several
against a Sametime server if present. (These values will vary with different
configurations and customizations.)

» If using DOLS, the retrieval of the filesets used to do the install is on the order
of 75 MB with the largest two files being greater than 30 MB each, so if the
installation of the offline client works without the reverse proxy but fails behind
it, this could be a problem.

3.1.3 Reverse proxy with ICM

66

Reverse proxy support with Internet Cluster Manager (ICM) is the next
interesting setup to address. This is especially important in order to support
DOLS, so be sure to understand the technologies behind each component. The
reverse proxy shields your internal content servers from the Internet, whereas
the ICM is responsible for picking which content server should satisfy a given
request. The interesting part is that the proxy server has to hide the identity of the
content server, as that is its job. This means that the 302 redirect has to be
rewritten (as described in both the reverse proxy case and accelerator case) not
only to change the host that is being accessed, but also to modify the URI so that
it will match a junction on the reverse proxy to direct it to the right content server.
Both of these steps are required to keep the internal host name hidden and to
keep from looping the request. The internal host name is most likely not
resolvable via external DNS.

Figure 3-4 on page 67 illustrates this scenario, and the detailed steps occurring
within this process follow it.
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ICM Behind Reverse Proxy

@ s o

\ ®
Clignt J @ @
=] e Sl

Content
Server

Figure 3-4 ICM behind a reverse proxy

Referring to Figure 3-4, this is how ICM works behind a reverse proxy:

1. Client requests http://icm.ibm.com/mail/malexander.nsf.

2. Reverse Proxy requests /mail/malexander.nsf from “real” icm.ibm.com.

3. ICM returns http://contentserver.ibm.com/mail/malexander.nsf to the
reverse proxy server as a 302.

4. Reverse Proxy rewrites the location header to Web client as location:
http://icm.ibm.com/maill/mail/malexander.nsf with the /maill/ inserted
so that when followed, this link is different from the first request.

5. Client requests: http://icm.ibm.com/maill/mail/mail/malexander.nsf

6. Reverse Proxy has junction or rule for /maill/* to strip /maill/ and request

from content server with the shorter URI:

contentserver.ibm.com/mail/mailalexander.nsf

Content server delivers initial request data with status 200.

Reverse Proxy returns status 200 to client with data where data was not

manipulated.

© N

3.1.4 SSL accelerators

Along with a reverse proxy, another excellent device to use in a large-scale DWA
environment is an SSL accelerator. This enables the encryption of data to be
off-loaded to other specialized hardware. An SSL Accelerator is essentially a
reverse proxy at its core, with the added ability to encrypt traffic typically on one,
but potentially both, ends of a connection. The significant configuration that has
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to take place with an SSL accelerator is that it has to be able to rewrite the
location header of the HTTP response for 302 redirects. Because the server
does not have knowledge that it is behind a proxy or SSL accelerator, it will go
ahead and send back a 302 redirect with a location of http://<host>/<uri>,
while the intention is for the browser to be redirected back to the SSL port. This is
similar to the case of the non-secured reverse proxy. Instead of touching the host
part of the URL, however, the proxy must modify the protocol element.

Figure 3-5 illustrates the concept of the SSL accelerator and how it functions to
off-load the encryption data to a specialized server.

SSL Accelerator

Outside the Firewall/Internet DMZ Inside/Intranet

<—Firewalls—»

/ SSL
@ Accelerator @

Content
Provider

Web
Client

_'nl

Figure 3-5 SSL accelerator

The process of an SSL accelerator functioning to off-load the encrypted data to
another server is explained as follows:

1. Client requests https://www.ibm.com/mail/malexander.nsf over standard
port 443.

2. SSL accelerator decodes request and requests
http://contentserver/mail/malexander.nsf over port 80, thus offloading
the SSL processing from the content provider.

3. DWA provides a 302 redirect with location
http://contentserver/mail/malexander.nsf.

Domino Web Access 6.5 on Linux



4. SSL Accelerator must then rewrite the location header of the 302 redirect to
https://www.ibm.com/mail/malexander.nsf. Some SSL accelerators do not
alter the protocol of 302 redirects by default, or on a per-URI basis, which
should be considered before investing in such hardware.

3.1.5 Integration within a portal environment

The integration of Domino Web Access with a portal environment is covered in
detail within Chapter 10, “WebSphere Portal integration” on page 339, including
deployment considerations with both Portal Server versions 4.2.1 and 5.0.
Appendix A, “WebSphere Portal 5 installation on Linux” on page 387, reviews
installation of Portal 5. This appendix is written for Domino administrators with
litle WebSphere Portal experience.

3.1.6 LDAP environments

One of the functions of Domino Web Access being hosted on a Domino Server is
that with some configurations, you can be very flexible in your user
administration. On Linux, a Web browser interface is supported to do many of the
required administrative actions. However, if you typically use LDAP tools for user
administrative tasks, some of these tasks may still be available, while there may
be limitations to accessing other tasks. In the following sections, some of these
limitations are described and should be noted.

Note: Much of the information provided within the following section, “Admin
considerations,” is also available within the Administrator Help files for DWA
6.5. We felt that this information is very important for users and administrators
and therefore wanted to include it in this section as well.

Admin considerations

By default, the LDAP service does not allow LDAP clients to modify the
directories that the LDAP service serves. However, you can enable LDAP write
access for any of the following directories to enable LDAP users with the required
database access to modify the directories:

» Primary Domino Directory of the LDAP service
» Secondary Domino Directory or Extended Directory Catalog that LDAP
services serves

You control LDAP write access separately for each directory. For example, you
could enable write access for the primary Domino Directory but leave write
access disabled for an Extended Directory Catalog.
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Note: You cannot enable LDAP write access to a condensed Directory
Catalog served by the LDAP service.

Keep the following points in mind if you enable LDAP write access for a directory:

» Domino does not provide a tool for doing LDAP write operations, so you must
develop or obtain one.

» If you allow LDAP write access, use the directory database ACL and,
optionally, extended ACL, to control the directory changes that LDAP users
can make.

» Enable schema checking for the LDAP service to require that directory
changes made via LDAP conform to the directory schema. By default,
schema checking is disabled so if you allow LDAP write operations, enabling it
is recommended to maintain consistent directory contents.

» The Administration Process server task does not respond to LDAP write
operations. For example, if an LDAP user deletes a Person document, the
Administration Process cannot delete the associated user name from
database ACLs.

» The LDAP service can carry out an LDAP write operation in a secondary
Domino Directory or Extended Directory Catalog only if that directory is
stored locally on the server that runs the LDAP service. If the LDAP service
receives a write operation request for a Domino Directory on a remote server,
it sends an LDAP referral to the client. The LDAP service refers the client to
the administration server for the directory. If there is no administration server
specified, it refers the client to the remote server that stores the directory. The
client must then follow the referral itself.

Note: If you enable LDAP write access to a secondary Domino Directory,
do not use a condensed Directory Catalog that aggregates that directory
on a server that runs the LDAP service.

» The distinguished names of directory entries are limited to 256 characters.
Distinguished names do not have to conform to the standard Notes naming
model of organizational unit (ou), organization (o), and country (c). For
example, distinguished names such as these are acceptable:

dn: cn=Jday Walker + uid=123456,u=Sales,o=Widget Inc.,c=GB
dn: foo=Bar, o=Acme
dn: cn=L. Eagle,o=Sue\, Grabbit and Runn,c=GB

Names such as these are recommended primarily for entries that are
accessed through LDAP only, as Notes users may find them confusing.
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» Prior to doing batch adds of 100 or more directory entries, you can use the
NOTES.INI setting LDAPBatchAdds to process the additions more quickly.
Disable the setting when the batch adds are complete.

» You cannot modify the value of an entry’s structural object class attribute.

» Another consideration for using LDAP with Domino Web Access is to have
clients look up users in other directories via LDAP. This is accomplished via
directory assistance. Directory assistance allows for users who need to look
up a name to ask the server to do an LDAP query on their behalf based on a
partial identifying information. For example, a user could look up “Smith” and
pick between John Smith and Jane Smith if both are returned by the search.
DWA would then use the response from directory assistance to finish the job
by inserting the mail address in the appropriate field.

3.1.7 Network demands

The section is a high-level analysis of the of data requests required by Domino
Web Access and the corresponding demands on a network.

Several tools were used to collect information for this book, and one tool in
particular stands out as useful and easily available for use in validating and
updating this information. Short of using a sniffer with advanced analysis tools,
the size and content of the requests being made by a Web application from a
Windows machine can be determined with a small tool from IBM AlphaWorks
called IBM Page Detailer, which is available at:

http://www.alphaworks.ibm.com/tech/pagedetailer

With this tool, an administrator or power user can observe HTTP (or other)
network traffic at a level that may reveal what requests might be causing delays
or what requests require the most bandwidth. This tool is also very good at
illustrating some of the overhead of network traffic, including the time it takes to
establish the TCP socket and the time taken to do name resolution. It should be
noted that IBM Page Detailer shows the elapsed time for the request, the server
processing (which could be matched against server logs), and the delivery time
back to the client. The monitoring is done at the network, which excludes
monitoring of how long it takes for a browser to actually render the page. In most
cases this will not be a significant issue, but it should be noted.

Online

As Domino Web Access is a client server application, with a new client a
complete login to the DWA interface requires about 50 requests. (This was
simulated by clearing the cache and deleting jar and class files that have been
delivered.)
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Note: This number can vary due to customizations and specific
configurations.

To consider the impact of possible customizations and specific configurations, we
examine the impact of adding Sametime and, later in this chapter, the use of
DOLS.

By default for this testing, we load the Inbox view initially, instead of loading the
Welcome page, which could add considerably to these figures. Of these
requests, nine are requests for scripts and they all come from /iNotes/Forms6.nsf
or the user malil file:

/mail/malexand.nsf/iNotes/Mail/?0penDocument&ui=inotes
/mail/malexand.nsf/iNotes/Proxy/?0penDocument&Form=s_Toc
/mail/malexand.nsf/iNotes/Proxy/?0penDocument&Form=s_SessionInfo
/mail/malexand.nsf/iNotes/Proxy/?0penDocument&Form=s MailOutline

Data comes from the mail file, because it is user specific. Alternatively, the parts
that come from the Forms6 database are general design concerns that are
similar for all users. Looking at the requests that generate the Ul of DWA, we get:

/iNotes/Forms6.nsf/iNotes/Proxy/?0penDocument&Form=s_MinUtils
/iNotes/Forms6.nsf/iNotes/Proxy/?0penDocument&Form=gpbase
/iNotes/Forms6.nsf/iNotes/Proxy/?0penDocument&Form=gpview
/iNotes/Forms6.nsf/iNotes/Proxy/?0penDocument&Form=Custom JS
/iNotes/Forms6.nsf/iNotes/Proxy/?0penDocument&Form=s_StyleSheet

All of these script requests (as well as the one style-sheet request) have query
strings that identify a validity period when compared to the current version on the
server. They also take advantage of the HTTP stack’s GZIP compression
algorithm by default.

In total, these scripts (both from the forms6.nsf and mail file) add up to about
162 KB of data transmitted across the wire. (This includes the total content
length, HTTP headers, and some additional overhead.) Compare that to the
uncompressed size of about 624 KB, and you can see that any time these
documents get pulled you see a substantial benefit.

The other 40 requests loaded on the initial download are GIF elements that make
up the page. These images are all very small and set an expires header well into
the future, which allows for minimal overhead on subsequent page loads.

Sametime

When you configure Sametime and enable Instant Messaging, you add some
overhead on the network, but no more than the standard chat activity from using
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Java Connect or the Connect client. The elements that are added to the Web
application are the STLinks files, which are downloaded from the DWA server:

» stlinks.ccs

» stlinks.js

» hostinfo.js

» alanguage-specific res.js file

Offline setup

The offline setup requires users to pull a mini-Domino server to their workstation
in several parts. As mentioned above, the setup files range in size from 37 MB for
the I_DOLBASE archive to several kilobytes for the license. The bulk of the
delivery is in the largest two files, |_DOLBASE and |_JAVA_APPLETS. These
files are only slightly larger than the Windows versions, which are also required
for download. Accordingly, there is only minimal cost difference on transfer of
files.

This should be noted as the first of two key considerations for performance of the
offline client. To effectively be able to take a subscription offline, users will want to
be connected to a high-speed network if possible, in order to minimize download
time.

The second key consideration is the extent to which users have mail of any
significant volume. If they do, they will need to be on a workstation that has
enough processor and memory to index the file in a timely way. The release
notes indicate that “based on customer feedback, Lotus Software/IBM
recommends that users have at least a Pentium® 11 400 MHz machine with
128 MB of memory in order to have reasonable client-side performance.”

The experience in our lab environment was that such a machine provides
adequate performance for a small mail file. However, as the mail file grew beyond
a few hundred messages, the initial indexing took a large percent of the
computing resources, leaving us waiting for several minutes. As is the case with
most software, somewhat quicker response was easy to demonstrate on a
Thinkpad T30 or T40 with later-generation processors and hundreds of
megabytes of RAM. The best advice for quick indexing time would be to keep
malil file size down. A fast client can help to quickly index even a large inbox.
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Installing Linux

This chapter describes how to install Red Hat and UnitedLinux on your server.
We focus on these two specific distributions because they are the officially
supported versions of Linux for a server running Domino Web Access 6.5.

The chapter has three parts, beginning with prerequisite steps for the installation,
then giving detailed instructions for each of the supported distributions of Linux.
An overview of the organization of this chapter is as follows:

» 4.1, “Before you begin” on page 76, provides a list of preparatory steps you
will want to review to make sure that your hardware is Linux-ready. This
section also provides a brief overview of the different Linux distributions.

» 4.2, “Installing Red Hat 2.1AS” on page 82 describes the step-by-step
process of installing this Red Hat Linux Advanced Server distribution.

» 4.3, “Installing UnitedLinux 1.0, SLES 8” on page 114 describes the process
of installing UL 1.0 on your server.
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4.1 Before you begin

Before you can install Linux, be sure that your machine is Linux-ready, and
choose a Linux distribution to install. The pre-installation checklist may help you
organize configuration data before you begin.

Read the following section before performing the installation of Linux. There are
several things you must do or should be aware of to make the installation
process easier. In addition, make note of the following information about your
system, which will be useful when you perform the installation:

» Network card type
» Network information
— |P address
— Gateway information
— DNS servers
» Video card type
» Number and types of hard drives
» Monitor information
The following Web sites offer a complete listing of hardware supported and
certified by Linux:

http://www.suse.de/us/business/certifications/certified_hardware/
http://sources.redhat.com/ecos/hardware.html
http://en.t1dp.org/HOWTO/Hardware-HOWTO/

We recommend that before beginning the installation, you collect and briefly
review any hardware-related manuals. In addition to knowing the details of the
machine, you will need to know the network card type, video card type, the
number and types of hard drives, and other information about any peripheral
devices.

4.1.1 Making the CD-ROM/DVD drive bootable

The recommended way to install Linux is to boot from the installation CD-ROM. If
you plan to boot your system directly from the CD-ROM, ensure that the
CD-ROM is the initial boot device. Do this by following these steps:

1. Power on your server.
2. Enter the BIOS setup utility.
3. Make sure that your CD-ROM is the initial boot device.
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4. Save the settings.
5. Exit the setup utility.

The alternative is to make boot diskettes from the Distribution CDs and use those
to boot the system. Do this by following these steps for Red Hat:

1. Insert Red Hat Installation CD 1 into a Windows machine.

2. Use RAWRITE from the DOSUTILS directory to write the disk image to a
Floppy disk. The disk images are stored in the IMAGES directory on the Red
Hat install CD. The files in this directory are raw disk images. Some are boot
disks for booting the Red Hat Linux installation program. Others are driver
disks supporting less-common hardware. Follow the instructions in the Red
Hat Linux Installation Guide to create the disks.

For an example of this command, see “RAWRITE utility” on page 77.

Follow these steps to create the boot disks for UnitedLinux:
1. Insert UnitedLinux Installation CD 1 into a Windows machine.

2. Use RAWRITE from the DOSUTILS\RAWRITE directory to write the disk
image to a Floppy disk. The disk images are stored in the DISKS directory on
the UnitedLinux install CD. The files in this directory are raw disk images. The
following files are boot images: bootdisk, i386, and rescue. Only a few
modules fit on the boot disk. Therefore, three modules floppy disks exist. You
will need these diskettes if you cannot find the driver for your hardware on the
normal disk. The modules disks contain the following files:

— Modules1: USB and file system modules

— Modules2: SCSI/RAID/IDE modules and old (non-ATAPI) CD-ROM
drivers

— Modules3: Network, PCMCIA, and FireWire (IEEE1394) modules

RAWRITE utility

RAWRITE is a utility usually shipped with the Linux distribution; it is used to write
the prepared diskette images to diskettes, enabling them to be used in the
installation process.

To create a diskette from one of these prepared images:

1. Load the Linux CD on a Windows machine.

2. Open an MS-DOS prompt.

3. Change the default directory to the directory where the diskette images are
stored (this varies according to the distribution of Linux used).
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4. Run the following command by pre-pending the directory where the
RAWRITE program is stored:

\path\rawrite image a:

For Red Hat, replace x with your CD-ROM driver letter and run:

X:
cd \images
\dosutils\rawrite -f boot.img -d a

For UnitedLinux, replace x with your CD-ROM driver letter and run:

X:
cd \disks
\dosutils\rawrite\rawrite
bootdisk

a

There is a version of RawWrite for Windows. This is available from:

http://uranus.it.swin.edu.au/~jn/Tinux

4.1.2 RAID configuration

If you have a machine with a RAID controller, you must configure the disks
before you install Linux. Use the same procedure to configure your RAID sets as
you would for a Windows NT or Windows 2000 machine. After your RAID is
configured and the logical disk is online, you can proceed with the installation of

Linux. You may need a driver disk for the Linux installation.

4.1.3 Partitions
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We have simplified the typical UNIX partitioning scheme. A conventional

UNIX-style install would include partitions for /home, /usr, and more. However, a
Domino server does not require or use a number of these partitions, so they are
simply a waste of disk space. Therefore, we have concentrated on the ones

important for Domino.

Attention: One reason for a conventional UNIX-style install is to prevent
users of your system from filling your hard drive. Therefore, if you are installing
Linux on an external system that will have exposed volumes, such as an FTP
area, you should create a partition specifically to hold the FTP data. While this
will limit the total amount of available disk space, it will keep your system from
crashing if someone intentionally or unintentionally uses all remaining disk

space.
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Table 4-1 An example of partitioning on a Domino server

Partition Description Minimum size Recommended size
/ Root partition 2GB 3-9GB

/local Partition for data See Note 1
/translogs For transaction logs See Note 2

/var For system files, such | 256 MB 512 MB

as log files
<swap> Page file See Note 3
Table notes:

1. This is where your Notes data is stored. Depending on the number of users
and amount of data you keep, this partition can require a lot of disk space.

2. This partition is needed if you will be using Domino transaction logs. We
recommend that you do so and that you dedicate a 4 GB RAID1 to the
transaction logs. You may skip creating this partition if you are not going to
make use of transaction logs.

3. See Table 4-2 for recommended SWAP partition sizes.

Table 4-2 SWAP memory size

Amount of physical memory Size of SWAP partition
<256 MB 4 times physical memory
512 MB 2 times physical memory
1024 MB 1 times physical memory
2048 MB > 2048 MB

4.1.4 Time configuration

During the Linux installation process, you will be asked whether your system
clock is set to UTC (Coordinated Universal Time) or to local time. We
recommend that you set the system clock (the BIOS clock) to UTC/GMT. This
way Linux can keep the clock on the correct time when the change for Daylight
Saving Time occurs. The safest way is to set your clock to UTC before beginning
the installation process. If you have missed this, you can still set the system clock
immediately after you have completed the installation and before the first time
your machine reboots.

Coordinated Universal Time is the international time standard. It is the current
term for what was commonly referred to as Greenwich Meridian Time (GMT).
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Zero hours UTC is midnight in Greenwich, England, which lies on the zero
longitudinal meridian. Universal time is based on a 24-hour clock; therefore,
afternoon hours such as 4 p.m. UTC are expressed as 16:00 UTC.

4.1.5 Video card and monitor

It is not as easy to configure your monitor and video card in Linux as it is in
Windows. If you currently have Windows installed on the machine that you are
going to use for Linux, check the video card and monitor and their respective
settings before starting the Linux installation. This will help you later in the install
process to select the right settings. You could also open the machine and check
which video card is installed.

4.1.6 File systems in Linux

80

Linux supports multiple file system types. Examples of file systems in Windows
are FAT, FAT32, and NTFS. As new or better file systems are developed, they
are incorporated into the kernel. In Linux, as in other UNIX derivatives, the
separate file systems that are available for use by the system are combined into
a single hierarchical tree structure rather than being addressed by drive names.
Each new file system is added into this single tree structure by mounting the file
system onto a specified directory. This directory is known as the mount point.
The files and directories in the mounted directory are then accessible through
this directory. If a file system is mounted onto a directory that already contains
files, these files are masked by the new file system and are unavailable. When
the file system covering them up is unmounted, the files become visible again.

Initially, Linux used the minix file system. This had restrictions and performance
problems, which were solved in April 1992 by the introduction of the Extended
File System (ext). The ext file system was developed as an expandable and
powerful file system for Linux. In January 1993, the Second Extended File System
(ext2) was released. It has become the most successful file system for Linux and
is the standard file system for most Linux distributions. While being a very solid,
stable file system with good performance, it is quite slow to run a file system
check (similar to CHKDSK). This occurs when the system fails and is being
brought back up, or every 20th time the file system is mounted. On a system with
big partitions, this check can take a while, and the system is inaccessible during
the check.

To solve these problems, new journaled file systems were introduced with the
2.4 Linux kernel; we briefly discuss them in the following paragraphs.

Journaling ensures consistency of the file system. This means that you do not
have to run the file system check if the system goes down unexpectedly. In order
to minimize file system inconsistencies and restart time, journaling file systems
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keep track of changes that they are about to make to the file system. These
records are stored in a separate area of the file system, which is known as the
journal or log. After the journal records have been written successfully, the
changes to the file system will be applied and the journal entries purged. If the
system goes down unexpectedly, this process ensures that the file system is
consistent without the need for a lengthy check.

» ext3: ext3 extends the exi2 file system by adding journaling. This means that
it shares the robustness and performance of ext2. One major advantage of
ext3 compared to other journaled file systems is that it is forward-compatible
and backward-compatible with ext2. You may freely switch between ext2 and
ext3 as long as the file system has been cleanly unmounted or a file system
check has been run.

» ReiserFS: ReiserFS stores not just the file names, but also the files in a
balanced tree. Balanced trees have a sophisticated algorithmic foundation
and are more robust in their performance. Storing small files in large partitions
is very efficient. Being more efficient at small files, however, does not mean it
is inefficient at storing larger files. ReiserFS is considered a truly multipurpose
file system.

We have opted to use the ext3 file system for the Linux servers used in writing
this book.

Note: The ext2 is a faster filesystem due to the fact it is not journaling
everything, but it takes a lot longer to recover from a system failure than a
journaling filesystem.

An excellent source of information about file systems is the File Systems
HOW-TO. You can find this HOW-TO document, as well as numerous others, on
The Linux Documentation Project Web site at:

http://t1dp.org/docs

Additional information about the ext3 file system can be found on:

http://www.redhat.com/support/wpapers/redhat/ext3
http://www.linuxplanet.com/Tlinuxplanet/reports/4136/1/

The home page for ReiserFS is located at:

http://www.namesys.com

4.1.7 Different Linux distributions

Domino 6.5 for Linux supports different Linux distributions, as identified in
Table 4-3 on page 82.
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Table 4-3 Supported Linux distributions

Distributions Kernel Home page
version
Red Hat Advanced Server 2.1 2.4.9 http://www.redhat.com

(Uni-Processor Only)

SUSE LINUX Enterprise Server (SLES) 8.0 2.4.21 http://www.suse.com

All “UnitedLinux/Powered by UnitedLinux 1.0 2.4.21 http://www.unitedlinux
SP2 for Linux on Intel distribution” .com

That includes:

- SUSE LINUX Enterprise Server (SLES) 8.0
- Turbo Linux Enterprise Server

- Connectiva Linux Enterprise Server

4.2 Installing Red Hat 2.1AS

82

In this section we show you how to install Red Hat 2.1 Advanced server on your
server.

To capture the screens shown in this book, we have installed and configured
Linux in a VMware window. VMware is a product by VMware, Inc.
(http://www.vmware.com) that enables you to run one operating system as a
guest of another. This means that some of the screens might look slightly
different from what you would see on your system. These differences are
hardware-related, as VMware emulates different hardware devices for the guest
operating system.

Be sure to read 4.1, “Before you begin” on page 76 to make the installation
easier.

To start the installation, insert the Red Hat 2.1AS CD-ROM and turn on or reboot
the server.

Attention: The installation process destroys any existing data stored on your
hard disk drives.
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1. When the screen shown in Figure 4-1 is displayed, you can start the Linux
installation. Press Enter to begin installation immediately or wait for it to start
automatically after a short pause.

Helcome to Red Hat Linux 2. 1A51

= To inztall or upgrade Red Hat Linux in graphical mode,
press the {EHNTER> key.

= To inztall or wpgrade Red Hat Linux in text mode, type: text (EHTER>.

- To enable lod resolution Aode, type: lowres <EHTER:.
Press for more inforsation about low resolution mode.

= To dizable framebuffer qode, type: nofbh (ENTER>.
Press for more information about dizsabling framebuffer mode.

= To enable expert sode, type: expert (EHTER>.
Press for more information about expert mode.

= To enable rescue wmode, type: linux rescue (EHTER>.
Press for more information about reszcue mode.

= Il you have a driver disk, type: 1inux dd <(EHTER>.

= Use the function keys listed below for smore inforsation.

oot : _

Figure 4-1 Red Hat 2.1AS: Initial boot screen

2. The system begins to probe (detect) the hardware installed on your system
and load the appropriate drivers for it. The Welcome to Red Hat Linux window
is displayed while this is happening.

After the drivers are loaded, the Red Hat Install Program starts. We used the
graphical setup program, so this is what is described here. If the graphical
installation fails to start, consult your Red Hat Installation Guide.
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3. Select the language from the list shown in Figure 4-2 that you would like to

use during the installation. You will be prompted later for the languages that
the OS should support. Click Next to continue.

o Red Hat Linux Advanced Server

Cinling Help Language Selection

Wi language would you Bke i use during e instaliation
process?

Language Selection

Chease the langusge you would Coech ‘

s | _
Linsme Advanced Server

installation. Frénch
G?Imaﬂ
Icelandic
talian
Jal'lan?"?
Eorddn
Homsagian
Russsian
Slawenian
Spanish
Swdish
Ukrainkan

T Hide Hilp[ 7 Reloase Nl:ﬂas[

< eace | B hea |

Figure 4-2 Red Hat 2.1AS: Language selection

Tip: If you do not need the Online Help bar on the left-hand side of the screen,
you can disable it by clicking the Hide Help button in the bottom left corner of
your screen. To see the help again, click the Show Help button.
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4. The Keyboard Configuration screen is shown in Figure 4-3. Specify the
keyboard attached to your computer. If in doubt, select Generic 101-key.

Click Next to continue.

English).

o—
Cinling Help Keyboasd Configuration
e
d‘_‘ ‘Which model keyboard is aftached fo the computar?

Iéey?::-art! ; ol

onfiguration Ganaric 101-key PC [a]
Chms.g s exact keybonrd 2:::::: :gi:;:: (P‘EE:I PC
model fitis Usted. [£you conmet J
firsd an exact match, chosse the Genius Comty KB-16
clogest Generie muhch (for HF Intarmel
example, Generie 100-key FC), IBM Rapid Access =l
Hint & 100-key keyboard s 8 Layeut
generie keybonrd, A 104-key or T — (=]
105-key keyboard is & keybeard Thal
designed to work with M3 Turkish
Windows 25 snd festures
Windews-specific keys, W5, English w' deadkeys

L5, English wASO0H895-3 =

Chesse the layout type for your = | | ukrainian =
keyboard (lor example, U5, Doad Kays

sequences). I pou wish te e Te#! your selection hare:

Disabile dead keyy
Erﬂnru_'l.g special characters (such
a5 W, &, and ) 5 dore using “dead
keys” (or compose key

special chasaeters requiring the |
use of dend keys, select Erable =

2 Hide thpl T Release Nl:ﬂasl

i

< ess | B Ha

= Red Hat Linux Advanced Server

Figure 4-3 Red Hat 2.1AS: Keyboard configuration
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5. As shown in Figure 4-4, you can select different mouse settings. Specify the
type of mouse attached to your system and click Next.

e Red Hat Linux Advanced Server

Ginling Help Mouse Corfiguration
= =,
J Which modael mouse Is attached to e compuier?
Mouse : ALPS GlidePoint (P5/Z) =
Configuration b Asca

AT Bus Mouse
Cheose the comrect mouse type for = Geniric
year system. _

2 Bulion Mouse (USE]
Do yeu bve s PE2, Bus or seris 2 Bumon Mouse (serial)
moure? (Hink: i the conmecter 3 Bumon Mouse (F5T)
your mowse phigs inte 15 reund, itis ¥ Bulion Mouse (LISE)
a PS/Z or a Bus mouse; if 3 Bumon Mouse (sevial)
rectangualer, it is a serial mouge ) b Gaenius

b Eensinglon

Try to find an exact match. If an b Logiech
exact match cannet be feamd, b bkt
chopge sne which b compatisle b Microson
weith yauss, Otherwise, chonee the Mouse Sysiems Mouse (sevial)

Maone Mone 1]
appropriste Gemeric mouge ype. L] Sun Mouts =
1t e have » serial mease, plek the
device and port it connected o in —
thie next boe. "

In Red Hat Linie Advanced iy T
Server, the graphics] ervironment . L

(. Window System) s designed to
make use of & three-buthen mease. =]

?Hnml ?mmmm;l <] Back | = Haxt |

¥ Emulate 3 Butions

Figure 4-4 Red Hat 2.1AS: Mouse Configuration
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6. On the welcome screen shown in Figure 4-5, click Next to start the Red Hat
System Installer. The Install Options screen shown in Figure 4-6 on page 88

will be displayed.

Cinling Help

i

Welcome to Red
Hat Linux
Advanced Server

Welcome! This istallation process

is exntlined in defad in the Red Har

Linex Advanced Server

Ingtailation Gaide svadoble frem

Red Hat, inc. Flease rend theough

the enfire manusl before poubegin =
this installation process.

Throughout this installation, yea
wil he able to use your mouse to
chooge different optons. You can
also navigate the instaladon using
the Tah and Enter keys.

Use the Next and Back buttens to
pregress through these screens.

Click Meact to sve the informuatien

and procesd to the next sorees;

click Back te move to the previous
Fereen witheut saving an

infernarian, it =

T Hide Hilp[ 7 Reloase Nl:ﬂas[

WS Gmi

: Red Hat Linux Advanced Server

._\.

System Installer

-~ redhat
~ Linux

Advancgd Server

[ Naxd

Figure 4-5 Red Hat 2.1AS: Welcome
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7. On the Install Options screen, select Custom and click Next.

3 Red Hat Linux Advanced Server

e
Cinling Help Installation Type

af
C ﬁ Adwanced Sener
Install Options

Chease what type el installstion = ‘ Cusiom
yeu wawdd like: te perfenm. Yo

opidons {Advenond Serwer and
Clstom) are discussed briefly
belewr,

An Advanced Server installation s
rpecifically targered at server
installaticns capahle of high levels
of availahlity through load
balancing and tadlover capacities.
The Advanced Server configuration |
includes, at your opticn, the ability
bo irsetnll o defmult X Window
Syrtem environment with
management, as well as the
necessary components for
clustering together two or more
systems bo nchieve higher bevels of
performance bo meet the demands
of bigh perfarmance server
envinonments.

Cheasing the Ceerfor inftallation =

7 Hnﬂmrpl 7 Release Nmasl <] Back | I Mext I

Figure 4-6 Red Hat 2.1AS: Install options

Note: Some disk controllers require drivers supplied by the manufacturer
and are not supported out of the box. For more information about installing
disk drivers, visit: http://www.redhat.com/docs/manuals/1inux/.
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8. On the next screen, shown in Figure 4-7, select the method you would like to
use to partition your hard disk(s). We selected Manually partition with Disk
Druid to partition the disk because the automatic process does not provide an
optimal partitioning scheme. Click Next to continue.

» Red Hat Linux Advanced Server

-

Cinling Help Disk Partioning Setup
af
Choosing Your
Partitioning
StratEgj' Automalic Pasiioning sets up your parstioning based on your
instalation type. You Al can cuslomize the resulting partibons 1o meat
One of the largest obstacles for a your eeds.
new user during a Linu installation
is portitioning, Red Mot L Thee manual disk pasilionineg tool, Disk Dnukd, alows you 10 s8l up your
Advarced Server makes this pasifions in an ieractive anvironment You can sel the Blasyses
pescess mach simpler by previding Ir:r:-s, mgunt poings, size and more in this easy ¥ use, powsrhil

an option for sutematic partitiening,
Tdisk s the tractionad, leed-based parioning tood offiered by Red Hal

By selecting sutemellc pastiioning, Although it i nol a2 a3ty 10 use, There are Caiss whare idis i

o will ot hawve to use partitioning prefermed.

tools b nesign meounk podnts, crente

pastitions, or sllecate space for " Have the installer automatically pariton for you
your instelation. [& manually partiion wah Disk Druid |
Ta partitien marually, choose " Manually partiton weh fdtik [eparts only]

eitherthe Dishk Druidar
fdisk (recommended for experts =
only) partitioning tool.

Use the Back button to cheese
different instalistion, or cheose
Mot If e want to proceed with =

7 l-hd'ﬂ-wpl 7 R‘NBH’BWMI <] Batk I [ Had I

Figure 4-7 Red Hat 2.1AS: Partitioning
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9. You may see a message indicating that the partition table is unreadable, as
shown in Figure 4-8. This usually happens when you have new, unformatted
disks. Click Yes to initialize each of the drives installed in your system. This
message will not always appear.

> Red Hat Linux Advanced Server

Cinling Help Disk Parttioning Setup

Choosing Your
Partitioning

5t rategy Automalic Pasiioning 1ets up your paritioning bazed on your
Hemisntns mos msdsi=n S rgguiting partitons 1o meet

COmne cf the largest obstacles for a

new user during a Limo installatio The parstion table on device sda was
1 Ak 3 T Create nesw partiions i mutl be Ao 1o sal :
is pastitioping. Red Mt Lisne L | you 1o 5ol L Yo
Advaneed Server mukes this ? :‘uMhz,ad, caissing e (035 of ALL DATA onithis [ can set the Slesyses

nced § T e
precess mach simpler by providing iy 0 ue, powerul
an eption for sutematic partitiening Would you like 1o intialize this dive?

. ; e ool offered by Red Hal
By selecting automatic partftioning ates whare fdisk i
e will ot hawve fo use partitoning

tenls b aesin meunt podnts, create @ s [ @ |
pastitons, or adecate space lor partiton Tor you

your instaliation.

(= Manually parition with Disk Dnuid

Ta partitica manaally, choose " Manually partition wath fdisk [exparts only]
eitherthe Digk Druidar

fdisk (recommended for experts

ondy) partitioning tool.

Use the Back button to cheese

different installation, or chease

MNaxt if you wast to procesd with =

T Hide Hilp[ ¥ Releate Nl:ﬂas[ <] Back, [ I e I

Figure 4-8 Red Hat 2.1AS: Unreadable partition table notice

10.We are now ready to partition our disks. See 4.1.3, “Partitions” on page 78 for
the recommended partitions and their respective sizes.

Important: If you have existing partitions from another operating system
on your machine, you must delete them before you can create the Linux
partitions. After the old partitions are deleted, proceed with the next step.
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11.As shown in Figure 4-9, click New to create your partitions.

Important: You can only have four primary partitions for each hard disk
drive. If you need to create more than four partitions, create three primary
partitions and one extended partition that uses all of the remaining disk
space. You can then create all subsequent partitions in this extended

partition.
3 Red Hat Linux Advanced Server
\E;l:a Hitlp Disk Sehep
Partitions
E:ﬁ:&lﬁﬂ?ﬁﬁiﬁ: Tmm Gaomn: BFURSSET) (Modael: Viiwars, Vidware Wetaal 51.0
installed S

1f o do nat know how to partitien
yeiar system, please read the
secticn on partidoning in the Red
Har Limex Advanced Server
Instailation Guide.

ermmtcamreers [t S i

yeu con eltiver sccept the current Device stat] End| Size (ME)| Tvpe Mount Poird |Fomal
patition setings (click Mext), or

maodify the setup using Disk Dngd,
thie masnal partitening tesl

Makas_ul:ul

Frag 1 4593 J6850 Fraw space

1f o just fniched paritionieg with
fdisk, youmust delne mesar
poinss for your partitions, Use the
Endii buttor, orsce you hawve chosen
o pastition, to define its mewnt peint.

It e re maaually partidoning
yeur systemn (using Disk Druid), =

..... xali_n s

7 Hnﬂmrpl 7 Reloase Nmasl <] Back | I Hawt

s mamacacan b

Figure 4-9 Red Hat 2.1AS: Drive geometry
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12.A window is displayed, as shown in Figure 4-10, to enter all relevant
information for creating a partition:

a. To specify the mount point of a partition, either select it from the Mount
Point pull-down list or type it in the field provided. We selected / in order to
create the root partition.

d Red Hat Linux Advanced Server

Cinling Help Disk. Sebap
-

agm kepunt Point 0 -

Partitions hd
Filesysiem Type edd H|

Chease where you weald like Red
= Allwable Drives: .« Viware Wrtaal 51.0
Hak Limee Advanced Server tabe
installed.
1 yeru do nat ko bhew ba partison 4 j |
year system, please read the Size (ME): -
secticn on partiening in the Red ancsy x
Har Limex Adwanoed Server Andsiona Hte Options
Iasiatfation Guide, F Fixed sz
1 Resat Make RAID
It pou used sutematic partifondng, | Fill all space up 1o (ME) | - J — - I
yeu can elthver accept the carment ount Foird | Format
pastition settings {click Next), or | Fl1D mavimum aliowable siz
modify the setup using Disk Dngd,
thie masnal partitaning tesl [ Force 1o be a primary parition
1t o just irkched partitioning with 7 Check for bad biocks
fdisk, youmust dele mosart
poinss for your partitions. Use the
Ediit button, orce you have chosen L2 d Cancel

o pastition, te define its ment peint.

1t e nre msmually partitoning
yeur syrstern (using Disk Druid), =

S

T Hide Hilp[ 7 Release Nmas[ <] Back [ I Hex [

Figure 4-10 Red Hat 2.1AS: Creation of the / (root) partition

b. If you have more than one hard drive in your system, the partition will be
created on any one of the selected drives. Unselect all drives except the
one that is to hold the partition. The blue line indicates that the / root
partition should only be created on sda.

Note: /dev/sda is the first disk connected to a SCSI controller in the
machine. Subsequent disks will be sdb, sdc, and so on. If you have
multiple controllers, the disks will be numbered sequentially starting on
the first controller and continuing on the second controller. Depending
on the implementation of the RAID controller in your machine it could
be known as /dev/sda for a IBM ServeRAID™ Controller or
/dev/ida/c0d0 for a Compaqg Smart Array Controller. The first IDE drive
would be /dev/hda.
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c. Enter the size of the partition. We have a 36 GB (36000 MB) drive, and we
need 1 GB for swap and roughly 500 MB for /var, so we allocated 3 GB to
the root partition. Refer to Table 4-2 on page 79 to determine the
appropriate size of swap partition for your system.

Fixed size because we wish to specify a 3 GB partition size.

In the Additional Size Options box, you have several options. We selected

Because it is safer to boot off a primary partition, we recommend that you

select Force to be a primary partition for the boot partition (the partition
that contains your root file system).

shape; this will take quite a bit of time for large drives.

Select Check for bad blocks to be confident that your drives are in good

Tip: To be safe, you should always select Check for bad blocks for all

partitions you ¢

reate.

g. When all information is entered correctly, click OK to create the partition.

13.To create the Swap partition, click New on the Disk Setup Screen. Click the
Filesystem Type pull-down menu and select swap, as shown in Figure 4-11.

Cinling Help

Partitions

Chease where you weald ke Red
Hak Limee Advanced Server o be
installed.

If o do nat know how to partiten
yodar gystern, please read the
secticn on partitoning in the Red
Har Linux Advanced Server
{nsiatfation Guide,

It you used sutematic partifoning,
yeu can elthver accept the carrent
pastition settings {click Next), or
modify the setugp using Disk Dngd,
the masual partitoning tesl

1t o just Ariched partitionieg with
fdisk, youmust delne mesart
poinss for your partitions, Use the
Endi buttor, orsce you have chosen
o pastition, to define its mewnt peint.

pd

Disk Sebap
_=I il

g et
LA suware RAID
Fiizayslom Type: hap [
Allrwable Drivas:

(A=

Sire (ME): |1|;||;:|

Agdiional Sizg Oplions
% Fred size

" Fill all space up 1o (ME)

1 Fill in mepdmum allowable jize

¥ Force 1o be & primanyg parstion
[~ Check for bad blocks

0K

0|
Bl

cancel |

weare, Wiware Virted 51.0 )

1]
frh wh

Resat | Maxa;n_ml

J

und Poind |Format |

ot s

Wil

1t e nre msmually partidoning
yeur systern (using Disk Diruid),

T Hide Hilp[ 7 Release Nl:ﬂas[

=

<] Back [ B Hed [

> Red Hat Linux Advanced Server

Figure 4-11 Red Hat 2.1AS: Selecting swap as the filesystem type
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14.Select the appropriate disk array (sda in our case) from the Allowable Drives
list, enter the size of the swap partition, and select Fixed Size. Click OK to
create the swap partition. Our choices are shown in Figure 4-12.

N Red Hat Linux Advanced Server

94

Oinling Help Disk Setup
agm kepunt Point -
Partitions hd
Filyiiem Type: SWaD 2

Chease where you weald like Red ; il
Hak Limee Advanced Server tabe AN Ity Mt ar: L
installed.
11 e do nat bnave bow ko partition 4 | o
yetar system, please read the 5t X =
section on partitioning in the Red i . x
Har Limex Advanoed Server Andsion Hte Options
Inaratlarion Gaide. % Fixpd size
It pou used sutematic partitiondng, | Fill all space up 1o (ME) | ] B J et | Maks B I

u can elttver accept the camrent
ptn g ekt or | Pl motmun ket s ——
maodify the setup using Disk Dngd,
it miasvial partitioning tesl [ Fores o be & primary parstion I, ‘ o
1t you Just iriched partitioning with | [ CReck for bad blocks
fdisk, youmust dele mesar
poinss for your partitions. Use the
Ediit button, orce you have chosen QK LJ Cancel |
» pastition, to define its mewnt paint. 2
It o re maaually partidoning
yeur systemn (using Disk Diruid), =

T wﬂmrpl T Ralamumasl <] Back | i et |

Figure 4-12 Red Hat 2.1AS: Creation of the swap partition
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15.Create the /var partition in the same manner described previously for the

other partitions on sda. The results of our selections are shown in

Figure 4-13.

Gnling Help
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Figure 4-13 Red Hat 2.1AS: Creation of the /var partition
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16.The next partition to create is /translogs for the Domino Transaction Logs.
Type /translogs into the Mount Point field. Figure 4-14 shows how to enter a
mount point that is not available in the drop-down list. Click OK to create the

96

partition.
. Red Hat Linux Advanced Server
-
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Figure 4-14 Red Hat 2.1AS: Creation of the /translogs partition
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17.Click New, then enter /1ocal in the Mount Point field. Because /1ocal
utilizes the entire disk, specify disk array sda in the allowable Drives section,
then select Fill to maximum allowable size as shown in Figure 4-15. This is
the easiest way to utilize the entire disk. Click OK to create the partition.
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Figure 4-15 Red Hat 2.1AS: Creation of the /local partition
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18.Figure 4-16 shows all of the partitions that have been created. Click Next to
write the partition table to disk.
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Figure 4-16 Red Hat 2.1AS: Final partition list

19.Figure 4-17 on page 99 shows the boot loader options.

A boot loader is the first software program that runs when a computer starts. It
is responsible for loading and transferring control to the operating system
kernel software, which then loads the operating system. A boot loader can be
used to start Linux and other operating systems, such as Windows or OS/2®.
Examples of boot loaders are GRUB and LILO for Linux and NTLDR for
Windows NT/2000.
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We used GRUB (Grand Unified Boot Loader) for our installation because it is
the default boot loader for Red Hat. Be sure to specify that the boot record
should be installed in the MBR (Master Boot Record). All other default options
can be accepted.

Attention: If the boot partition of the system you are installing is on an IDE
hard drive and it is stored on a section of the hard drive that is located beyond
1024 cylinders, select Force use of LBA32. The boot loader has to do special
processing to address more than 1024 cylinders when booting the system
from such a partition.
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Figure 4-17 Red Hat 2.1AS: Boot loader installation
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Tip: If you are removing Linux from a machine and re-installing another
operating system, first you must clear the Master Boot Record. Otherwise, the
system will try to boot Linux, which was just overwritten with the re-installed

operating system.

To clear the MBR, first boot up with a Windows 98 diskette, and run the

following command:
FDISK /MBR

Now you can reboot the system and start the installation of your new OS.

20.You can set a password to protect GRUB, as shown in Figure 4-18. We
recommend that you set a password to prevent unauthorized changes to the
GRUB boot parameters. If the password is too short, a message will be
displayed to enter a longer password.

Cinling Help

GRUB Password

How that you hieve chogen to
Install GRUB as your beet londer,
yeu sheuld ereate & paseward to
pretect ypour system Users can
pass options to the kernel which
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Figure 4-18 Red Hat 2.1AS:
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21.Figure 4-19 shows the window used to set up networking. Enter the following
information:

a. Deselect Configure using DHCP.
b. Select Activate on Boot.

c. Enter a suitable IP Address, Netmask, Hostname, Gateway, and Domain
Name Server. The Network and Broadcast addresses are automatically
calculated for you. These are the lowest and highest IP addresses of your
IP network. If you have alternate DNS servers, they can be specified in
Secondary DNS and Ternary DNS.

d. Click Next to continue.
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Figure 4-19 Red Hat 2.1AS: Network configuration
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22.Red Hat gives you the option to utilize a firewall. Our network has a dedicated
firewall, so we chose not to install one on the server. Click Next to continue.

Note: For performance reasons the Domino server should not act as a
firewall.
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Figure 4-20 Red Hat 2.1AS: Firewall configuration
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23.Select the default language, and any additional languages, that will be used

on your Red Hat system after installation.

e Red Hat Linux Advanced Server

inling Halp

Language Support
Selection

Select a language to use as the.
defmult language. The defwult
langaage will be the languaspe used
an your Bed Hat Linwe Advanced
Server system once inftallation is
cemplete. [f you choose to install
other lingunges, it is possible to
chiange the detault language abver
the Estallation

Red Hat Lins Advanced Server
can alternately install and sapport
several langaages. To use more
than one language oo Four spstem,
choope specific languages to be
installed, ar sedect all languages ta
have all availshle langusges
installed or your Fed Hat Linux

Addtional Language Support

a| Choose the default language for s syster: [English (USA) j

Choose addiional languages you would like 1o use on s systen:

L Dutch (remeiands)
[ Englsh {Pussiralia)

[ Engsh (Botnwana)
[ Erglsh {Canads)

[ Engush {Denmark)

[ Ergish (Great Britain)
[ Engish (Hang Karsg)
[ Engsh {ieland)

[ Ergih (Miew Zealand)
] Engush {Fhisppines)
O Ergih (Sangapose)
[] Englsh {(South Africa)
EA Engush usa)

[ Ergish (et
[ Estonian

O Fasnese (Fanse litands)
[ Finndsh

[ French Belgium)

O French (Canada)

[ Erench [France)

O French (Lusemburg)

.=| Seler] all
I Resel

Advanced Server system. O] French [Switzerand)
U [ Galician (Spain)
sethe Resed butten te cancel O] Garnan (Ausiia)
yer selections = [ German (Ewigium) =
?Hnml ?mmmm;l <] Bak | = Had
Figure 4-21 Red Hat 2.1AS: Language support selection
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24.The Time Zone Selection window is displayed as shown in Figure 4-22. Set
the correct time zone for your installation. Be sure to choose the correct
hardware clock setting for your system. If your PC’s clock is set to UTC or
GMT, select System clock uses UTC. Change the view of the map by
selecting your area from the View drop-down list. Select your time zone by
clicking on a specific city. Click Next when you have made your selections.

Tip: For countries with Daylight Saving, we recommend that you set the
BIOS clock to GMT and select System clock uses UTC.
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Figure 4-22 Red Hat 2.1AS: Time zone selection
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25.Enter the password you want to set for the root user. The root user is also

known as the Super User, and is equivalent to the NT Administrator account.
This account has full control over the system.

S
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Figure 4-23 Red Hat 2.1AS: Root password and Notes account creation

You should add at least one user to the system to proceed, so you might as

well add the Notes account now. When the root password has been accepted,
click Add to add a new user to the system, as shown in Figure 4-23. After you
enter the requisite information and click OK, you can add more users or click

Next to continue.
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26.The Authentication Configuration screen is displayed. Make certain that both

Enable MD5 passwords and Enabled shadow passwords are checked,
then click Next to continue.

- Red Hat Linux Advanced Server
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Figure 4-24 Red Hat 2.1AS: Authentication configuration
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27.The Package Group Selection screen is displayed. Use the scroll bar on the
side of the screen to see more selections. If a box has a check mark, the
package is selected for installation. If a box is blank, it will not be installed.
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Figure 4-25 Red Hat 2.1AS: Package selection

We recommend that you select the same packages for your installation as we
did. If you are going to use Gnome for your graphical user interface (GUI),
select KDE only if you want both GUIs available to your administrators. To add

other packages, such as Telnet or FTP, check the Select individual

packages check box shown in Figure 4-25. The packages we selected are:

— X Window System: The base X-Window manager

— KDE: Graphical user interface

— Network Support: Enables TCP/IP networking

— Utilities: Various system utilities

— Software Development: Various compilers needed for system adjustments

— Kernel Development: Useful for several reasons, including enabling you
to recompile the kernel to reduce its size by removing unnecessary drivers

Deselect everything else and click Next to continue.
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28.The Graphical Interface
will select a card based

(X) Configuration screen is displayed. The installation
on the results of its probe; you can override this and

select the graphics card that is installed in your machine from the list. If you
are uncertain of the specific card installed in your system, Generic SVGA will

usually work.

Click Next when you are satisfied with the selections.
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Figure 4-26 Red Hat 2.1AS:
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29.The install program is now ready to copy the software from the CD-ROM to

your hard disk drive (Figure 4-27).
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Figure 4-27 Red Hat 2.1AS: About to Install
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30.Click Next to start the process, which is shown in Figure 4-28. First, the

partitions are checked for errors, then they are initialized (formatted). When
this is done, the actual installation begins.
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Figure 4-28 Installation of packages

31.After all packages are copied from the first CD, you might be prompted to

insert additional CDs depending on the packages selected. When prompted,
change CDs and click Continue.

Note: If you are installing from DVD you will not have to change the disc.
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32.When the installation is complete, you can create a boot disk that will be used
to recover your system if it becomes unbootable. We recommend that you
create this boot disk and keep it in a safe place.

Insert a floppy disk that can be overwritten into the floppy drive of your
machine and click Next to create the boot disk.
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Figure 4-29 Red Hat 2.1AS: Boot disk creation
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33.0n the Monitor Configuration screen, specify the monitor that is attached to
your machine.

We selected a Generic Monitor with a 1024x768 resolution because it works
for most monitors. If your monitor is not listed and you know its capabilities,
specify the Horizontal and Vertical refresh rates that your monitor supports.
Click Next to continue.
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Figure 4-30 Red Hat 2.1AS: Monitor selection
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34.0n the Customize Graphics Configuration screen (Figure 4-31), you can
select the color depth, screen resolution, desktop environment, and login

type. We recommend that you run a graphical login, using the KDE desktop
with 1024x768 screen resolution.
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Figure 4-31 Red Hat 2.1AS: Custom X configuration

After you have made your selections, click Test Setting to ensure that your
system will function when you reboot.

When the screen displays correctly, click Next to accept your settings.
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35.When the window shown in Figure 4-32 is displayed, the installation of Red
Hat 2.1AS is complete. Click Exit to restart the system.

: Red Hat Linux Advanced Server

Congratulafions

Congrabulafions, your Red Hal Linus Advanced
Server installation i complibe,

Remove any Noppy diskeftes you wsed during the
installation process and press <Enters 1o rabost
YO Sy ESem.

If you créated & bood disk i use 1 boot wour Red
Ha Linws: Advanced Server sysbim, inser it
befare wou priss <Ener- 10 réboct

For information on emata jupdates and bug fas),
wisit WEpo'Aesy rédhal comfermaby

Information on uking and configuring your syslem
is available in the Bed Hal Lings Advanced
Server manusls 3 hitpiweawredhsl comidocs

[ ¥ Release Nl:ﬂas[ <] Back [ «d Exit

Figure 4-32 Red Hat 2.1AS: Installation complete screen

This completes the Red Hat 2.1AS installation process.

If you would like to view the KDE logon process, look at step 39 on page 152
because KDE is very similar for both Red Hat 2.1AS and UnitedLinux 1.0.

4.3 Installing UnitedLinux 1.0, SLES 8

In this section, we show you how to install UnitedLinux 1.0 on your server. Note
that for SUSE LINUX Enterprise Server 8, there are many parallels in the
installation process.
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Note: We recommend using SUSE LINUX Groupware Server 8 with Lotus
Domino or later instead of the UnitedLinux 1.0 Personal or UnitedLinux 1.0
Professional version. SUSE LINUX Groupware Server contains SUSE
Enterprise Server 8 and Lotus Domino Server. The SUSE Enterprise Server
version has an extended release cycle and has been certified by the top ISVs,
such as IBM. The installation of the SUSE Groupware Server is similar to the
installation of the SUSE Professional version, which we detail here.

To capture the screens you see in this book, we installed and configured Linux in
a VMware window. VMware enables you to run one operating system as a guest
of another. This means that some of the screens might look sightly different from
what you would see on your system. These differences are hardware-related, as
VMware emulates different hardware devices for the guest operating system.

Additional information about VMware is available at:

http://www.vmware.com

Be sure to read “Before you begin” on page 76 in order to make the installation
easier.

To start the installation, insert the UnitedLinux 1.0 CD-ROM/DVD and turn on or
reboot the server.

Attention: The installation process destroys any existing data stored on your
hard disk drives.
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1. When the screen shown in Figure 4-33 is displayed, you are ready to start the
Linux installation. Ensure that F3=640x480 is highlighted and press Enter to
begin the installation, or wait for it to start automatically after a short pause.

AR
L I N U X Installation — Safe Settings

Installation - APIC Enabled

Manual Installation

Rescue System

Memory Test

Boot Installed 05

Please get your Driver Update Floppy ready.
| |

F2=Taxt modea F3=640x480

Figure 4-33 UnitedLinux 1.0: Welcome screen

When the kernel is booted and all device drivers are loaded, the SUSE
installation process is ready to install the operating system. If the graphical
installation fails to start, see the SUSE installation manual.
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2. After you have read and accepted the license shown in Figure 4-34, click

Accept.

N

UNITEDLINLE, LLC END USER AGREEMENT AND SOFTWARE
LICENSE TERMS

For Copies Supplied by Electronic Transmission: BEFORE
Y0U CLICK ON THE ACCEPT BUTTOM AT THE END OF THIS

OF THIS AGREEMENT. B% CLICKING ON THE ACCEFT BUTTOM,
YOU ARE CONSENTING TO BE BOUND By AND ARE BECOMING A

PARTY TO THIS AGREEMENT. IF 0L DO NOT AGREE TO ALL OF
THE TERMS OF THIS AGREEMENT, CLICK THE "DO NOT ACCEFT"

Instaliz | BUTTON AND DO NOT USE THIS SOFTWARE.

SR For Copies Supplied on Tangible Media: Use of the
Software provided to you on the enclosed media is
subject to the terms of this Agreement, “ou should nat
open the software license envelope until you have read

Ferfor § the sgreement. By opening the envelope, you signify

Installa § that you have read this Agreement and accept its

e B il o i mamm o Ao A om B m A

DOCUMENT, CAREFULLY READ ALL THE TERMS AND CONDITIONS

Figure 4-34 UnitedLinux user agreement
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3. As shown in Figure 4-35, you can select the language you would like to use
on your system. Specify the appropriate language and click Accept.

(S YaST)

welcome to ¥aST2 — the UnitedLinux
installation and system administration program.

Language
Selection
Select your language:
I:TIE,II‘_»II TLE]
Installation English (LS) |
Settings Espaficl
Francais
EAAML LK
Italiano
Perform BEH®
Installation b ig= =]
| irfiping =

=

Figure 4-35 UnitedLinux 1.0: Language selection
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4. The system begins to probe (detect) the hardware installed in your system
and load the appropriate drivers for it. While this is happening, the screen
shown in Figure 4-36 is displayed.

(2 YaST

Installation Settings
Click any headline to make changes or use the "Change..." menu below.

Language
Selection

Analyzing your system...

instaliation |Lual:|lng: kernel modules for hard disk controllers I

Settings

Perform
Installation

EHENEE:. 'I

Figure 4-36 UnitedLinux 1.0: Analyzing system

Note: Some disk controllers require drivers supplied by the manufacturer
and are not supported out of the box. Visit
http://sdb.suse.de/en/sdb/htm1/ for more information about installing
disk drivers.
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5. When all hardware has been detected, the window shown in Figure 4-37
appears. You need to change the partitioning scheme because the installer's
automatic settings do not provide an optimal partitioning scheme. Click
Partitioning to change the partition configuration.

Installation Settings
Click any headline to make changes or use the "Change..." menu below.

Language | Mode
Eelection * New installation

kKeyboard layout

L lish
installation English (US)
Settings Mouse
* |ntellirvheel mouse (Aux—port)
Partitioni
Ferform
Installation * Create swap partition 1011.8 MB on /dev/sdat m
* Create rool partition 35.0 GB (fdew/sda2 with relser) =]

Change... 'I

Figure 4-37 UnitedLinux 1.0: Default installation settings
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6. Select Modify and click Next to change the partition configuration.

2 YaST,

¥asT has checked your
hard disks and proposes
the displayed partition
setup for your hard drive.

You can continue with this
proposal based on YasT's
ideas. Activate the second
radio button in this case.

If YasT's suggestion does
not fit your intentions,
creale your own panition
selup starling with the
paritions as currently
present on the disks.
Acthvate the third radio
button in this case. This is
also the option to choose
for advanced options like
RAID and LvM.

Suggested Partitioning

* Creale swap partition 1011.8 MB on /dewisdal
* Create root partition 35.0 GB (/dev/sda2 with reiser)

Choose

(3 Accept proposal as-is
® Base partition setup on this proposal
(O Create custom partition setup

Back

Figure 4-38 UnitedLinux 1.0: Partitioning

Important: You can have only four primary partitions for each hard disk drive.
If you need to create more than four partitions, create three primary partitions
and one extended partition that uses all of the remaining disk space. You can
then create all subsequent partitions in this extended partition.
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7. You see the disks installed in your system and the current partitioning

structure. (See 4.1.3, “Partitions” on page 78 for the recommended partitions
and their respective sizes.)

Partition your hand Experl Partitioner
disks...

Device | see [F |Tupe | Mount |sta
fdevisda 35.9 GB Whiware virlual 5
Fdewisdal 1011.8MB  F Linux swap

fdevisdas F Linygx native (ReiserFs)

This is intended far
experts. If you are not
familiar with the
concepts of hard disk
partitions and how tc
use them, you might
want to go back and
select automatic
partitioning.

Do you really want to delete partition /devrsdaz?

Fleaze note that
nothing will be
written to your hard
disk until you confirm
the entire installation in
the last installation
dialog. Until that point,
you can safely abort the
installation.

Create I Edit I Delete I Regize I

[ .. ][ rap... ~][Emen..]

Back

Figure 4-39 UnitedLinux 1.0: Default partitions

There are two ways to change from the SUSE-selected structure to the
structure used in this book. Select the partition and click Delete to remove it,
or Edit to change its settings. If the default setup is close enough to your
desired partition, it may be easier to edit the options. In these instructions, we
describe how to delete all partitions and then set each one up.

First, delete the root partition that the Installer has created by selecting it and
clicking Delete. Click Yes to confirm that you want to delete the partition.
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8. Figure 4-40 shows the option to create a Primary or Extended partition. For
the root partition, select Primary and click OK.

Partition your hand Expert Partitioner
disks...

This is intended far E el E T"'F'E LA s

experts. If you are not

familiar with the
concepts of hard dis which type of partition do you want to create?

partitions and how § g Primary partition

use them, you might =
Extended partition
want to go back and Q

select automatic | @=0Z0
paritioning. m Cancel

Fleaze note that
nothing will be
written to your hard
disk until you confirm
the entire installation in
the last installation
dialog. Until that poind, {
you can safely abart the =
installation. =]

[ v ][ Bap... =] [Exper..[+]

Back

Figure 4-40 UnitedLinux 1.0: Primary partition
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9. Select Format, then change the File system to Ext3.

0On already—existing
= partitions, only the
F mount point can be
cy changed.

—

=S m

= T, e [y 1 ] ™M E T

Ll

o can sanely a ]
installation.

Create a primary partition on /dev/sda

~ Format - Size
Culinder size: 7.64 M
3 Do not format T
File system [D: b i e
[oxa3 Linux ] Jo
End: (9 or +9M or +3.2GB)
® Format J4g98
File sustem
Sl B [ renowne )
Ext2
FAT Mount Point
JFS [ |
~ |ReiserFs
¥FS
T D
Back | Mext |

Figure 4-41 UnitedLinux 1.0: Creation of / root partition
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10.In the Size section, enter the size of the partition. The default is to specify the

start and end cylinders of the partition, but an easier method is to specify the
size in megabytes or gigabytes by entering a plus sign, the size, and M or GB
in the End field.

After you specify the size (we chose 3 GB based on a 4 GB drive) and the
correct Mount Point (the default is /, which is correct for this partition), click
OK.

'.'."I'II

= om

[ o T s B ¢ | ™M E T

1l

uou can sarely a ]
installation. Back l&]

On already-existing Create a primary partition on /devisda
partitions, only the —
mount point can be  Format ~ Size
changed. Cylinder size: 7.64 M
O Do pot format .
File sustem I0: iR I
lox83 Linux % Jo
End: (9 or +39M or +3.2GB)
® Format j+acE
File gystem
(Ext3 = [ Fstab Options ]
[ Oplions I
Mount Point
[0 Encrupt file system I | |
| QE l Cancel |

Figure 4-42 UnitedLinux 1.0: Entering the size of the partition

Chapter 4. Installing Linux 125



11.Next, create the swap partition. Click Create and select the array as you did
in step 8 on page 123, then select Primary.

Select Format, then change the File system to Swap.

On already-existing Create a primary partition on /devisda
=1 partitions, only the —
F mount point can be — Format ~ Size
Cll changed. Culinder size: 7.64 M
- O Do pot format o
. File system [o: SLGNE\NOHER I
f loxa3 Linux [ | fas2
E End: (9 or +3M or +3.2GE)
L ® Format J4g9
" File gystem
<
“ ReiserFS |+
Fstab Options
i Exi2 [ stab Opti J
F Ex3
r FAT Mount Point i
3 JFS [rusr ]|
{'I ~ |Reiserrs
*FS
: Er—) oo
1 [Cgancel |
you can saeny & E
installation. Back [ ten |

Figure 4-43 UnitedLinux 1.0: Changing to Swap for the file system
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12.Enter the size of the swap partition. The installation automatically calculates
the start cylinder based on your previous selections, so you do not need to
change this value. Click OK to create the swap partition.

On already—exsting
=1 partitions, only the
F mount point can be
cy changed.

—

== m

= T, e [y 1 ] en NS Sl s

Ll

you can sately &
installation.

Create a primary partition on /devisda

r Format - Size
Culinder size: 7.64 M
O Do not format e
File system [0: b i Wil
[org2 Lnuxswan 2 Jos
End: (9 or +9M or +3.2GB)
& Formal j+1GB
File sustem
| S | 1‘ [ Fetabioptions
[ options I
Mount Point
[E Encrupt file sustem |5wap .

| EE l ;an::elf

Back

Figure 4-44 UnitedLinux 1.0: Entering the swap size
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13.Click Create, then select Extended partition. You can have up to four
partitions per hard disk drive or array, so you could opt to create /var as a
primary partition. We chose to create it as an extended partition to
demonstrate how to do so. If you would like more traditional UNIX-style

partitioning, then you would use an extended partition to enable you to create

the additional partitions.

Partition your hand Expert Partitioner
disks...

Device | sie |F |Tupe Mount |t
Jdevisda 35.9GB Whdware Virual 5

il ST B R i A p
concepts of hard dis which type of partition do you want to create? SWaR

partitions and how § Erimary partition

use them, you might -
Extended partition
want to go back and ®

select automatic —

panitioning. m l%
Please note that [
nothing will be
written to your hard
disk until you confirm
the entire installation in
the last Installation
dialog. Until that paint,

you can safely abort the EI
installation. =]

This iz intended far
experts. If you are not

T P 1 ||

(Lgreate J (_eot ) [ petete ] [_resee ]
.. ] [(Ban... -] [Expen.-]

Eack

Figure 4-45 UnitedLinux 1.0: Choosing a disk for the /var partition
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14.You can accept the default value to use the remaining space. If you enter a
value larger than the remaining space, SUSE will automatically reduce it to fit.

Partition your hard

[—| Expert Partitioner
disks... =

Create an extended partition on fdev/sda
This Is Inter M
Emf_ﬂ'ts- IF M Enter the starting cylinder number of [ E?E PR
familiar with l the partiion. After that, either specify | CYlinder se: 7.84 M L
concepts ol an ending cylinder nuember or an
Start cyli ]
partitions :f gifset from the first cylinder (e.g., e frsiogs |
use them, Y il +ge). It is also possible to specify the ﬁ
want 1o 20 bl size of the partition directly (e.g.,
select autoll 455 +100M, or +20000K) End: (9 or+9M or +3.2GB)
partitioning. | 4698
Flease naote
nothing wi
written to ¢

disk until you confirm
the entire installation in
the last installation
dizlog. Until that point,
you can safely abort the B
installation. =]

Figure 4-46 UnitedLinux 1.0: Assigning remaining space to extended partition
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15.Click Format, select Ext3 from the File system pull-down list, and leave the
default value in the End field to use all remaining disk space. Select /var from
the Mount Point pull-down list. Click OK to continue.

/ B\ N T
I o,
On already—existing Create a logical partition on /dev/sda
=M partitions, only the =
F8l mount point can be - Format ~ Size
Cll changed. Culinder size: 7.64 M
- Q Do not format i
1 File system ID: Start cylinder:
fi (083 Linuz _1‘-] IEHS
C e i A
4 fboot
L & Formal s |
W File sustem
5 [Ex3 E e
; = fhome
F [ Options I focal
5
v [0 Encrupt file system e = i
c
il
u ancel
: o J (cancel ]
you can saely a &
installation. Back [ he |

Figure 4-47 UnitedLinux 1.0: Selecting /var as the mount point
16.Click Create and select the next available array (sdb for our installation), then

select Primary. (This is the same procedure described in steps 7 on
page 122 and 8 on page 123.)
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17.Next, fill in the necessary information. Click Format, select Ext3 from the File
system pull-down list, use all of the disk space (which is the default), and type
/translogs in the Mount Point field. This creates a partition specifically for the
Domino Transaction Logs. Click OK to continue.

0On already—existing
=1l nartitions, only the
F mount point can be
cy changed.

—

== m

=~ T, e [ 1 ] ™M E T

Ll

you can sately &
installation.

Create a primary partition on /dev/sda

~ Format - Size
Culinder size: 7.64 M
& Do not format
File system [D: Start cylinder:
[oxa3 Linux [ Js23
End: (9 or +9M or +3.2GB)
® Format j+acE
File sustem
(B3 I | Fstab Options |
[ Oplions I

[O Encrupt file system

Mournt Point

|nranslngs =

| EE l Qan::elt

Back

Figure 4-48 UnitedLinux 1.0: Creation of the transaction logs
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18.Click Create and select the next available array (sdc for our installation), then
select Primary. (This is the same procedure described in steps 7 on
page 122 and 8 on page 123, and also in step 16 on page 130.)

Again, complete the necessary information. Click Format, select Ext3 from
the File system drop-down list, use all disk space (which is the default), and
type /1ocal in the Mount Point field. This will create a partition specifically for
your Domino data. Click OK to continue.

B Nl )
On already-existing Create a logical partition on fdev/sda
=Ml partitions, only the =
FN mount point can be — Format ~ Size
cll changed. Culinder size: 7.64 M
- & Do pot format -
: File: system [D: Start cylinder:
f [oxea Linux 5N EE
] End: (9 or +9M or +3.2G8)
L ® Format J4g98 |
W File system
<
i Ext3 &
K | | [ Fstab Options ]
F [ Oglions ]
r Mount Foint
i 0 Encrypt file system |J'1|:u:al =] !
C
il
u ancel
: o J (Ccancel ]
YOL Can saiely & g
installation. Back Newt

Figure 4-49 UnitedLinux 1.0: Creation of the /local partition
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19.Figure 4-50 shows the final partition list. Click Next to continue. The partitions

will not be written to disk until you reach the end of the setup.

Partition your hard
dizks...

This is intended for
experts. If you are not
familiar with the
concepts of hard disk
partitions and how to
use them, you might
want to go back and
select automatic
partitioning.

Fleaze note that
nothing will be
written to your hard
disk until you confirm
the entire installation in
the last installation
dialog. Until that point,

installation.

you can safely abort the <]

Experl Partitioner

Device | sie |F |Tupe Mount |t
idevisda 35.9GB Whiware Virlual 5

lidev/sdal 3.0GB  FLinux native (Ex3) !

idevisdaz 1.0GE  FLinux swap SWan
lidev/sdal3 3.0GB  FLinux native (Ex3) fAranzlogs
devisdad 28.9GB Exended

S02.0 MB  F Linux native (Ex3) Mvar

lidev/sdas

ddevisdanb

£8.5 GEB F Linux native (Ex3)

(=T "ucm ) (Coetee ) ([Resie )
[ ] [(Ban... -] [Exen.-]

Back

Figure 4-50 UnitedLinux 1.0: Final partition list
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20.Select Default System, and click Detailed Selection as shown in

Figure 4-51.

The UnitedLinus
Default system is a
good software selection
for most users.

You will not need o
inzert all of the COs that
come with UnitedLinus
for this selection.
Additional software from
the other CD= can
always be installed
later.

The Minimal sustem
includes just the bare
essentials needed to
safely run UnitedLinus
Thiz selection does
not include graphical
deskiop
environments —— no

Software Selection

Software

G Minimum system

{3 Minimum graphical sustem (without KDE)
® [Defaull system for UnitedLinus

Detailed selection...

fou have already chosen software from "Detalled selection”.
“ou will lnse that selection if you change the basic selection.

Cancel

Figure 4-51 UnitedLinux 1.0: Software selection
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21.Figure 4-52 shows the screen used to make your detailed software
selections. If a box has a check mark, the package is selected for installation;
if it is blank, it will not be installed. We recommend that you select the same
packages for your installation as we did. The software we selected is:

— LSB Runtime Environment
— Graphical Base System
— KDE Desktop Environment

— Analyzing Tools
— File & Print Server

Fiter: | Selections %)

|Eeler,1itan

O ciCe+ Compiler and Tools
[ Gnome system

W KDE Deskiop Emdronment
[ simple Webserver

M LSE Runtime Erviranment
& Graphical Base System

[ vasTz config modules

M analyzing Tools

[ authentication Server (NIS, L
[J oHCP and DNS Server

b File & Prinl Server (NFS, Sar
[ ail and News Services

{

Disk space

[ | 3%

A
o aa

1.0.3=130
W audiofile 0.2.5-172
A cilk 4.9.10-158
W cdparanoia lllalphas.&a-287

Z00Z2.8.15-29

1.1.15-61

0.62-618

1.0-333

1.6.2-543

0.2.26-69
3¢

Description ]Iechnlcaf Data | Dependencies ]He@

aalib = Aa=lib = an ascli ar librany

Ad=bis a low level gix library Just as many other
libraries are. The main difference is that A4-lib does
nol require graphics device. In fact, there is no
¢ranhical outout poszible. A4-lib reolaces those

bheck pependencied &8 Auto check | gancel || accem |

Figure 4-52 UnitedLinux 1.0: Detailed software selection
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22.Use the scroll bar on the side to scroll through the installation settings. Click
Time Zone to change your time zone settings.

Installation Settings
Click any headline to make changes or use the "Change...” menu below.

* 4+ LSB Runtime Ernironment
;?Egéﬁe * + Graphical Baze System
* + Analyzing Tools
* + File & Print Server (NFS, Sambsg, Cups)
Booting
Instelatin + Booting from 1. SCE1, 35.99 GB, fdevisda, Wi Wiviware Virtual 8
Settings ooting from "1, L, 35. B, fdewisda, are,— are virtual
Time zone
* Us/Eastern — Hardware clock set o UTC : 11:54:12 = 2003-10-14
Perform
Installation Lanzuage =i
* English (US) =

|;hange...' 'I

Figure 4-53 UnitedLinux 1.0: Time zone
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23.Use the scroll bar to scroll through the Time Zone list. Click your time zone
and ensure that you have selected the correct Hardware clock setting. Click
Accept to return to the Installation Settings screen.

(2 YaST )

select the appropriate
time zone: Choose the
country or reglon where
you are located.

Specify whether the
hardware clock of
your machine is set to
local time or UTC.

Most PCs that also have
other operating
systems installed (such
as Microsoft Windows)
use local time.,

Machines that have
only Linux installed
should be set to
Universal Time
Coordinated (UTC).

i you are unsure, use

Clock and Time Zone Configuration

Time Zone

[ LI T
USiarizona
UsCentral
USEast-Indiana

US/Eastern

USHawalii

U&findiana-Starke

Usmichigan

USmountain

US/Pacific B
UsfSamoa =]

Hardware clock sel o
$

11:53:51 = 2003-10-14

Figure 4-54 UnitedLinux 1.0: Time Zone selection

Tip: For countries with Daylight Saving Time, we recommend that you set

the BIOS clock to GMT and select Hardware clock set to UTC (GMT).
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24 When all of the settings are correct, you can proceed with the installation.
Click Accept to start the install.

You will be prompted to confirm that the installation can be done. Click Yes to
proceed with the installation as shown in Figure 4-55.

= Warning: Enu below.
¥asTZ has obtained all the information
g?ggﬁe required to install UnitedLinux.
The installation will be carried out according
to settings made in the previous dialogs.
To commit the installation and all choices made
Installation so far, choose "ves". Choose "No" to return
Settings to the previous dialog. are Virual 5'
Start installation?
FO03-10-14
Farform
Installation =]
* English (US) =

|j;hange...~vl
Coccen )

Figure 4-55 UnitedLinux 1.0: Ready to start installation
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25.You will see several screens as your partitions are formatted, then the actual
installation starts. The package names are displayed as they are installed. As
each package installation finishes, a line is added to the Installation Log
window shown in Figure 4-56.

= Current Package ~ Installation
NN (s
55%
CD1: 05:53
i 68%
Current Package i
* nessus—1.2.3 Ch2: E—
CD3: ===
Description
Total: 05:53

* Powerful Security Scanner

Gize

Installation Log (Exiract)

mon=0.99,2 === The mon network monitonng system
mrt—2.2.2a ——— Mulli Threaded Routing Toolkit
naglos=1.0b4 === Nagios netwaork monitor

ncpfs—2.2.0.19 ——- Tools for accessing Novell filesystems
nessug=1.2.3 === Poweriul Security Scanner

-
|

Figure 4-56 UnitedLinux 1.0: Package installation

Chapter 4. Installing Linux 139



26.When the basic installation is complete, several tasks are performed. These
can be seen in the background of Figure 4-57.

Figure 4-57 UnitedLinux 1.0: Finishing basic installation
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27.When the window shown in Figure 4-58 is displayed, the installation of
UnitedLinux 1.0 is complete. Click OK to restart the system. UnitedLinux 1.0
is ready for configuration.

The base system was successfully installed. Your machine
must now be rebooted. Please remove all installation media
(CD-ROH, floppy)d.

Do not remove the floppy disk if the boot manager was
installed on it.

o

Figure 4-58 UnitedLinux 1.0: Installation complete screen
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28.The screen switches to text mode and several lines scroll across it as

subsystems are started. If the next CD is required, you will be prompted to
insert it. Click OK when the correct CD is loaded. Repeat this process for all
remaining CDs.

Next, you are prompted for the system administrator (root) password as
shown in Figure 4-59. The root user is also known as the Super User and is
equivalent to the NT Administrator account. This account has full control over
the system.

Enter the password, then click Expert Options to change security settings.

2 YaST,

Unlike normal users of | | Password for “root”, the system administrator
the sustem, who, for

instance, write texs,

create graphics, or |

browse the Internet, the |~ Do not forget what you enter here.
user "root" exsts on

every sustem and is Enter a password far the root user:
called into action I********

whenever administrative
tasks needto be
performed. Log in as

‘ Reenter the password for yerification:
root when you need to ‘
{

l********

be the sustem
administrator and anly
then.

Because the root user Expert Qptions. .

is equipped with
exiEnsive permissions,
the password for "root" <]

should be chosen =] Abort Installation

Figure 4-59 UnitedLinux 1.0: System administrator password
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29.Select MD5 for Password Encryption, click OK, then click Next.

Unlike normal users of
the sustem, who, for
instance, write 1exs,
creale graphics, or

user "root" exsts on
every sustem and is
called into action
whenever administrative
tasks need to be
periormed. Log in as
root when you need to
b the system
administrator and only
then.

Because the root user
is equipped with
exensive permissions,
the password for "root"
should be chosen

—‘ Password for "root”, the system administrator

browse the Internet, the |

Password Expert Options

Fassword Encruption

(2} DES (Linux default)
& MDs
i} Blowfish

[xr here.
ot user:

ferification:

Cancel f Help I

Gz ovtons.]

Figure 4-60 UnitedLinux 1.0: MD5 password option
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30.Add a Domino user to the system. When you have entered all of the required
information, click Next to continue.

i wou fill out the fields Add a new user
(First Name and Last
Name), a new user Eirst name:
account is created for ]lTSU

this name with the

L name:
password given in the Las
comesponding field. | |Dwass
when entering a | User login:

password, you must | [owalinux Suggestion

distinguish between |
ur:-r:-es:ase and |  Enter apassword:

lowercase. A password [0 ]****mmmm

should have at leastS |l ge_enter the password for verification:
characters and, as a |

rule, not contain any { ]****mmmml
special characters

O Forward root’s mail to this user

(e.g., accented
characters). | Details... | |Password settings| | Additional users/groups |
= A
walid password
d Fl [ gack Abort Installation

Figure 4-61 UnitedLinux 1.0: Add a new user

Tip: After filling in the requisite information, you can click the Additional
users/groups button. Click the Group tab, create a group called notes,
and add the user account you just created (dwalinux in our case) to the
notes group. This ensures that your user and group are ready for the
Domino 6 installation.
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31.0n the next few screens your monitor and video card will be configured. As
shown in Figure 4-62, the installer tries to determine which monitor you have
attached to your system.

If . = oy
*""YaS’T UNITEDLINUX

Please look at the current Desktop Settings
deskiop settings for the X

Winglow Systen. I vou don't

lize them, you can Change

the settings.
Youl can select Text mode
only o skip X Window  Text mode onby-- no graphical deskiop
configuration atogether. |1 you
do that, you can always run & CGraphical deskiop emvironment
X ;
SEX LSRG s Card: VW are Inc VWIW AREDA0S ( viware )
Ifyou choose Graphical Monitar: --= YESA B00HE00E8SHE [ 30-53 kHz £ S0-65 Hz |
desktop environment, the Fesolutions: BDE00
current settings will be tested Color depth: 24 bit
wien you selecth Mext. Folow
the instructions that appear, 30 Acceleration:
Unavaiable
Change.
Cancel

Figure 4-62 UnitedLinux 1.0: Desktop settings

This screen is displayed if the video card in your machine and its capabilities
can be determined.

If the settings are incorrect, click Change.
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32.1f the installer was unable to determine your monitor, you can select it from a
list of monitors (Figure 4-63). If your monitor is not listed, use VESA since
most monitors comply with this standard.

Pick a resolution that is as high as your monitor can display or that is
comfortable for you. Linux displays are quite big, so they work better at
1024x768 or higher resolutions.

If you have the monitor driver disk that came with your monitor, you can insert
that and let the installation program read the settings from the disk. Click
Manufacturer disk to make use of this feature.

Click OK and Accept to continue. This will automatically test your settings.

Monitor-Model | Erequencies | Expert |
~ Model: Vendor and Name selection...
=== VESA = | 10247 7EE@E0HE
@VIEW 1024<768@70HE
ABMAZING 10247 76B@7SHE N
ACER 1024x7bB@B5HZ —
ACTIER 1152HB6a@75SHL
ADARA 1280X1024@E0HZ
ADDONICS 12B0X1024@7SHZ
ADI 12807 1024@85HE
ALPHASCAN 1280+ 360@E50HE
ALTIMA 1260X360@85HZ
AMAGA =| | 1600%1200@60HZ =]
ARAAK =l 1 1ennx 1 2nn@rsHZ =]
| Manufacturer Disk...
[ ok || cancel |

Figure 4-63 UnitedLinux 1.0: Configure monitor

33.The Installation Settings screen will be displayed. Here you can configure
various peripherals, such as Networking, Printers, Modems, and so forth.

You need to configure your network interface. Click Network interfaces to
change its settings.
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34.A list of detected network cards installed in your system is displayed as
shown in Figure 4-64. Click the name of the network card you would like to
configure, then click Configure.

(® YaST)

—

UNITEDLINUX

Network card setup
Configure your network cand
here,

Adding a network card:
Choose & network card from the
list of detected network cards. If
wour network. card was nat
autodetected, select Other {not
detected) then press
Configure.

Editing or deleting:

if you press Edit, an additional
dealog inwhich 1o change the
configuration opens.

Network cards configuration

r Network: cards to configure
Awailable are:

Configura... I

Already configured devices:

Back

* 186 NetFinity 107100 Fast Ethemet

Figure 4-64 UnitedLinux 1.0: Network cards configuration
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35.Change to Static address setup and enter the IP Address and Subnet mask
in the fields provided. When your settings are correct, click the Host hame
and name server button.

-~
%YaST UNITEDLINUX

Configure your IP address, = Network address setup

vou can select dynamic

address assignment, i you
v a4 DHCP SErver running Metwork device |etht
on your lacal network.
Also gelect this if uou do not r~ Choose the setup method
harve a static IF address  Agtomatic address setup (via DHCP)
assigned by the system
administrator or your cable or & Static address setup

DEL provider. IP Address Subnet mask
Hetwork addresses will then [2.33.65.81 255.255.255.192

be obtained automatically
from the server,

r Detaded Seltings
Clicking Nex completes the

configuration. [ Host name and name server |

Oherwise, network addresses | Rguting |
must be assigned manually.

Enter the IF addrass (e.g.
152.168.100.93) for your

computer, the network mask (<] =
{usiualhy 255.255.255.01, and, [=] |_Back | [Cator ]

Figure 4-65 UnitedLinux 1.0: Network address setup
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36.Enter the Host name and Domain name of your system, the Name server IP
addresses, and any additional domains to search in the domain search list.
Click Next to return to the Network Address Setup screen.

UNITEDLINUX

.o-"-\

Inser the host name and
domain name for your
computer. Name server list
and domain search kst are
optional,

A name server is a compuler
thal translates host names
into IP addresses. This vakee
must be entered as an IP
address (e.g., 10.10.0.1), not
a5 a host name.

Search domain is the domain
name where hist neme
searching slans, The primany
search domain is wswally the
same as the domain name
of your computer (e.g.,
suse.de). There may be
additional Search domains
{e.g., suse.comh

If you are using DHCP o geq
an P address, check wheather
to #2t a host name via DHCP

Host name and name server configuration

r Host name and domain name
Harst name Domain name
fasouitn [carn.aso.ibm.com
-
~ Hame servers and domain search Est
Name server 1 Domain search 1
[p.338587 [cam.2s0.lbm.com
Nasne server 2 Domain search 2
Name server 3 Domgin search 3
\mi

Figure 4-66 UnitedLinux 1.0: Host name and name server configuration
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37.Before you configure another card, click the Routing button shown in
Figure 4-65 on page 148 and enter the Default gateway for your network as
shown in Figure 4-67. Click Next.

(® YaST) UNITEDLINUX

The rowting can be setup inthis  Routing configuration

dialog. The defaull route

matches every possibe

destination, bul poorly, If any

other eniry exists that matches

the required address, it will be Defoult gateway

used instead of the default |5.33.8565 -|
route. The idea of the defaull
routs is simply 1o enable wou to _ =
s.a\:-land everything else should %‘;ﬁ:mﬂmn
£0 here”,

Enable the IP forwarding if the
system Is & router,

DiEslinalion I\_'I.II iy or Gateway | Nelmask Ii.'l.'--l.l.' |

™ Enable |F forearding

Figure 4-67 UnitedLinux 1.0: Routing configuration
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38.Click Next again to return to the Network Card Configuration screen shown in

Figure 4-68.

.\

.o-'—"l\

UNITEDLINUX

Network card setlup
Configure your network card
here,

Adding a network card:
Choose a network card from the
list of detected network cards.
your network cand was not
aulodetectad, select Other (not
detected) then press
Configure.

Editing or deleting:

¥ you press Edit, an addiional
dizlog in which to change the
corfiguration opens.

Network cards configuration
~ Network cards 1o configure

Ayalable are:

Other (not detected)

Already configured devices:
* |EM NetFinity 10/100 Fast Ethernetl
Configured as eth0 with address 9.33.85.61

Figure 4-68 UnitedLinux 1.0: Network card configured

You can repeat these steps to configure additional network cards installed in
your system. Click Finish to return to the Installation Settings. You can
configure the other peripheral.

For the purpose of these instructions we continue with the installation by

clicking Finish.

Chapter 4. Installing Linux

151



39.The configuration of your system is written to disk. A window appears to
inform you that the configuration has been saved successfully. Let it time out
to start up the system. Several lines of text scroll across your monitor as the
system is started.

When the system has loaded, you can log in with the account you created
during installation, as shown in Figure 4-69.

{.} ITSO DWAB5 UnitedLinux 1.0 (itsoul10)

dwalinux

Desktop Environment

Login: |dwal i

Ea’ssw’ﬂm: |xxxxxxxx|

Session fype: (previous)

| G || clea | [ Menu ]

Figure 4-69 UnitedLinux 1.0: Graphical log in

This completes the UnitedLinux 1.0 installation process.
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Installation and setup of
Domino Web Access 6.5 on
Linux

In this chapter, we discuss how to install and configure Domino Web Access 6.5
on a Linux server.

First, we address pre-installation tasks for creating both a user account and a
group account that can install and run Domino. For those users interested in an
especially easy way to pre-configure your Linux server for Domino, we introduce
the UnitedLinux Extension Pack for Domino. This is an installation package by
SUSE LINUX that provides a start/stop environment for Domino and allows for
an easy way to set up user accounts and configure key parameters for a Domino
installation. For those users interested in the more traditional approach to
manually preparing the server, we also discuss the pre-installation tasks as you
would perform them while working directly within a shell console.

We then describe in detail how to install and configure the Domino server.

Finally, we briefly discuss ways to start the Domino server, including some ways
that make administration a little easier.
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5.1 Preconfiguring your Linux server: the easy way

This section describes the UnitedLinux Extension Pack for Domino, an install
package provided by SUSE LINUX that creates a start/stop environment for
Domino on your Linux server. You can read about this extension pack at:

http://www.suse.de/en/business/products/server/sles/domino.html

5.1.1 Install UnitedLinux (SLES 8) Extension Pack for Lotus Domino

154

We recommend installing this package, because it creates a start/stop
environment for a Lotus Notes Domino Server. Additionally, this package
contains an optimized libpthread.so for Lotus Domino to increase the number of
threads per processor in order to allow more concurrent users on one server.

Before you can install UnitedLinux (SLES 8) Extension Pack for Lotus Domino,
confirm that your system is ready by performing the following steps:
1. Start YaST2 Control Center with this command: yast2

2. Select Software — Install/Remove software as shown in Figure 5-1. Click
Launch.

= YaST2@itsoulll

Y¥aST2 Control Center

Al Modules

& Sghware

 Hardware Systam Update
 hewwork/Basic

 Nework/advanced

 Segurity and Lisers

 System

C Misc

Install adowional sofware package or remove installed packages,
Launch

Figure 5-1 YaST2 Control Center
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3. To determine whether the compat package is installed, click the Filter
drop-down and select Search. Type compat into the Search field, then click
the Search button to search for the package, as shown in Figure 5-2.

As shown, compat is already installed.

Figer: |3M ,| Package |Avail Ver. |Inst Ver. | Summany
[ compat  200E.6.15-29 Z002.6.15-29 Some librares In compatiblin-ve
Search:

|compaf -

- Search in
B Name
B Summeny
™ Description
™ Erovides
™ Reguires

1 i
Sesé:nm:fe Descrigtion |[Technical Data | Dependencies. | Wersions |

Begins with compat - Some lorares in compatibilinsversions
Exact maich
Comains librourses go.1.9.748, ibpng.so.1.0088, libstdce+ 30272,

Lise wildcards : st 44 50,28, libstte++ 50,28 and iDstie e+ 3 be6.1-2-2.100.50
Lise reqular expression {from the old sowces)

" W W W o

- Disk space —|

| = i x lor & . = L I P i 1

Figure 5-2 Search compat package

4. Open the Shell Console and create a temporary directory. For example,
create an install directory by entering the command mkdir install.

5. Next, navigate to the site from which you can download the UnitedLinux
(SLESS8) Extension Pack for Lotus Domino. The specific file to download is
the installer tar file called domino-runtime-2.2-4.i686.rpm. This is available for
download at any of the following Web sites:

http://www.suse.de/en/business/products/server/sles/domino.html
http://ftp.sunet.se/pub/os/Linux/distributions/suse/people/iboernig/domino/
sles8/
http://ftp.sunet.se/pub/os/Linux/distributions/suse/people/iboernig/domino/
sles8/domino-runtime-2.2-4.1686.rpm

6. Switch to the temporary directory, cd install

7. Type 1s to view the directory contents. (This is the same as dir in DOS.)
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8. Type the command rpm-Uvh domino-runtime-2.2-4.1686.rpmto launch it, as
shown in Figure 5-3.

[Z1=+ Shell - Konsole
Session Edit View Seflings Help

itsoulll:/ » cd Finstall/ -
itsoulll:/install # ls

e ee  domirosrunties=2 . 2-4, i6BE . rpR

itsoulld:/install ® rpa -Uvh domino-runtime-2,2-d, 1686, rpn ]

ey [ o]

Figure 5-3 Launching the install program
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As the installation begins, the console shows that the system parameters are
being updated, as shown in Figure 5-4. This package handles these tasks:

» Setup of the user notes and the group notes
» Installation of the start/stop script
» Specification of environment variables and kernel parameters

(7=~ Shell - Konsole

Session Edit View Sefings Help

itsoulll:s ® cd Sinstalll -
itsoulld:/install @ ls

B domiro=runt inse=2,2-4, 1686 . rpn

itgoullld:/install @ rpa -Uvh domino-runtine-2,2-d, 1686, ree

e e Lt e NSNS RN RSN NN NSNS NN BN

pdating etc/sysconf igfdonino, ..
itsoulll:/install &

&)y [T ]

Figure 5-4 Updating system parameters

5.1.2 Edit UnitedLinux (SLES 8) Extension Pack for Lotus Domino

In this next section, we describe how to edit the /etc/sysconfig/domino file in
order to complete the installation of the init script.

To continue to use the init script, you must first edit the /etc/sysconfig/domino file
and provide entries for some of the key variables. (See the example shown in
Figure 5-5 on page 158.) You may edit this file with a text editor of your choice.
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[~ domino - Kata [=[Q]x]
Eile Edit Document Wiew Bookmarks Tools Seftings Help

DE80G5e D XEs 0- L

D

Hame of the notes unixm vaer account

OTES USER="dwalirx®

® =W a

l# Hotes data directory

OTES PATH="/local/notesdata”

¢ Domine install directory

WE R =W

LOTUSDIR=" fopt/lotua”

& Domino Major Version

F]UKIEBW:RSIDH- "k

Figure 5-5 Script parameter

In this file, you can customize the following variables:

NOTES_USER Name of the Domino UNIX user account.

NOTES_PATH Domino data directory.

LOTUSDIR Domino install directory.

DOMINOVERSION Domino major version.

NOTESLANG Domino language setting.

DOMINO_JAVA_CONSOLE Enable or disable Java console. Disable
login to /var/log/notes/domino.log.

NOTES_MAXSHAREDMEM Size of largest shared memory segment.

NOTES_SHMMNI Maximum number of shared memory
segments.

NOTES_SEM Semaphore settings.

NOTES_USERPROC Maximum process per UNIX user.

NOTES_JAVA_PATH The path under which notes can find

libjitc.so (Domino 5 only).

NOTES_PTHREAD_EXTENSION Set the variable to yes if you want to
manage more than 1000 concurrent users
on your Domino server.

After entering this information, save and close the file. Subsequently, the start
script should work. You do not need to specify the user group.
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Note: If you edit the init script and change the name of the notes UNIX user
account, remember that it is also very important to change file owner to
correspond with this name. See Figure 5-6.

W2 Shell - Konsole 2> [(=][lx]

Eessinn Edit View Sefings Help

itzoullld:/varilog ® ls -ald notess
chr e —x——- 2 notes notes 112 Det 20 03:28 rotes/ [
itsoulll:/varilog ® chown <R dwalinux notes/

itsoulll:/vardlog # ls -ald notes)

ol W === = 2 dwalinux notes 112 Oct. 20 03128 rotes/
itsoulll: /vardlog # cd notes/

itgonlld:/vardlog/notes # ls -al

total 9

chr e —x——- 2 dwalinux notes 112 Dct 20 03:23

druxr=xr=x 18 root root 1088 Oct 22 03:01 ..
~T-T==T— 1 dwalinus notes 25 Oct 22 02:54 donino, input
“TW-T==F== 1 dwalinux notes 1368 Oct 22 02:55 domino,log

itsoulll: fvardlog/notes ¥ []

L&)y []

Figure 5-6 Change file owner

Executing the init script

At this point, the init script is ready for use. You can use the following commands
to start and interact with the server after the server is installed. To begin
installation of the Domino 6.5 server, proceed to 5.3, “Domino 6.5 server install”
on page 168.

» To start your server, simply reboot the machine or execute the command
rcdomino start as the user root.

» To view all messages of the Domino server from the operating system, open
the /var/log/notes/domino.log file.

» To interact with the server from the shell or by means of a script, you can
send your input to the /var/log/notes/domino.input file. To test this, write the
command:

echo "show server" >>/var/log/notes/domino.input

You will then see the output of the file /var/log/notes/domino.log.
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5.2 Before you begin: pre-installation tasks

160

This section describes the manual approach to setting up user accounts and
group accounts for installing and running Domino. This approach assumes that
you have not installed the UnitedLinux Extension Pack for Domino as described
in 5.1.1, “Install UnitedLinux (SLES 8) Extension Pack for Lotus Domino” on
page 154.

First, ensure that you have a Linux user account, as well as a group, under which
to run Domino. After booting the system, log in as the root user, using the
password you created during installation. Depending on whether you elected to
have X-Windows launch automatically, you will be at the command line prompt or
at an X-Windows prompt. If you are at the command line (with no GUI), log in as
root then type startx to begin an X-Windows session. Otherwise, log in as root
and the graphical desktop environment of your choice will load. (Ours is KDE.)

The bottom of a typical KDE or GNOME desktop has a task bar. Locate the shell
icon, which in KDE is a monitor with a sea shell superimposed, and click the icon
once.

UNITED

v
=am

gl ] |

'-:_s:ﬂ FEY - . || m— L

Figure 5-7 The Shell Console in KDE
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Tip: If you are accustomed to double-clicking icons in order to launch
applications, you can change the default behavior of KDE via the Control
Center. Click the Start Applications icon (first icon starting from the left of the
task bar), click Control Center, and go to Peripherals — Mouse.

1. Ensure that the account that will be used to run Domino exists.

When the shell is running, you can check for the existence of the Notes
account. Figure 5-8 shows one way: The tail command shows you the last x
number of lines for a file as specified by the command line parameter. We
used tail -20 /etc/passwd to view the last 20 lines of the passwd file. The
names of user accounts are kept in this file and located in the first position of
each line.You can see our account, dwalinux, listed at the very bottom.

] -+~ Shell - Konsole [=][l[=]
Sossion Edit View Sefings Help

itgoulll:” o tail -20 fetc/passed =

m:x:ﬂlsz:wl pages oheusrSvar cache/nan b inbash

19113 1Heus sustentletcdneus/bindbash

w';p w1d0: 14 tUnix-to-Unix CoPy susten:/etcduucp/bindbash

fat sx 125 :25 Batch jobs dasmond/var/spoolsat jobs i birnvbash

ircixiZ9eE534 IR da=nmon: fusr/ ik ired : /binJbash

mysal 1xtB0 2 iSOl databaze admingSvar/Llib/mgsgl:/bin/false

ldae s 76 FOrUsar For OperlIOP: Fvar/Lib/ldap Min/bash

a1 1 T1165 155H daamon/var/ Lib/sshdoindfalss

Eﬁ‘m 115151 tPostf ik Dawewnon @ Fvar/spool /postf L /binfFalse
51,

gres e 126126 (PostgraSil Server:fvar/Lib/pgsql i /bindbash

s BT LI00POR adwin:AvarSlib/pop i /bin/False

ot ix iT3 68 Snort network monmitor S SvardlibSsnort (b imdbash
mouidixn i3] 185554 iHHH"proxy squid:/var/cache/sauid  /bin/fFalse
ke wt P reE5 34 tHTF dasmon & fvar s libsrtp i /Binsfalss

[hae luster 1 120190 thaartbeat. processes ./ var/ Lib/heartbeat /b indbash
i L 11 T2 167 16HU madling list sansger!/varSlib/madlmesn: Bindoessh
heclm e 150115 :Gnome Displeay Manager desscn:/var/lib/gds: Bin/bash
ol L dree 1 1500 100 TTSD DWAGE 1 home /dua L iree § Bandsash

itsoulid:™ & I

e [T 1)
-

Figure 5-8 Portion of the passwd file

2. Ensure that the user group for Domino exists.

Next, we ensure that we created a user group for Domino and that our
account, dwalinux, is a member of that group. Those familiar with Lotus Notes
will understand the use of users and groups. The main difference is that in
Linux you cannot nest a group within another group.
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To check for the group, we launch KATE by navigating to Start Application —
Editors — KATE (UnitedLinux) or Start Application — Editors — KATE
(Red Hat). KATE is a simple GUI text editor suitable for use in viewing the
/etc/group file. You can see that the group notes is listed at the bottom and
that our dwalinux account is a member.

[FI=-3hell - Kansoke [ ][]
Session Edil View Sefings Help

iesoulid:” ® tail Jetefgroue
51116 rroat,
JE-E R H
e
et FixiniGlt
nalldrog i« 159
stgres ix 1261
=noT L 1x 168
Ltz 190
naklnan b7 :
ke 3o (500 sclun L iruee
itsoull0:” « I

(@] e [

Figure 5-9 The contents of the /etc/group file

In the second-to-last line of the user file, notice that the number 500 is located
between the group notes and the dwalinux account member name. Just as
DNS is a human-friendly version of numerical IPs, Linux associates the
names of users and groups with unique numbers so that we can refer to them
by name instead of nhumber.

In our example, we created the appropriate user account and group during
installation. If you did so as well, you can skip ahead to Step 6 on page 168.

3. Create the Linux user group to run Domino.

If the user and group do not exist, you need to launch a user manager

program. From the command line, you can run useradd, userdel, or usermod
and groupadd, groupdel, or groupmod, depending on whether you want to add,
delete, or modify a user or group. With a graphical desktop environment, you
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can use Red Hat User Manager and UnitedLinux YASTZ2, as well as KDE
User Manager.

We used Yast2 Control Center because it is easy to use. From UnitedLinux
1.0 write to Shell Console Yast2. First, create the notes group before adding
the user. This makes the notes group an available selection for the user
account you will create next.

a. Select Security and Users — Edit and create groups as shown in
Figure 5-10 and click Launch.

-= ¥ASTZ@ilandin (o]0 ]
¥a5T2 Control Center

ral hodules

Edi and craale groups
Sﬂﬂware Edit and €t udins
Hargware
Metwork/Basic
Metwork/Advanced
Security and Users
System

Misc

w ¥ F h )

- =

Edi and create groups

Figure 5-10 Add Group with Yast2 Control Center
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b. Select Groups administration and click Add to add a new group.

= ¥asTZ@soulll

UNITEDLIN

Linux Is & multiuser [« User and group administration

system. Several different © Lsers administration & Groups administration
users can be logged in
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want 1o use Linus
Furthermare, eveny user
at least belongs to ane
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In this dialog, vou can
get infarmation about
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To shift ta the user

dialag, push the radio Ll

button Users

administration.

To create & new group, " Also yiew system groups

push the bution Add. agd | _Eo |
To edit or delete an i Back

evistinn nrmn sslert
F

Figure 5-11 Users and groups administration
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c. Add a notes group to the system. After you have entered all required
information, click Create to continue.

UNITEDLINUX
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Figure 5-12 Add a new group
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4. Create a Linux user account to run Domino.

Now that you have created the group, you can create the account that will run
the Domino server:

a. Select Users administration and click Add to add a new user. You are
prompted to enter the user name.

el s s b

S
S YaST UNITEDLINUX
Linus: is & multiuser [* Userand group administration
EMMSGWUWSF':; @ Llsers administration  Groups administration
users can be logge e <
system at the same time, To Login _|hame LID | Groups
avoid confussion, each user - = ——
must have & unigue identity if n in
they want to u;‘::lLian b daemon  Daemon 2 daeman,hbin
Furthermare, every user at I Printing daeman 4 Ip
least belorgs 1o one group. ;“:’:5 p{":ﬁr::;g;:“ g rridsl
I this dislng, you can get uucp Unibe-to-Uinis CioPy system 10 wucp
informaticn about existing pames  GAmes account 12 users ||
USETS. man Manual pages viewer 13 man
ak Batch jobs dasmon 25 =

Tﬂsihmur?dﬁughmmﬁmu pastgres PostgresaL Server 26 postgres
uﬁm““ adrankstration AT WIWW dasman apache a0 nogroun

i seuid WA W= precey souid 31  nogroup
To create a new user, push ire IR deeman 38 nogroup
the button Add. |11n FTP account 40 fip L

named MNameserver daemon 44 named =

To edit or delete an existing 3 o Pt 52 o P B =
user, select one user from 1 . I I
the list and cick Edit or ] Also yiew system users
e | Cosr JCEa
To save the modiied user i [ Eiish

Figure 5-13 Add user with YaST2 Control Center
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b. Add a Domino user to the system. After you have entered all of the
required information, click Next, as shown in Figure 5-14.

—= WaSTZ@ilsmdln

S YaST ) UNITEDLINUX

Ifyeu fill out the fields (First [%]
Mame and Last Mame), &
new LUSer account s created

Add a new user

for this name with the ;

password given in the Eirst name:

corresponding field. |ITSD ﬁu:l:uund

When entering & password, Last name:

wou must distinguish |D'u'u' ABS

betwesn uppercase and ;

lowercase. A password wseriogic o

should have at least s B chwalin
characters and, &s a rulg, Enter a password:

not contain anmy special
characters (e.g., accented
characters). Re-enter the password for yerifcation:

|'¢-i-i-r'¢-i-

Valid password characters
are leters, digits, blanks,

ard
Wx, czz. =+l S%e/ 17 {[ON
IUS enough 1o use & I_Dﬂﬁ'i-- IlEﬂEs-'-'Dfﬁ EEWHEI

password with & length of
aporondmetely 8

ﬁ”hmm“m’fmﬁ‘m

Figure 5-14 User properties

[T+

Beck

5. Make the user part of the group.

When you are finished with this window, click the Groups administration
radio button. Scroll down the list of groups until you see the notes group we
created earlier. Click the check box to make the new user a member of that
group, then click OK to save your changes and exit the YaST Control Center.
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6. Check the available diskspace.

After ensuring that both the user and group exist and that they are correctly
associated, the next step is to double-check the available disk space. The

command df -k and the human-readable df -h show the devices on the
system and usage statistics.

[Zl-+ Shell - Konsobe [=1[al[=]
Stssion Edit View Setings Help

dwal 1m@itsoulll:~> df -k =

1 l1E=blocks Used Available Used Mounted on
5162796 1584908 3315632 33k
26209780 4165160 20713236 1T% /lecal
2071384 32828 1933332 2% ftranslog
497829 48312 423815 11% /Jvar

sh 581000 a 581000 0% /dev/shm
dwalinuz@itsoulli: ==

dwalinux@itsoul iz ==

i frgoulll:~> df =h

Fi Sizge Used Avail Use® Mounted on

d 5.0G 1.6G 3.2G i3y

d 258G 4.06 206 17% [flocal

d 2.06G I 1.96G 2% /translog

1 487H 48M  414M  11% Jvar

shmfs SEEM 0 5GEM 0% Sdev/shm
dwalinus@itsoulll:~x

ey [ |

-

Figure 5-15 Checking for available disk space on the server

As you can see in Figure 5-15, we have enough space to install Domino into
/opt/lotus because the / mount point has approximately 3 GB free. Since you
are going to install the Domino 6.5 program files to the same mount point as
the rest of the OS (this is equivalent to installing to the c: drive on a Windows
NT system), you should have at least 500 MB free. Refer to the Lotus Domino
6.5 documentation for the exact disk space requirements. If you do not have

enough disk space, the Domino installation program will detect this condition
and abort with an error message.

KDiskFree is a graphic tool to show free disk space. Invoke it by clicking
Start —» System — KDiskFree on UnitedLinux, or Start —
System —KDiskFree (View Disk Usage) on Red Hat.

5.3 Domino 6.5 server install

This section guides you through installation of the Domino server.
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5.3.1 Installation

You can install from a tar file, where the files and directory information have been
gathered into one file, or from a CD. This section assumes that you are installing
from a CD. If you have a tar file, follow the directions that came from the
download site. Generally, you will issue the command tar -xvf to unpack the
files, cd to change to the appropriate directory, and ./install to begin. If the file
ends with .gz or another symbol denoting compression, unzip it first with gzip -d
or another appropriate program before using the tar command.

5.3.2 Starting the Domino server installation

Use the following steps to start installation:

1.

Change to the CD-ROM with cd /media/cdrom (UnitedLinux) or cd
/mnt/cdrom (Red Hat).

2. Change to the Linux folder with cd 11inux.

3. Type 1s to view the directory contents (same as DOS dir).

Type ./install to launch it.

The ./ in step 4 tells the OS to look in the current directory for the executable
named install. For security reasons, ./ is not added to the root PATH
environment variable because you could be tricked into launching a malicious
program from a current directory, such as the /tmp folder. The PATH
environment variable is the same as the PATH variable in DOS and Windows
NT.

At this point, the Domino server installation program launches and opens the
Welcome screen (Figure 5-16 on page 170).

Note: There is no graphical interface as with other installation platforms.
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[Ci=+ Shell - Konsole

Session Edit View Sefings Help

Domino Server Installation

Welcome to the Domino Server Install Program,

Tupe h for help on bou to uge this progran.
Press TAE to begin the installation,

Tupe h for help
Tupe & to exit installation
Press TAB to continue Lo the Pext screen,

Figure 5-16 Domino install welcome screen

Note: Throughout the installation, you will press the Tab key to move
ahead. (This is comparable to clicking Next in a standard GUI).

6. Press Tab to open the second screen (Figure 5-17), which is simply an alert
regarding new features available in Domino 6.5. Press Tab to continue.

Session Edit View Seftings Help

Domino Server Installation

A lot of new features have been added to the Domino  Server,

In order to install your server correctly. please read the Donino
Server release notes first. then run your installation, Otherwise.
you may experience probless when using the new features.

Tupe e to exit the Install program.
Press ESC to return to the previous screen
Press TAR to continue Lo the pext screen.

Figure 5-17 Domino new feature alert
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7. After you have read and accepted the license shown in Figure 5-18, press
Tab.

Domira Serwver Instal laticn

In order to procesd with the imstallation of the Domino Server.
you muest Tead and agree with the terss and conditions of the
Lotus Domiro Softwars Agreswent,

Prass TAB to read the Lotus Domino Softwara Agresment .

Type & Lo exit the Install program.
Prezs ESC to return to the previous scresn
Fress TAE to continue bto the next screen.

Domino Server Installation

You may procesd with the installation only iF gou agres to the
terms and conditions of the Lotus Dowmino Software Agreesent.

Tupe & to exit the Install program,

Press ESC to return to the previous screen,
Press the Spacebar to change the setting unbil wou get the one you want,
Press TRE to accept a setting and contirue to the next screen,

#3#» Do you agres bto the terss of the license agresssnt 7 [Yes]l]

Figure 5-18 Domino license agreement
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8. Atthe next screen, shown in Figure 5-19, you will be prompted about whether
you wish to install Data Directories only. Enter No (assuming that you do not
have an existing Domino Server already on your system).

Session Edit View Seftings Help

Domino Server Installation

Here you are given the option to install additional or upgrade
exizting Server Partitions, Selecting “Yez® below will allow
you to specify which Data directories to install, Only those
Data directories specified will be upgraded or added,

The existing Progran directory must be specified in order for

new Server Partitions to be created, However, existing Data
directories do not need to be listed. Any existing Data

directories that are listed will be installed to. and old templates
in those Partitions will be overwritten.

If you wizsh to add more than one Partition to  your existing
Domino server, select "Yes™ when asked if you want to run
multiple server partitions on this suystem. Otherwize you will
only be able to upgrade or install one Data directory.

Warning:
If you do mot have an existing Domino Server on your Syusten.
pleaze select "Ho® for the option to add data directories only,

Tupe e to exit the Install progran.

Press ESC to return to the previous screen,

Press the Spacebar to change the setting until you get the one you want.,
Press TAB to accept & setting and continue to the next screesn,

#3300 you want to install data directories only? [Ho ]l

Figure 5-19 Install data directories only? screen
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9. Select the type of server you wish to install: Utility, Messaging, or Enterprise.
To cycle through the available choices, press the spacebar until the option you
want is displayed. We selected Domino Enterprise Server, as shown in
Figure 5-20.

Session Edit View Sefings Help

Domino Server Installation

Select the type of installation you want,

Type h for help.

Tupe & to exit the Install progran.

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want,
Press TAB to accept a setting and continue to the next screen.

333 Select Setup tupe ! [Domino Enterprise Server ]

Figure 5-20 Type of Domino server to install
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10.An option with Domino 6.5 is the ability to install a subset of templates instead
of automatically installing every template. In general, however, you probably
want to install all templates in order to take advantage of new features and
bug fixes (Figure 5-21).

If your company has customized any of the templates, evaluate the changes
made in light of the new functionality provided by Domino 6.5. If the
customizations are still required, you will have to apply them after the
installation completes. Press Tab to accept the default and install all
templates.

[F1=~ Shell - Konsole

Session Edit View Sefings Help

Domino Server Installation

The optional installation feature for temsplate files is designed for
users who are installing over a previous version of the Domino Server
and wish to keep all previous temsplate files, IFf this is not an
imstallation over am existing Domino Server, all tesplate Files sust
be installed,

Warning:

To ensure proper operation of gour Donino Server. we highly
reconmend installing all template files. Only select [Mol if uvou are
an advanced uszer and you know that this server already has the latest
tenplate Filez., The Domino Server will not run properly without the
latest templates,

Tupe & to exit the Install progran.

Press ESC to return to the presious screen.

Prezsz the Spacebar to change the setting until you get the one you want .
Press TAE to accept a setting and continue to the next screen,

_____________________________________________________________________________

#3300 wou want to install all tesplate files for this Domino Server? [Yesli)

Figure 5-21 Template selection
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11.At the next screen, shown in Figure 5-22, press Tab. ASP support is
Application Service Provider and has nothing to do with Active Server Pages.

1=~ Shell - Konsole

Session Edit View Sefings Help

Domino Server Installation

The option to setup an ASP server refers to the configuration of an
Application Service Provider server. This tupe of server can only be
configured after an Enterprise Server installation.

Selectimg "Yesz™ below will cause the Domino Setup progran to conf igure
the server appropriately for ASP functionality, This will add security
features not present in a normal configuration. =zo do not select "Yesz®
unless an ASP configuration iz specifically required for thisz server,

The default value iz “Mo”,. which iz recommended for performing server
upgrades and/or non-ASP installations.

Type & to exit the Install progran,

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue Lo the next screen,

»350a you want to configure this server with ASP functionality? [Ho 1

Figure 5-22 Configure ASP functionality

12.With Domino R5, you did not have to install the program files to /opt/lotus, but
the server required an /opt/lotus symbolic link in order to function properly. As
of Domino 6.0, the server no longer requires the /opt/lotus link, and so
Domino 6.5 can coexist with R5 (still using /opt/lotus) or other installations of
Domino 6.x (Table 5-1).

Table 5-1 Example of multiple installations

Version of Domino Program file installation path
Domino R5 /opt/lotus

Domino 6 /opt/dom60/lotus

Domino 6.5 /opt/dom65/lotus
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Important: If you have Domino R5 installed on a server, then even if the
program files are not installed in /opt/lotus, you cannot install Domino 6.5 to
that directory. Doing so will overwrite the symbolic link and the R5 install will
no longer function properly.

13.For our single server, we chose to install only one version of Domino and so
pressed Tab at the screen shown in Figure 5-23 to accept the default path.

Session Edit View Seftings Help

Domino Server Installation

The program directory iz the path where the Install progranm
installs the Domino program files. The Install progran
autonatically adds "lotus®™ to the path.

Tupe h for help.

Tupe & to exit the Install progran,

Press ESC to return to the prewious screen.

Press EMTER to edit a setting.

Press TAE to accept a setting and continue Lo the next screen,

Current program directory setting @ Jopt/lotus

Figure 5-23 Location for the Domino program files
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14.Figure 5-24 outlines the basic file ownership concept of Domino running on
Linux. The user and group you specify will own the data and will be used to
launch the server. The file permissions for the program files, however, will be
set to root for required access to the system.

PTo el EAEa

Session Edit View Sefings Help

Domino Server Installation

You will now be prompted for information on how to install one or
nove DJomino Data Directories.

Fleaze mote that the UNIK user amd group names asked for will oun
all of the data directories specified,

The system will own the program Files,

Tupe & to exit the Install progran.
Press ESC to return to the previous screen
Press TABR to continue to the next screen,

Figure 5-24 Explanation of Linux file ownership

15.You can run different versions of Domino on a single server, but you have the
option to partition a server (Figure 5-25 on page 178). If you partition the
server, multiple instances of Domino will share one set of program files but
each installation will have a separate data directory. The new Domino 6.x
feature that enables multiple installs requires separate program files, as well
as separate data directories, for every instance, and so requires more disk
space than partitioning. For our server, we chose not to partition it.
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Session Edit View Seffings Help

Domino Server Installation

You can run more than one Domino Server on a single computer

at a time based on this installation. This feature is called
Domino Partitioned Servers.and requires separate Data Directories
for each Domino Server to be rim.

Tupe h for help.

Tupe & to exit the Install progranm.

Press ESC to return to the prewious screen.

Press the Spacebar to change the setting until you get the one you want .
Press TAB to accept a setting and continue to the next screen,

#2200 wou want to run more than one server based on this installation? [Ho I

Figure 5-25 Partition server option
16.Press Tab to accept the default directory for Domino data files shown in
Figure 5-26.

Session Edit View Seftings Help

Domino Server Installation

The data directory is the path where the Install program
installs the Domino data files.

Type h for help.

Type & to exit the Install progran.

Press ESC to return to the previous screen,

Press EMTER to edit a setting.

Pressz TAB to accept a setting and continue Lo the next screen,

Current data directory setting : /local/notesdata

Figure 5-26 Location for the Domino Data Directory
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17.Because hackers can break into your system more easily if they can readily
guess an account name, you might not wish to use the default user name of
notes (Figure 5-27). We opted to name our account dwalinux to reflect our
group and the topic about which we are writing.

OFsI0NE

Session Edit View Sefings Help

Domino Server Installation

Pleaze enter the Domino UMIK user name. This UMIK user will own the
Domino data files. and be used to run the Domino Server.

MOTE far the upgrade imstaller:

The Donina UNIK user namelaccount name you specify here nust be the sane
az the owner of the existing installed data files for proper operation
of Domnino.

Press EMTER to retain the current setting
ar
Type a new setting and press EMIER.

Current. UNIX user setting @ notes

Mew UNIM user setting : dualinuxf]

Figure 5-27 Linux user account setting for Domino

Attention: Simply changing the name of the account does not, by itself,
make your installation secure.

To change the account name, press Enter, type in the user name, press Enter
again, then Tab.
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18.Enter the name of the group you created earlier. We chose the default of
notes.

Session Edit View Sefings Help

Domino Server Installation

Please enter the Domino UMIK group., This UMIX group will own the
Domino data files, The Domino UMIX user must be a menber
of thiz group.

MOTE far the upgrade imstaller:

Donino UMIX groupdaccount group you specify here aust be the sane as
the owner of the existing installed data files for proper operation
of Domino,

Type h for help.

Tupe & to exit the Install progran.

Press ESC to return to the previous screen,

Pressz EMTER to edit a setting.

Pressz TAE to accept a setting and continue to the next screen,

]iurreht UNIK group setting @ notes

Figure 5-28 Linux group for Domino
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19.You will need to select the type of method setup: Manual, Local, or Remote.
To cycle throughout the available choice, press the spacebar until the option
you want is displayed. We selected Manual Server Setup.

Session Edit View Seftings Help

Domirno Server Installation

Thiz optional feature is for zingle local Domino Server installations only,
For new server installations. server setup will be launched automatically
after the installation iz complete. For upgrade installations. the seruver
will be restarted automatically after the installation iz complete.

The default value is "Manual Server Setup®™ which does not launch server setup
or restart the server after installation, The installation will conmplete and
you will then have to launch server setup or restart the server manually,

Select “Local Server Setup” to launch server setup after a new server
installation or to restart the server after a server upgrade.

Select "Remote Server Setup®™ to launch server setup in listen nmode for new
server installations. You will then be able to connect to the server with the
Renote Server Setup tool.

Tupe & to exit the Install progran,

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

»rrSelect server setup method: [Mamual Server Setup]ll

Figure 5-29 Select server setup method
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At the screen shown in Figure 5-30, press Tab to continue the installation.

Session Edit View Sefings Help

Domino Server Installation

Your configuration of the Install program iz complete,

By continuing. the Install program will first allow
you to revies gour conf igurat ion settings before
beginning the installation,

Tupe & to exit the Install progranm.
Press ESC to return to the previous screen
Press TAE to continue to the next screen,

Figure 5-30 Configuration complete
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At the next screen (Figure 5-31), review the information you have entered. If you
entered something incorrectly, press the esc key (this is comparable to clicking
Back in a GUI) to correct it. When ready, press Tab to install Domino 6.5.

Session Edit View Sefings Help

Domino Server Installation

Installation settings:
Installation tupe : Domino Enterprize Server
Install template files @ Yes

Server Setup Method : Marual Server Setup
Configure to ASP Serwer: Mo

Program directory ¢ Fopt/lotus

Data directory : flocal/notesdata
UMIK user t dualinux
UNIK group 1 notes

Presz the Escape key to re-configure the settings
or

Press the Tab key to perform the installation,..

Figure 5-31 Perform installation

20.When installation completes, the screen in Figure 5-32 on page 184 opens.
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[[J=~ Shell - Konsole

Session Edit View Sefings Help

For the latest patch DB please go to http:/wew, lotus condldd/checkos

Thiz will check the Operating Suystem lewvel and tell you what is missing. Hote.
all patches are present.

The 05 appears to have the correct patches |
Installing Domino Server kits ...
The Domino Server installed successfully,

Please manually configure the Donino Server as follows:
1} Login as the appropriate UNIK user: ‘dwalinux’:
2} Change to the data directory using the command: ‘cd /local/rotesdata’:
3} Configure the server using the command: ‘Jopt/lotus/bindzerver’
To configure the server renotely. the remote server setup tool
s required and you can use the command:
"doptd lotusdbindserver -listen”
After issuing this conmand, additional instructions will appear
for remote server setup. For additional details, sees the section
‘Uzing the Donino Server Setup program remctely” in the Lotus Domino
Adrinistrator Help documentation,

Figure 5-32 Installation complete

Important: For those familiar with R5 or earlier versions of Domino: Do not
type http httpsetup unless you do not have X-Windows installed. Domino 6.5
ships with a new Java installation program that can be run locally or remotely.

If you receive an error message, fix it and then run the installation again, from the
start. A typical error message involves either incorrectly specifying the user or
group, or failing to create the user or group before beginning the installation.
Another common error message concerns lack of disk space.

When the installation is final, you will be returned to the command prompt.

Domino Web Access 6.5 on Linux



5.3.3 Configure and set up the Domino server

Now that you have successfully installed Domino 6.5, it is time to configure and
set up the server. Log out as root and log back in under the dwalinux account so
that it, and not root, owns the X-Windows session.

Setting the Linux PATH environment variable

Normally, commands are given with the full path, such as /opt/lotus/bin/server for
the server executable. Linux searches your PATH environment variable for
executables, so you add /opt/lotus/bin, as well as the current directory, to your
PATH. Make certain you are logged in with the Domino user account and not as
root. You can check this by issuing the command whoami or id.

1. Start the Kate editor ( Figure 5-33).

#--= Open File - Kate [z]o]x]

* & % 4@ G %'@gg: [ Nocavawalinus v | is0 6859 » |
D Mame % | Size Il:bate IPennissu:

. | .bazh_history 7,032 2003-10-20 03:06 -n-—---1

EERO 1) bashre 1,286 2003-10-01 08:35 ~re=r=-r--

e ) dvipsre 208 2003-10-01 0535 -w=r--r--

Dnc;;me “ |.emacs 1,637 2003-10-01 08:35 -rv-r--r--
. |.8wrc 1,124 2003=10-07 0F:35 =M Fenfa= "]

@ ] kermire 164 2005-10-01 0335 -A-F--i--

. o . | .mutirc 2,286 200:3-10-071 08:35 -rwe-r--r--

% profile 2003-10-01 10:51 =rwe=r==r==

|l hk| 2003-10-01 DB:35 -rvsr--r--

Floppy . | vimindio 2,490 2003-10-20 08:47 -rw-——--1
. | #coralrc 7,913 2003-10-01 08:35 -rie-r--1--[a|
@) xim 3,618 2003-10-01 08:35 -ve-r-—| =]

Temporary Fiies [41 [ [a]¥]
Location: |" profile” =l o |
Eitter:  [All Files || cancel |

Figure 5-33 Kate Open File dialog box

2. The program automatically begins with a new file (this file should be called
.bash_profile, as shown later) so that all you have to do is enter the
following line:

export PATH=$PATH:/opt/lotus/bin:/local/notesdata:
This preserves the existing path and simply appends our additions.
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Note: Linux code is case-sensitive, so PATH must be uppercase.

3. Click OK.

4. Log out and log back in for the changes to take effect.

Note: If you started X-Windows from the startx command, make sure that
you log out; do not just restart X-Windows. To log out, use the exit
command or ctrl-d.

5. You can confirm that the PATH variable was set correctly by launching a shell
and typing echo $PATH at the command prompt. To verify that you are using
the Domino server executable, type which server and check the path.

|1 =+ Shell - Konsole

Seszion Edit View Seftings Help

clualinuBit=oulld: "> echo $PATH

Ausr/local/bin: Ausrdbing fusr HLIRE /i Abins fusr fganes : Jopt./gnone/bin: fopt. Jkde
2/bin: fusre/Lib S javad jre/bin: foptSgnonesbin: fopt/lotus/bin: /local /fmotesdata
clualinuxBitsoull0:"> which server

fopt/ Lotus /o indsarver

cuwalinud@itsoul10:>

Figure 5-34 Showing the echo and which commands

Be sure to change to your Domino data directory (in our case it was the
/local/notesdata directory) before starting the Domino Server setup. You must be
in the Domino data directory when you start the server.

Note: When the notes user account was set up, the home directory should
have been set to the Lotus Domino data path: /local/notesdata.

5.3.4 Set up the Domino server

This section discusses how to set up your Domino server.

1. Log on to your server with the Domino user account (dwalinux), change to the
Domino data directory (/local/notesdata) and start the Domino server
(Figure 5-35 on page 187).

Important: Make sure that the system LANG variable is set correctly for
your language (that is, LANG=en_US, LANG=de_DE @euro). To set the
system variable, type LANG=.
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[-]-~ Shell No. 3 - Konsole : : : '
Sesslon Edit Wiew Settings Help

itzoulld:”™ # sux - dwalinue
dwalinu<Eitsoull0: "> cd /local/notesdatal
duwalinuxBitsoulid:/local /notesdata’ fopt/lotus/bindserver]]

Figure 5-35 Domino server first screen

2. Click Next and you will see the screen shown in Figure 5-36.

o]
[ﬂ W lcome 1o Domind Server Setup mmmra

You are about to set up & niny Lotus Doming Server,

Setup will ask you a few questions and suggest default cptions whenever possible 1o quickly and easily
setup your Doming server.

To change the font for your language settings, didk “Forts.,.* Pt

To continue with Setup didk Mext

Help pack | [ Mext> || Camcel |

S,

Figure 5-36 Starting configuration

3. You are setting up the first server in what will be your new DWALinux domain.
If you are setting up an additional server, you will be prompted to specify the
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location of your server ID and the hierarchical name of the additional server,
as shown in Figure 5-37. Click Next to continue.

Figure 5-37 First or additional Domino server
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4. Enter a server name and server title (Figure 5-37 on page 188). The server
title gives you an opportunity to provide a short description of the server’s
main function or the organization to which it belongs.

Click Next to continue with the installation.

wer selup F"

Figure 5-38 Domino server name and title
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5. On the next screen (Figure 5-39), set a meaningful Organization name, and
make certain to enter a secure password for your Certifier ID.

If you are rebuilding your Domino domain, check the | want to use an

existing certifier ID file check box.
Click Next to proceed.

| =~ Server setup

a

—
LA

m“ﬂtmru

The erganization name is usually your company name. it becomes part of each servir and uger mame. Do
nox choase & long organization name. For example, instead of Acme Cofporation, use Acme,

3 Organization name

(Ewertine
Minimurn of 3 characters

This sereer's final name will be Unigisd JDWSLIne
A oypical woer name will be dwealiries [DANAL e
=3 Organizaticn Certifier password Confim passwond
.l‘-l‘ii!i-il‘ .I FREFNEE
Minimum of 5 characers
ﬁ | 1 want 1o use an existing certfier 1D file:
To spedfy additional organization sertings click Customize Custormnize.
Help < Back Cancel

Figure 5-39 Domino organization name

Important: The Certifier ID is the key to all user and server authentication;
it should be removed from the server immediately after you have finished
the setup and stored in a secure location. You should also rename the file
(it will be named cert.id by default) to include the Domino domain name,

especially if you manage or intend to manage multiple domains. Do not

forget, however, that you will need the Certifier ID in order to create
subsequent Organizational Units (OUs). Additional OUs are useful for
distinguishing people from servers, as well as distinguishing departments
or regions. You should settle on a scheme that minimizes the number of
OUs but provides sufficient detail. See Domino 6.5 Administration Help for

further details.
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6. At the next screen (Figure 5-40), type the domain name you would like to use
and click Next.

Tip: If you intend to have multiple domains, you should decide on a naming
scheme now and make certain the first domain conforms to the scheme
you will use for all subsequent domains.

Choose the Dormano domain name

Figure 5-40 Domino domain name
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7.

Enter an administrator name and password (Figure 5-41), then click Next.
| =+ Server setup [=]]
D Spetty an Administrator namié and password mmlmrl

| el | <Back | Cancel |

To create the Administrators 1D, you must provide the administrator's name and password. You can use

the name of a spedfic person, or  lxst name only to create 3 generic Admintsrater ID that can be used
by several people.

FIFst name: Mid dle: Last name (of generic S00oUnt name)
ﬁB .t:._lmted ._ i | .uu min
Administrator password: Confirm password:

S LT

Minimum of 5 characers

The Administrator 1D file will be stored ingide the server's Dorning Dirgctory,

¥ Also save a local copy of the 1D file: cohoiis i

fiocalfnotesd atsfad min. id

P

Figure 5-41 Domino Administrator name and password

We opted to create a generic Administrator ID and download it to our client
via a Web browser. If you intend to use the ID locally, check the Also save a
local copy of the ID file option so that you will have easy access to the ID.
The Administrator ID will have full access to the Domino Directory, so we
removed the ID from the Person document after we downloaded it.

Important: Do not select Also save a local copy of the ID file if you are
running a remote installation because it will try to access the path you are
using locally, which will not exist on the server. There is an option later in
the remote setup to copy the ID files to your local workstation.
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8. Select all three options shown in Figure 5-42, then clicked Customize to
further refine your selections.

Figure 5-42 Choosing Internet services provided by Domino
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9. We selected Calendar Connector, Schedule Manager, and Statistics to
provide the features needed for this server. You should consider which
services are appropriate for the server you are setting up and select only
those that you need.

= Advanced Doming Services

Tasks marked with an asterisk (*) are required for the proper operation of your Doming server.
Toenable or disable tasks, click the checkbox next to the service.

|- Domnotasks 000 | Task descaipdon
) *Database Replicator -

] "Mzl Router g

[ *Agent Manager
v "administration Process
.- [ Calendar Connectse
“[# Schedule Manager
| Statistics
I DIOP CORBA Services
] DECS Domino Enterprise Connection Services
¥ DOLS Doming OFf Line Services
 killing
WIHTTP Server
v IMAP Server
(] i5py

™0 P A Pamaes

v Task will be enabled.

|4

ok || camcel || Hew

=

Figure 5-43 Advanced Domino services: Part |

Tip: You can always add a service later by modifying the ServerTasks= line
of the notes.ini or issuing a set config servertasks= command from the
Domino console. With the set config command, enter every service you
would like to have running, not just the ones to add. You can see the
existing services by typing show config servertasks.
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10.Scrolling down the list in same screen, we selected HTTP for Web services;
IMAP and POP3 for mail client access; SMTP for native mail delivery; LDAP
to provide the Domino directory to LDAP clients; and Stats for on-demand
statistics. Again, you should select only the services you need based on the
intended use of your server. Click OK, then click Next.

"=~ pdvanced Domino Services

@, Tasks marked with an asterisk (*) are required for the proper operation of your Domino server.

Toenable or disable tasks, click the checkbox next to the service.

| Domino tasks | Task description:

e

| DECS Doming Enterprise Connection Services
v DOLS Domino Cff Line Services
" IBilling

VIHTTP Server

v IMAP Server

1Spy

vILDAP Server

VIPOPZ Server

“IRemaote Debug Server

V| SMTP Server

| Stars

] Statistic Collector

T Iweb Retriever

I Change Manager

v Task will be enabled.

| »

Figure 5-44 Advanced Domino services: Part Il
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11.The auto-detect correctly determined our network port and host name, as
shown in Figure 5-45. We then clicked Customize to enable encryption. You
would also click Customize to correct the detected network ports.

Figure 5-45 Domino network settings
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12.We checked the Encrypt check box for the network traffic in order to guard
against anyone sniffing the packets during transmission. For a WAN server
with sufficient processing power and memory, we could have selected the
Compress option instead. Click OK, then click Next.

=u fatwanced Hetwork Settings

To enable a network port deiver on this Domino server, dick the checkbox and provide a host name. To edi the host
m name o change cotions, dick inside the row.

| Momes Port Driver | Motes Metwork (Edisble) | Host Mame [Edieable) | Encrypt | Compress |
v TOR R TP Netmdrk el 1 cam. s a ibm L ()

e Port driver will be enabled.

Type the fully quakfied interret hast name for this Deming Ferver:

For example: hostl acme. com

[ o || cues || uew

Figure 5-46 Domino advanced network settings
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13.To increase security, ensure that the two security boxes in Figure 5-47 are
checked (this is the default) and click Next.

Figure 5-47 ACL settings
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14.When you are satisfied the information is correct, click Setup to finish the
process.

Prohibit anonymous access to all databases and templates.
LocalDomainad mins created with "Manages® access 1o all templates and da

Figure 5-48 Server setup summary screen
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15.Click Finish to acknowledge that the server setup process is complete
(Figure 5-49). You may now start the Domino server and begin the
administration process.

| =+ Server setup [o] ]

[1 SEtun SummEYy mmlmrl

Congratulations, Dorming Server Seup i row Comphete!

You may now ran the Doming Server. To administer your Doming server(s) or d omain, install and
run the Doming Adminktrator Client on a différent maching. Wsing the Domino Administraton
Client, yeu can then register Notes users and groups, monitor and configure your servers, and
performn other admindstration tasks.

Click *Firish”® to dese Seup,

Figure 5-49 Completing the setup

Re-running the Domino server setup
If you need to re-run the setup from scratch, you can remove all lines from the
notes.ini after the CleanupScriptPath= line, and run /opt/lotus/bin/server again.

This, of course, means that you will lose all previously configured information and
customized notes.ini settings.

5.3.5 Starting the Domino server

To start the server, you can simply run /opt/lotus/bin/server from a command
prompt. This starts the program running in the foreground, and you should leave
the shell window open until the program is complete.
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An alternate way that offers more administrative flexibility is to run it using the
Java Domino Console. To start the server with the Java Console, issue the
server -jc & command.

This command launches all three components: the Domino Server itself, the
Domino Controller, and the Domino Console. Those familiar with the Win32
Domino Administration client will recognize the interface.

Note: Java Domino Console is new to Domino 6 and it replaces the cconsole,
which was the built-in console program in Domino R5. The cconsole
command is still available if you do not have access to a GUI system. See the
Lotus Domino R5 for Sun Solaris 8, SG24-5969 redbook for more information
about the cconsole command.

X—H Livtais Daoayso Coisole L= a[x
File Edit View Help

S8

Ui Ted Admnr

TERTBEEE

Uit Tedy/ DAL 1 i
2050

ce || Cangel

{Iw %

&
5
=

Figure 5-50 The new Domino console

Essentially, the Controller runs on the server and listens for connection requests
from the Console. When it receives a connection request, it authenticates the
connection using information that it has cached from the Domino Directory, then
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allows access to the server and the Linux environment according to the rights
granted in that particular server document.

In this case, we launched the Java console as part of the initial server startup, so
we were granted rights as a local administrator. However, you can start the
Domino Console at any time, either locally, or remotely on systems where the
Notes client is installed. To do so, run jconsole.

Even when the Domino server has been shut down, you can start it again if the
Domino Controller is still running. All of the data between the Console and the
Controller is encrypted using SSL.

Starting Domino from a script

We recommend that you start Domino from a script. This ensures that the server
is always started when the system is rebooted. Starting Domino via a script is
akin to the service feature available with Windows NT. The advantage of a script
over a pre-defined GUI or simple command-line execution, is that you can
configure the script to carry out specialized tasks and to start Domino in the
manner best suited to your operating environment. In the scripts we provide as
an example, we check to see whether the Domino Controller, Domino server, or
both are already running, and if so, take the correct action accordingly. A script
can be used to do any number of other tasks, such as archiving old log files,
e-mailing notification to an Admin when the server starts, and so on.

Attention: You do not need to use these scripts if you installed the
UnitedLinux Extension Pack for Lotus Domino. That package contains similar
startup scripts that are configured automatically when the package is installed.
See 5.1, “Preconfiguring your Linux server: the easy way” on page 154 for
more information.

The startup script included here can be downloaded from the Redbooks Web
site. See Appendix C, “Additional material” on page 443 for information about
downloading this file.

To install this script on your Linux system:

1. Log in to the system as root.

2. From a shell command line, navigate to /etc/init.d (issue the command cd
/etc/init.d).

3. Copy the Domino file from the Web site into this directory using FTP or SSH,
or create a new file with a text editor and paste the text of the script into it.

4. After you have copied or saved the file (it should be named domino) set the
permissions and the owner. These should be the same as the other files in
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the /etc/init.d directory. This is usually root:root for the owner and group and
-rwxr-xr-x for file permissions.

Issue the command chkconfig --add domino to register the script with the
Linux startup process.

The domino startup script is meant to be run automatically during system startup.
If you need to restart Domino without rebooting the entire system, use the
startserver script. The startserver script should be placed in the Domino data
directory and given execute permissions as outlined in Step 4. However, the
owner should be the Linux account used to run Domino and the script should be
started by that account as well.

Example 5-1 domino script example

#!/bin/sh

#
#
#
#
#
#
#
#

#

#

A startup script for the Lotus Domino server
chkconfig: 345 95 5

description: This script is used to start the domino \
server as a background process.\

Usage /etc/init.d/domino start|stop

You should change the 3 following variables to reflect your environment.

DOM_HOME is the variable that tells the script where the Domino Data resides

DOM_HOME=/1ocal/notesdata

#

DOM_USER is the Linux account used to run the Domino server

DOM_USER=notes

#

DOM_PROG is the Tocation of the Domino executables

DOM_PROG=/opt/Totus/bin

start() {

}

echo -n "Starting domino:
if [ -f $DOM_HOME/.jsc_lock ]; then
rm $DOM_HOME/.jsc_lock
fi
su - $DOM_USER -c "$DOM_PROG/server -jc -c" > /dev/null 2>8&1 &
return 0

stop() {

echo -n "Stopping domino: "
su - $DOM_USER -c "$DOM_PROG/server -qg"
return 0
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}

case "$1" in
start)
start
stop)
stop
*) 9
echo "Usage: domino {start|stop}"
exit 1
esac
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Security and administration

Domino Web Access security begins with both Linux OS and Domino server
security. We discuss these foundations briefly but try to focus on the security
considerations unique to a Domino Web Access environment. A complete
Domino Web Access security discussion must include both a server component
and security concepts for the client files and workflow. Accordingly, we touch on
both sides of the equation.

Similarly, Domino Web Access administration also begins with both Linux OS
and Domino server administration. However, there are fewer Domino Web
Access administration-specific considerations than there are security
considerations. Domino Web Access administration is tied very closely to
general Domino server administration. We will therefore cover some general
topics that pertain mainly to Domino, with additional information relative to
Domino Web Access where appropriate.
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6.1 Linux security

Linux security (as with any other OS security topic) is a much more in-depth
discussion than this book is intended to cover. Many other resources are focused
on the topic and should be consulted for a more complete picture of the various
aspects of Linux security. Some good references can be found at

http://www.Tinuxsecurity.com

With that said, there are a few basics we think we should cover. There are
various levels of security such as:

Physical security Applies to the concept that the actual server hardware
has to be safe from unauthorized access (in other words,
locked in a room somewhere)

System security Applies to the concepts related to user account access:
password protection, file permissions, and so on

Network security Applies to the concepts related to network traffic to and
from the server: locking down network ports, firewalls,
proxy servers, private LANs, and so on

Backup security Applies to the concepts related to securing and
preserving your data: encryption of backup tapesffiles,
physical security of backups, and so on

6.1.1 System security
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System security in Linux begins with the concept of user levels. There is the root
user, which is the equivalent of the Administrator account on a Windows OS, and
then there is everyone else. The root user is intended to be able to do anything
he or she wants. Domino must be installed by the root user, and some tuning we
require has to be done by root, but other than that, Domino should be confined to
the permission levels granted to an account created specifically to run Domino.
This brings us to the concept of file permissions.

File permissions

In Linux almost every resource (files, directories, symbolic links, disks, modems,
and so forth) is considered a file, and file permissions give access to the
resource. From a shell, you can view the permissions of a file if you issue the
command 1s -1 at the command line, as shown in Example 6-1.

Example 6-1 Example of file permissions for /etc/passwd

# 1s -1 /etc/passwd
-rw-r--r-- 1 root root 873 Apr 4 15:27 /etc/passwd

Domino Web Access 6.5 on Linux


http://www.linuxsecurity.com

The 1s command is similar to dir in MS-DOS. Using the - flag, it prints the file
name, file type, permissions, number of hard links, owner name, group name,
size in bytes, and time stamp (by default, the modification time). The type and the
permission is the cryptic string of letters and dashes at the beginning of the
example above. The first character of the 10-character-long code is the type of
the file; in this case it is a dash, which means that this is a plain file. The possible
file types are:

Plain file

Directory

Symbolic link (such as a Windows shortcut)
Block device (drives)

Character device (terminals, modems)

0O o —=Q !

The next nine characters describe the permissions on the file. They are
organized in groups of three. The first group indicates what permissions the
owner of the file (in this case the user root) has. The second indicates the
permissions the group (in this case the group root) has, and the last three
characters give the permissions for any other user on the system.

A group of three characters is built as follows:
» First character is an r, which means permission to read the file.
» Second is a w, which stands for write permission.

» The last character is x for execute rights on a program or list rights if the file is
actually a directory. Also s, S, t, and T are possible values for this character,
but these permissions are less frequent and beyond the scope of this book.

In our example, the permissions -rw-r--r-- root root mean read and write
access for the user root, read rights for anyone who is a member of the group
root, and read rights for any other user on the system.

On a Linux system, ordinary users only have write access to their $HOME
directory (also known as ~) and the /tmp directory. This is different on Windows
NT systems, where every user has access to all of the disks except where
access has been specifically denied. Because the Domino server runs as an
ordinary user under Linux, you have to be sure that ownership of files and
directories is set correctly. This applies to any directory hierarchy that Domino
may try to read or write from, such as a separate file system that stores
transaction logs. The transaction log directory should be owned by the Domino
administrator user, and given write permission.

Network security

Network security is a particularly prevalent topic of concern, given the
client/server nature of Domino and Domino Web Access.
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Basic network security

In the UNIX system world, software that is able to connect to (exchange
information with) other software on the same system or another system is called
a daemon. Usually, the daemon listens on a specified IP address and port;
Domino Web Access uses port 80, which is the default HTTP port. A server
normally has many daemons running at the same time, such as the ftp daemon,
telnet daemon, and so forth. Through these daemons, another system can
connect to the server and exchange information.

Daemons have two categories: those started by the root user; and the rest,
which are started by other users. The daemons started by root listen on ports
below 1024. Minimizing the number of daemons run by root is an important step
in securing your server. After the installation of Linux, there may be many ports
open by default, depending on what the administrator chose to enable during the
installation. To increase security, as well as performance, you should stop
daemons that you do not need.

In Table 6-1, we explain some of the frequently used services available for Linux.
On a Domino server, you will not need to run many of these daemons. In the
table, the column labeled Enable? indicates whether we recommend this
daemon for a Linux Domino 6.5 server.

Tip: You can always enable a service, such as ftpd, when you need to
transfer files and then disable it when you are done.

Table 6-1 Linux daemons

Name of the | Enable? | Observations Port
service
crond Yes It runs user-specified programs at periodically N/A
scheduled times. It it useful for log rotation, for
example.
ftpd No This is an FTP (file transfer protocol) daemon 21

common on SUSE. Use it to move files from one
server to another. You can use the scp command
with an SSH shell.

gpm Yes It adds mouse support to a text console. N/A
httpd No Linux Web server. 80

ipchains No Firewall tool. N/A
iptables No Firewall tool. N/A
keytable Yes It loads the selected keyboard map. N/A
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Name of the | Enable? | Observations Port

service

kudzu No This runs a hardware probe akin to plug and play. | N/A
After you install your server hardware, you can
turn this off.

Ipd No Print daemon. 515

network Yes Activates and deactivates all network interfaces
configured to start at boot time.

nfs No A file sharing protocol across TCP/IP. 2049

sendmail No An SMTP server. 25

snmpd No A management protocol. You should enable this | 161
daemon only if you have implemented SNMP.

ssh Yes A secure shell for remote administration. Use itto | 22
remotely administer the server from a shell.

syslog Yes The facility by which many daemons log N/A
messages to various system files.

telnet No A shell for remote administration. Use SSH for 23
secure remote administration.

wu-ftpd No An ftp (file transfer protocol) daemon. It can be 21
used to move files from one server to another.
Alternately, you can use the scp command within
an SSH shell.

xfs Yes The X Font Server. N/A

xinetd Yes Runs other daemons on demand. N/A

Starting and stopping daemons

Starting and stopping daemons can be done by logging in as root to KDE and
launching the SysV - Init Editor by selecting Start Application — System —
SysV Init Editor on Red Hat Advanced Server 2.1. (See Figure 6-1 on
page 210.). The ksysv tool, which that menu selection actually runs, was not
installed by default on our UnitedLinux server. One of the strengths of UNIX-like
operating systems is that you can do just about everything from the command
line if need be, including starting and stopping daemons. Most variants of Linux
(including UnitedLinux) have small scripts that are used at boot time to start
services. These can also be run after the system has been brought up
successfully. These can be found in /etc/init.d, and they accept certain flags,
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such as start and stop. So, to stop sendmail, for example, as root you can run the
following command to shut down sendmail:

/etc/init.d/sendmail stop

Eile Edit Tools Settings Help
R AC
Available Runlevel 0 Runlevel 1 Runlevel Z Runl R Runlevel 5 Runlevel &
R Start Start Start Start Stant Start Start
Mame [« | Mo Mame Mo, MName Mo, MName|®| | Mo Mame|®| | Mo MName Mo, Mame|®| | Mo, Name
B4 S s Enrewallzfinal | (20 [ hait 07 @ hotplug (01 @) isan 01 @ daming_| 1 [§ doming_| 20 [ rebaat
S s ETrewallz init — 10§ fhset 01 @ perso| 01 (@) iscn 01 (@ isdn
4%k SuSEfirewall2_set ) ked 01 () rando 01 perso 01§ perso
5 asasound 1L () splash |02 ) dualc 01 @ rando 01 @ rando
. 20 @ single 05 [ networ— 02 (@ duaicg 02 (@ duslcg
{-f atd 06 (@ sysiogg] 05 (@ networg 05 @ networgy
o Y M 1 Y €1 M LY [T
% hoo
5;} bootclock Stop Stop Stop Stop Stop Stop Stop
5;} boot.crypm Mo Hame i) MName ) rame|®| | Ho Mame|®| | Mo MName i) Mame|®| | No Mate
5;} bUUt.\dedma bz [ single 01 ) perso 0L [ persar)_| 01 (@ persor_|
o t. i [~ 11 [ splash (01 [ splash— |31 (] splash 01 (7 splash
~ hodtipcantig = 12 (7] fhset 11 il cron 11 @ cron 11 [{) cron
%_ 15 (@) hotplug (11 @) splashl | {11 @) nsce 11 (3 nscd
- 12 [ alsaso |11 (@ splash— 11 (@ splash—
12 [l et =] 1z alsasor] 11 (7 xadm =]
: 3 N 1 X €1 W B E1 D) [T 11w
i [
|[? \ Show Runlevels: [ 0K 1K 2X 3X 4% 5X 6

Figure 6-1 SysV Init Editor

210

Runlevels and services

Before using the SysV Init Editor you should first understand runlevels. Windows
really has only two runlevels: Recovery and Normal. Recovery is only used when
there is a problem with the system. Most of the time Windows runs in Normal
mode.

Linux usually has six runlevels. Runlevel O (zero) is used to shut down the
server; runlevel 6 is used to restart the server. Runlevel 1 (Single user mode) is
used like the Windows recovery mode. Most systems normally run at runlevel 3
(command line) or runlevel 5 (X-Windows).

The top row of boxes in Figure 6-1 shows the services that start when the system
enters each runlevel, and the bottom row of boxes shows what services will be
stopped when the system enters that runlevel.

Note: A service should not appear in both the Start and Stop boxes for a
runlevel.
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To stop or start a service, click on the service (see Figure 6-1 on page 210) and
then go to the Service tab and click the Start or Stop button (see Figure 6-2).

To prevent a service from starting when entering a runlevel, drag and drop the
service from the runlevel to the Trash can.

To start a service when entering a runlevel, drag and drop the service from the
Available Services list to the Start box of the appropriate runlevel.

To stop a service when entering a runlevel, drag and drop the service from the
Available Services list to the Start box of the appropriate runlevel.

Entry Service |

Description:

Mo description available.

— Actions
Edt | [ stat ][ stop ][ Restant |

| ............. OR | | Cancel |

Figure 6-2 Start or stop a service

Showing running daemons

To see what daemons are listening (accepting connections) on your server, log in
as root and issue the command netstat -a | grep "LISTEN " as shown in

Figure 6-3 on page 212. In this way, you can always check to see if your
daemons are listening.

Note: Linux is case-sensitive, so LISTEN must be uppercase in this example.
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dwalinux@itsorhas21:~

Eile Edit View Terminal Go Help

tep 0 0 *=:32768 i
tcp 0 0 localhost:32769 L
tep 0 0 itsorhas21:2050 L
tep 0 0 *:1352 R
tep 0 0 *:sunrpc L
tcp 0 0 *:http L
tep 0 0 *=:x11 L
tcp 0 0 *:ssh L
tep 0 0 *:smtp L
tcp 0 0 localhos:x11-ssh-offset *:%*
tep 0 0 localhost:6011 L

[dwalinux@itsorhas2l dwalinux]$ D

[dwalinux@itsorhas2l dwalinux]$ netstat -a |grep "LISTEN "

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

Figure 6-3 netstat -a | grep "LISTEN " command output

6.2 Linux administration

Linux administration is another vast topic that is beyond the scope of this book.
There are, however, some concepts that we believe will benefit anyone trying to

administer a Domino Web Access server.

6.2.1 Scripting

In this section we describe how to create a shell script. Shell scripts are a

powerful method by which to customize your Linux server. As an example, we
create a simple script. This script will erase the log files that are more than two
months old. Example 6-2 gives the actual code.

Note: Each shell has its own syntax for scripts. The scripts we created are

made for the BASH shell.

Example 6-2 Log eraser

#!/bin/bash
## Log eraser ##

LPATH=/var/log
NR_OF_DAYS=60
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for i in 'find $LPATH -atime +$NR_OF_DAYS'
do

rm -f $i

done

» The first line #!/bin/bash tells the environment that the script will run. This
line is to be treated as is and should not be modified.

» The sixth line sets the variable LPATH to equal /var/log, and the seventh line
sets the variable NR_OF DAYS to 60. We recommend that you use variables
because it makes it easier to debug your script.

» $LPATH and $NR_OF_DAYS indicate that you wish to use the value of the
specified variable.

» find $LPATH -atime +$NR_OF DAYS searches in the /var/log directory for files
that are older than 60 days.

Note: For more information about find consult the man page: man find.

» Nextis a for loop. For every value of i, we will run the command rm -f §$i
which will remove every file specified by the value of i.

» Lines that start with a # are comments but there are special cases, such as
the first line or the comments utilized by the chkconfig command.

Save the file as log_erase.sh. We recommend that you create a directory, such
as /scripts, in order to keep your scripts in a single location. To be able to
execute the script, you have to modify the rights of the file. Run the command
chmod 700 /scripts/log_eraser.sh. You will be the only one who can read,
write, and execute the file.

Tip: The 7 in the chmod command comes from adding the numerical values of
the read(4), write(2), and execute(1) permissions together: 4+2+1 = 7. The
two zeros in the chmod command indicate that the group and the world (all
other users) have no rights to the file. This parallels the division of file
permissions described in “File permissions” on page 206.

To run the script, you would type /scripts/log_eraser.sh if you placed the file in
the /scripts directory.
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Attention: This script is intended primarily as an example that can be adapted
to other situations. Although it works, you might want to consider a more
sophisticated algorithm for the management of your log files, or use the built-in
logrotate daemon.

6.2.2 Remote administration
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Linux servers can be administered remotely and there are many software
programs available for this. VNC is one of the more popular.

VNC

VNC is remote-control software that can be used on a Linux server. You can
download the VNC tool, as well as obtain more information about it, at:

http://www.realvnc.com/

VNC may already be installed on your system. On our Red Hat Advanced Server
system, VNC was installed with the OS and put in /usr/bin. On our UnitedLinux
system, the binaries were found in /ust/X11R6/bin. If you do not have VNC
installed, grab whichever package version you prefer (tar or rpm) from the Web
site, and install as root. Using the tar file format, you can execute:

tar zxvf vnc-<version>-x86_linux.tar.gz

where <version> is the VNC version you downloaded. This should create a
vnc_<version> directory that will contain the necessary files. To install them to a
general location that most users can access (for example, /ust/local/bin), it
comes bundled with an install program that can be used to install the files in the
proper locations. Execute:

vncinstall /usr/local/bin /usr/local/man
This installs the VNC binaries to /usr/local/bin, and the man pages (help files) to
/usr/local/man. If you want to use the Java VNC viewer tool, you also need to

copy the Java classes to a location that the binaries can find. The viewer will look
for the classes in /usr/local/vnc/classes by default, so create that directory:

mkdir /usr/Tocal/vnc/classes
then copy all of the classes you unpacked from the tar file to the new directory.
From within the vnc_<version> directory:

cp classes/* /usr/local/vnc/classes/

For more detailed information about installing, refer to the README file included
with the VNC distribution.
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To start the server, run vncserver from a shell. This prompts for a password to
be used when connecting from another machine. The machine name and the
windows number will be displayed (Figure 6-4).

ﬁ + Shell - Konsole ; . K
_Sgﬁion Edit View Settings Help

Menu}

T § £ local fnotesdata # whoserwver -

Mew 'H' desktop iz linux:l

Starting applications specified in Aroots,wnocdxstartup
Log file iz froot/.wncdlinux:l, log

linux:/local/notesdata # [ ]

[«]r]

e oy | [ e

Figure 6-4 Starting VNC server on Linux

To connect to the VNC server, run the VNC viewer on your client and enter the
hostname:window (see Figure 6-5) and click OK. Enter the password when
prompted.

Connection details |

w_ WML server IIinu:-t:1 ﬂ
Use host:display Cancel |
£.0. snoopy2 .
(Display defaults to 0 i not given) _DPYONS... |

Figure 6-5 VNC viewer

This opens a session to the VNC host and gives you a root shell to use as you
please. For more information about securing VNC sessions with SSH, see the
article “Making VNC more secure using SSH” at:

http://www.uk.research.att.com/archive/vnc/sshvnc.html
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6.3 Domino security

In general, the principles of Domino security are the same from platform to
platform. This section provides an overview of initial options available for
securing a Domino server.

6.3.1 Domino 6.5 server document
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After you have set up the server, open the Domino Directory (names.nsf) and
review the server document. This document controls myriad server functions,
including security.

The Security tab contains settings such as the following (and others):

>

Access server: The default is blank. At the very least, enter the organization
name used during setup, which in our case was */1TS0. This helps to ensure
that only those to whom you have issued an ID can access the server.

Tip: You can add other domains to the Access Server field after you have
added the appropriate cross-certification. Remember that a Domino server
will not be able to authenticate a user or server from a different
organization unless it has a cross-certificate.

Check passwords on Notes IDs: The advantage of enabling this feature is
that when users listed in the Domino Directory lose their Notes ID, they will be
able to change the password on the backup Notes ID and prevent the lost ID
from accessing the Domino server. The disadvantage is that, as with many
security options, it slightly increases the overall administrative burden.

Create new databases: Enter individual names or, preferably, create an
administration group and enter the name of the group. If you leave this field
blank, anyone who can access the server can create new databases.

Create replica databases: Enter individual names or, preferably, create an
administration group and enter the name of the group. If you leave this field
blank, no one can create new replicas.

Important: If the Create new database field is empty, it means that anyone
can create new databases, but if the Create new replica field is blank, it
means that no one can create a new replica.

The Ports - Internet Ports tab contains settings for the following:

»

On the Web tab, you can redirect HTTP to SSL after you have the SSL
certificates in place. The same is true for the Directory tab and LDAP, as well
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as the other listed services. All of these services can be redirected to SSL
when the SSL certificates are in place.

The Internet Protocols tab contains numerous options for Web access. Consult
the appropriate Lotus documentation for details.

Tip: If you are using a Lotus Notes 6.x client on a Windows machine, you can
click and hold the mouse to view pop-up help on many items in the server
document.

6.3.2 Database ACLs

You should review the ACLs of at least the following databases: names.nsf,
admin4.nsf, and certlog.nsf.

» Set the Default entry to No Access. By doing so, you will force both Notes and
Web clients to authenticate. With Default set to No Access, you do not need
to add an Anonymous entry.

Attention: For databases where Default is not set to No Access, you
should make certain that there is an Anonymous entry set to No Access
unless you specifically wish to allow anonymous access, such as with a
Web home page or a Web registration database.

» Assign an appropriate User Type to each entry. Make certain to differentiate
Person and Server, as well as single (Person or Server) and group entries
(Person Group or Server Group). A wildcard entry should be treated as a
group.

» Consider using Enforce a consistent ACL for the Domino Directory
(names.nsf) and Administration Requests database (admin4.nsf). This will
help ensure that only the appropriate administrators make changes to these
databases. Enforce a consistent ACL across all replicas also applies to
databases that users replicate to their local machines. Therefore users
cannot access locally data that they could not access on the server.

You must be careful with this option because if you accidentally omit the
rights to access the database, it cannot be bypassed by accessing the
database locally.

See the Lotus Domino Administration 6.5 help database for more information
about using this option and about its limitations.

» Further Domino system control over databases can be managed through the
Security tab of the Server document. From there you can assign additional
administrative privileges over databases. The added database access these
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settings can have should be taken into account when configuring database
security. Special attention should be given to the Full Access administrator
field if Full Access Administration is being used because it can bypass all ACL
settings, including Enforce consistent ACL.

» In order to delegate administrative access to a database based on
pubnames.ntf, an administrator will want to look at implementing the
Extended ACL (also known as the xACL). This enables you to further restrict
access to a database down to the field level. See the Lotus Domino
Administration 6.5 help database for more information about xACL.

You should also consider the ACL of log.nsf because quite a bit of information
can be gathered from the logs. However, you should balance the need to secure
the log.nsf database with the need for Domino administrators and developers to
view it. One solution is to set the Default entry to No Access, add a group with
Manager access for administrators, and either add your organizational unit, for
example */DWALinux, with Reader access or else add a second group for
developers and others. Whether the additional overhead of maintaining a second
group for developers and others is worth the hassle depends on the location of
the server (Internet, intranet, or internal) and the level of logging. Any server not
located behind one or more firewalls blocking Internet traffic should be held to
much more stringent ACL settings than internal servers.

6.3.3 Notes.ini settings for Domino administration
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There are a number of notes.ini variables that help with security as well as
administration. While setting these will generate useful information in the log.nsf
database, remember that all logging comes with a performance price. Only use
the level of logging required for the server.

» log_replication: As with all notes.ini settings, you can add this directly to the
notes.ini by adding the line:

log_replication=1
Or you can issue the following command from the Domino console:
set config Tog_replication=1

A value of 1 provides a summary of the replication after it finishes. A log level
of 2 is useful when you prefer to know the specific types of changes that were
replicated (data, ACL, view design, and so forth).

» log_console: This is set to either 0 or 1. A value of 1 records commands
entered at the console.

» log_sessions: This is set to either 0 or 1. A value of 1 records each user
session and therefore generates many log entries.
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» log_agentmanager: This is set to either 0 or 1. A value of 1 records the start of
agents in the log, which is quite useful for troubleshooting.

» log_mailrouting: A value of 20 is normal, although 10 can be used to record
minimal information. A value of 30 or 40 should only be used temporarily
while troubleshooting a specific mail routing problem.

Important: The notes.ini file must have a blank line at the bottom.

More details about Domino security are in Lotus Notes and Domino R5.0
Security Infrastructure Revealed, SG24-5341.

6.4 Domino Web Access 6.5 security

Domino Web Access sessions have very specific security features and
considerations. As these sessions are HTTP traffic, an administrator can choose
to have users log in to the servers using SSL, for example. We explore some
additional ways to make Domino Web Access more secure.

6.4.1 Encrypted mail support

Domino Web Access 6.5 introduces encrypted mail support for its users. By
storing their Notes ID within their mail file, users can send and read encrypted
mail messages. To enable, the administrator must edit the Configuration Settings
document and select Enable in the Encrypted mail support field on the Domino
Web Access tab. In order for Domino Web Access users to actually be able to
encrypt or sign their mail messages, however, they first must make some
changes within their user preferences. This can be accomplished through the
following steps:

1. Log on to the mail file via a browser.
2. Select the Preferences button in the top right of the DWA session.

3. On the Security tab, check to see whether the mail file contains the Notes ID.
(See Figure 6-6 on page 220.)
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b d Preferences - Mozilla

NEWVISaVE&CIDSE B E?
| il Change Intemet Password
Change...
2 Calendar

Hotes 1D management for secure mail features

Your Motes |D, & file that your administrator creates, allows you to decrypt, sign and encrypt
documents. Your Motes ID contains your name, security cedificates, and other information.
Delegation Your mailfile CONTAINS a Notes 1D

| Import Hotes 1D:

Security Imports & copy of your Notes [D file into your mail file.

[ %ou must import your ID to decrypt, sign and encrypt  Import Notes 1D
documents.

International

|

4+ Ardvanced Change Motes ID Password:
Change password on your Notes 1D, Change...

Figure 6-6 Security tab showing that the mailfile contains an ID file

4. If the mail file does not contain a copy of your ID, select the Import Notes ID
button. This opens a dialog box that enables you to browse your local system
for the ID file (Figure 6-7). Select it, enter your Notes ID password, and
choose OK. The Notes ID will be imported into the mail file.

/it Import Notes ID - Mozilla

Enter the path or select browse to continue importing your .,
. :

Prunt-’nutesidﬁwey.id Erowse... |

Please enter your Motes 1D password

Ixxxxxxxx

Ok Cancel

Figure 6-7 Import Notes ID dialog box
5. Select the Mail tab in the Preferences window, and the check boxes that

toggle signed and encrypted mail should now be available. These are greyed
out when there is no ID file present in the mail file.
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6. Select one or the other, or both, of the secure mail options (Figure 6-8) and
Save & Close the preferences.

x
L
Mew | ave & Close | X ? |
HMail This mail file helongs to: Shane Kilmon/DWALinux
A Eder Sending
; save sent mail Default Editor
Lt " plways keep a copy " Plaintext ¢ HTML
" Don't keep a copy Send message in this format:
Delegatian I HTML j
‘ Alvrays prampt
Security B :
Secure mail settings
Other I+ Sign mail that you send (Does not apply to e-mail sent while off-ling)
EEncrypt mail that wou send (Does not apply to e-mail sent while of-line)
+ Advanced

[~ Append a signature to the bottom of my outgoing mail messages

Figure 6-8 Check boxes to Sign and Encrypt all mail

The user should now be able to sign and encrypt mail messages.

Limitations for encrypted mail within DWA

There are some limitations with using encrypted mail in DWA. For example, if
you are using SSL connections, or are offline, you will not be able to send
encrypted mail. In addition, there are some differences between the secure mail
environment of a Notes client session versus a Domino Web Access session:

v

Domino Web Access cannot read S/MIME encrypted mail.

v

Recovery authority: Domino Web Access does not support recovery authority
unless it is already in the ID mailed to the user.

v

Imported Notes IDs: Notes IDs cannot be Smartcard enabled.

v

Cross certificates: Domino Web Access looks for cross certificates first in the
Domino Directory and then in the personal address book. In Domino Web
Access, you must create any required cross certificates in the Domino
Directory.
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» Multiple domains: If you are administering multiple domains, use Directory
Assistance for an Extended Directory Catalog.

» Offline: If you are using a directory catalog, you must enable it for encrypted
mail.

6.4.2 Secure logout

When closing out of a Domino Web Access session, it is always best to choose
the Logout button on the top right of the DWA session, rather than simply
closing the browser. Using the Logout option clears the browser cache and
closes the browser window for you. (See Figure 6-9.) Alternately, the server
administrator can choose to redirect DWA logouts to a different Web page. See
11.6.1, “Redirecting users to a Web page after logout” on page 382 for more
information about how to configure this feature.

Mozilla

EEiIe Edit  View Go Bookmarks Tools  Window  Help

v “}Home | WfBookmarks ¢ The Mozilla Organiza... ¢ Latest Builds

Do Web Acc
m mino™ We ess ‘x

To prevent subsequent unautharized access to your mail file, please allow the browser window to close. Also close any other
Domino Weh Access related windows you might have open.

If you are accessing the server using hasic authentication, the browser window remembers your authentication information. If
you do not close this window, future attempts to access your mail server from this browser window will use the authentication
information you previously entered.

If you do not let Comino Yeh Access close your browser window for you, please close the browser window an your own.

Close window

| [JavaScript Application] |

@ This window is going to be closed automatically.
Do you want to proceed?

| ok | | Cancel

Figure 6-9 Logout screen in Mozilla client

To control how much information gets deleted from the browser cache, Lotus has
provided a notes.ini parameter to enable the administrator to configure how
secure the logout actually is. To customize, set the following in the notes.ini:

iNotes WA LogoutScrubType=<value>
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From the Domino 6.5 Administrator Help, Table 6-2 shows the behavior of each
<value>.

Table 6-2 Parameters for logout scrub type

Value

Description

1

Deletes all URLs that begin with the mail file path. This is the best balance between Domino Web
Access performance and security. It does not affect caching used by other Domino or other Web
applications, nor does it affect caching of pages on the same Domino server or on other servers.
Examples of files deleted from the cache (in addition to those listed for type 0):

» Most list view and calendar view HTML top-level pages.

» The s_SessionInfo JavaScript page, which contains data about various preferences and
relevant Domino Web Access configuration settings. Includes various variants of the
current user’'s name (common name, abbreviated canonical name, full canonical name).

» The h_TOC JavaScript page, which contains information about the functional areas
available for current user and initial URL information.

» The s_Outline, which contains information about folder names.

Deletes all URLs in the cache that originate from the server hostname, except for URLs that

contain /iNotes/Forms6.nsf, the current Forms file (or iNotes/Forms5.nsf). The best balance of

performance and security when the user might access other pages in Domino databases on the

same server, or might access Domino Web Access and other reverse-proxied intranet sites that

might be cached (for example, linking to sites via QuickLinks in the Welcome page or through

document links in received mail). For pages accessed via reverse proxy, the server refers to the

Reverse Proxy server. Does not affect the performance of other Web sites the user might visit

after logout.

Examples of files deleted from the cache (in addition to those listed for types 0 and 1):

» Pages generated from any other Notes or non-Notes Web application on the server

» In areverse proxy scenario, pages generated from any other Notes or non-Notes Web
application on the same server or any other server that is reachable from a reverse proxy
server

» Domino view icons

Deletes all URLs in the cache that originate from the server hostname. Provides more security,
but affects Domino Web Access performance negatively for subsequent logons because all
cached static script and image pieces are deleted. Does not affect Web applications or pages
generated from other servers, so does not negatively affect performance of other Web sites the
user might visit after logout.

Examples of files deleted from the cache (in addition to those listed for Types 0-2) are URLs to
/iNotes/Forms6.nsf (or /iNotes/Forms5.nsf), as well as Domino Web Access static code pages,
images, and style sheets.

(Secure option) Deletes all URLs in the cache except for URLSs that contain /iNotes/Forms6.nsf,
the current Forms file (or iNotes/Forms5.nsf). The best balance of performance and security for
Domino Web Access, but may negatively affect the performance of other Web applications or
pages the user might be using.

Examples of files deleted from the cache (beyond those listed for type 0-2) are any external Web
pages loaded by the Domino Web Access Welcome page, or traversed to via Domino Web
Access or any other browser instance.
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Value

Description

(More Secure option) Deletes all URLs in the cache. Provides the highest security, but has the
greatest impact on Domino Web Access performance for subsequent logons because all
cached static script and image pieces are deleted.

Examples of files deleted from the cache (beyond those listed for all other types) are URLs to
/iNotes/Forms6.nsf (or /iNotes/Forms5.nsf), as well as Domino Web Access static code pages,
images, and style sheets.

(Default) Best for subsequent Domino Web Access performance. Deletes all URLs that begin
with the mail file path, except those that have a strategically placed KeeplnCache (&KIC)
argument. This argument marks page pieces that contain mostly design. Keeping these pieces
in the cache offers a significant performance improvement when next using Domino Web
Access.

Examples of files deleted from the cache:

» Parts to a MIME message retrieved via a separate URL

» Attachments opened when not using the Domino Web Access control

6.4.3 Additional security considerations
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There are a number of client-side security factors with Domino Web Access
similar to those of a standard Notes client. In addition to our previous logout
discussion, physical security of your machine is critical (do not leave your
browser session logged in while unattended, lock it down with Kensington lock or
similar device, and so on.). Local (Offline) databases should be encrypted, and
Domino Offline Security policy documents should be established. For more
information, see Chapter 8, “Linux Clients for DWA 6.5” on page 263.

Finally, we must discuss the issue surrounding security liabilities that come from
utilizing a browser itself as a client. By using browser client technologies as the
main method of communication with the server, there is the increased potential
for users to be subject to malicious code in the form of JavaScript, Java Agents,
Active-X controls, and the like. To prevent bad agents/code from being triggered
by the clients, Domino Web Access by default has an Active Content Filter in
place that parses the HTML content of every mail message and rewrites it prior
to having it display in the browser. This can affect server performance, so we
have a notes.ini flag that enables you to disable it if you so choose. To disable
the Active Content Filter, set:

iNotes WA DisableActCntSecurity=1

in the notes.ini, and restart HTTP. Setting this parameter to 0, or commenting out
or deleting the line in the notes.ini will re-enable the filter.
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6.5 Domino 6.5 administration

In this section, we highlight the use of the Domino Web Administrator Client.
Although it is browser-based, the Web Administrator closely parallels the
functionality of the native, windows-based Domino Administrator client. This new
feature provides Domino administrators using a Web browser with much, if not
all, of the functionality available with the Domino Administrator client.

We then discuss the new Domino Console, which is a separate
console-controller pair, implemented with Java, that enables an administrator to
work with a server even when the Domino Server is not responding.

6.5.1 Domino Web Administrator

The Domino Web Administrator is managed by the HTTP task. The first time this
task starts, it automatically creates the webadmin.nsf database if it does not
already exist. Default access to this database is permitted to all server
administrators and full server administrators as defined in the Domino 6.5 server
document under the Security tab. Administrators added to the server document
are updated to the webadmin.nsf Access Control List by the HTTP task.

Note: Refer to the Domino 6.5 Administration Help for detailed instructions for
administering the Domino server.

Domino 6.5 Web Administrator requirements
The requirements for using the Web Administrator are listed below.

Software requirements
To access the features of the Web Administrator, you need to have the following:

» Web browser
— MS Internet Explorer 5.5 or 6.0 on Windows 98/NT4/2000/XP

— Netscape 4.7x on Windows 98/NT4/2000/XP or Linux (RedHat 7.2 or
SUSE 7.2)

» Domino 6.x Server

Domino tasks

The Domino Server must be running these tasks to support the Domino 6.5 Web
Administrator:

» The Administration Process (AdminP) on the same server

» The Certificate Authority (CA) on the same server or another Domino 6.x
server in order to register users
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» Web server (HTTP)

Note: The process of registering users also requires the migration of the
Notes certifier to the Certificate Authority process. Refer to the Domino 6.5
Administration help database for more information.

People & Groups tab

Figure 6-10 illustrates the administration functions available to the administrator
from a browser, including the Tools pull-down menu for user registration and
group creation.
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Figure 6-10 Domino Web Administrator: People view

In the People view of the People & Groups tab, you can see the registered users
of your Domino domain. You can register, move, and delete users using the links
in the Tools pane located on the right side of the window.
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Figure 6-11 shows an example of the user registration window. In this window,
you enter the basic information about the user and then register the user in the

Domino Directory.
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Figure 6-11 Domino Web Administrator: Register users
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In the Groups view of the People & Groups tab, you can see all of the groups in
your Domino Directory. Each group has a type, which can be mail,
access-control, deny list, server only, or multi-purpose group. You can administer
groups using the view buttons and the links in the Tools pane.
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Figure 6-12 Domino Web Administrator: Group view
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The Domino Web Administrator enables a Domino administrator to work with
Mail-In Databases, Policies (both explicit and organizational), Settings, and

Certificates.
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Figure 6-13 Domino Web Administrator: Policies view

Domino Administrators can create policies and, using an established hierarchy,
automatically distribute those policies across a group, a department, or an entire
organization. The use of policies makes it easy for administrators to establish
and maintain standard settings and configurations. It also automates redundant

administrative tasks.
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Policy-setting documents organize settings by administrative function. The
settings in these documents determine defaults, configuration, and rules that are
applied to users or groups using Policy documents. Although policy-setting
documents define the default settings for users, there is no vehicle for assigning
policy settings, except by using a Policy document. Policy-setting documents are
also where you control inheritance or enforcement of parent settings.
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Figure 6-14 Domino Web Administrator: Settings view
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The Certificates view enables you to view and administer the certificates used to

authenticate users.
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Figure 6-15 Domino Web Administrator: Certificates view

Chapter 6. Security and administration 231



Files tab
The Domino Web Administrator provides file-level access to the operating
system to the Domino administrator using a browser. The file-level view begins in
the Domino data directory and includes all subdirectories of the data directory.
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Figure 6-16 Domino Web Administrator: Files view

On the Files tab, you can see and manage Domino databases and templates, as
well as folders and links. You can perform many database-management
operations in this view, including compacting, signing, and managing database
ACLs, and viewing available disk space. These functions are all available via the
Tools pane.
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6.5.2 Server tab

On the Server tab, the Domino Web Administrator provides the Domino
administrator with the ability to:

» Review several forms of server status
» Analyze server activities
» Review server statistics
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Figure 6-17 Domino Web Administrator: Server status view
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From the Server status view, you can see the status of different elements of your
Domino environment. These elements include:

» Server users: Shows who is using your Domino server

» Database users: Indicates which databases are being accessed on your
Domino server, and by whom

» Quick Console: Enables you to issue console commands to the server
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» All server tasks: Shows a list of server tasks that are active

» HTTP statistics: Shows various statistics about your Domino Web server
(example statistics page shown in Figure 6-17 on page 233)

» Schedules: Displays schedules for programs, agents, mail routing, and
replication

» Operation system statistics

You can perform several tasks by using the links in the Tools pane, including
replicating databases and shutting down and restarting the Domino server.
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B |

B

ﬁNetsca{Je itsore .(nutes@\lsure‘ a
& (The GIMF)

The Server analysis view provides various representations of information
regarding databases, mail routing, replication, logs, and administration requests.
See Lotus Domino Administration help for more information about data analysis.
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The final sub-tab of the Server tab is the Statistics tab, which shows voluminous
statistics about processes running on your system. These statistics include
information about agents, databases, HTTP, mail, and the server in general.
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Messaging tab

The Domino Web Administrator provides the administrator with the ability to
manage every aspect of enterprise mail management from a Web browser.
These tasks include:

» Mail server tasks
» Mail routing activities and events
» Mail reports

Chapter 6. Security and administration 235



Within the Messaging tab, you can manage the mailboxes on your server, check
mail routing, monitor the logfile, run reports on various messaging usage criteria,
and use the Tracking Center tab to track messages. In Figure 6-20, you can see
the Mail server tasks and the status of our Domino server.
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Figure 6-20 Domino Web Administrator: Messaging mail view
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Replication
The Domino Web Administrator enables the administrator to control and manage
the following replication activities:

» Replication tasks
» Replication schedules
» Replication events
» Replication statistics
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Figure 6-21 Domino Web Administrator: Replication view
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Configuration

The Domino Web Administrator provides the ability to control and modify several
Domino server configuration options. The following configurations are available:

Directory functions
Web configuration
Server monitoring
Cluster management
Miscellaneous
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Figure 6-22 Domino Web Administrator: Configuration view

One of the views available through the Configuration tab is the Current Server
Document, which is shown in Figure 6-22. It provides access to your Domino
server document, which contains many of the settings that define how your

server operates. These settings include:

» Basic information, such as the server name and the host name of your server
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» Security settings

» Internet protocols such as settings for the HTTP task and Domino Web
Engine

» Mail routing
» Transaction logging

6.5.3 Domino Java Console

The Domino Console provides real-time interaction with the Domino Server and
is often the fastest way to see what is happening with a server.

The advantage of the Domino Console feature is that, unlike the Windows
version of Administration client, you can connect to the server Domino is installed
on, even when the Domino server is not responding.

To launch the Domino console, do the following:

» On a Linux system running X-Windows, issue jconsole from a shell
command prompt. If you have not added the Domino executable path to your
PATH environment variable, you must specify the full location, which is
/opt/lotus/bin by default.

» On a Windows machine with the Administration client installed, launch
Jjconsole.exe. This executable is located in the Lotus Notes Client program
directory.

After the Domino Console launches, you can connect to a new server by File —
Connect Controller (Ctrl-O). You can connect to any Domino 6.x server that has
been the Domino Server Controller running. If you have previously connected to
a server with this console, you can click the multiple server icon and select it from
the list. In the prompt box, enter your Notes name (or shortname) as your
username and your Domino HTTP password in the password field. For a new
server, type the name in the server; otherwise, select the server from the
pull-down list.
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240

Table 6-3 identifies some of the common commands you can use from the
console; these commands also work from the Web admin quick console.

Table 6-3 Common Domino Console commands

Domino Console command
(abbreviation)

Description of the command results

show users (sh us)

Shows the users connected to the Domino
server.

show tasks (sh ta)

Shows the tasks currently running.

show cluster (sh cl)

Shows how the cluster is performing and
current connectivity to cluster members.

show config servertasks

Shows the current value of the servertasks
notes.ini entry. You can use show config to
display any notes.ini entry.
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Domino Console command
(abbreviation)

Description of the command results

set config servertasks=

Replaces the existing server tasks notes.ini
entry with the values you specify after the

equal sign. The values you specify replace
the existing ones (they are not appended).

load replica

Loads an instance of the replicator that
remains until you reboot the server. Any
load command without options loads
another permanent instance of the task
while a load command with options (see the
next example) runs, then quits.

replicate itsoredhat/ITSO names.nsf
(rep itsoredhat/ITSO names)

This causes the current server,
itsosuse/ITSO in our case, to replicate the
specified database, names.nsf, with the
specified server, itsoredhat/ITSO. You must
use the full hierarchical name of the server.
When replication finishes, the replicator will
quit.

show stat server.users

Displays the specified Domino statistic.
There are hundreds of statistics; consult the
event4.nsf database for a description of
each statistic.

restart server (res s)

This restarts the Domino server. If issued
from the Web admin quick console, you will
not be able to view the restart. If issued from
a client connected via the new controller,
you can monitor the restart process.

Commands are entered into the Domino Command area at the bottom of the
Domino console. For frequently used commands, you can click the Command
button and select from a pre-defined list. Optionally, you can click the arrow to
the right of the Command button and create a customize command list.

To record a customized command:

1.

o &~ b

Click the arrow to the right of the Command button and select Customize.
In the Make a Custom Command dialog box, enter the desired command.
Click Add to add the command to your list.

Repeat Steps 2 and 3 until you have entered the commands for your list.

If you make a mistake or want to remove a command, highlight the command

in the Make a Custom Command display and click Remove.
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6. Click Save to save and exit the dialog box.

In addition to Domino commands, you can also send Shell commands if you
have the appropriate access. Refer to Help — Help Topics available with the
Domino Console, or the Lotus Domino Administrator help, for more information.

6.6 Converting mail files to Domino Web Access 6.5
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Use the Domino Administrator Console and the mail convert utility to convert mail
files to the new Domino Web Access 6.5 design.

Syntax: load convert [-r] [-u]filename OldDesignName NewTemplateName

» The -r switch indicates that the change should be done recursively in
subdirectories.

» The -u switch upgrades the custom folder design of all mail databases in the
subdirectory of the Notes data directory to the Inbox design.

» StdR60Mail represents the old design name. This example replaces all mail
files in the data\mail directory that have the earlier design called STDR60Mail
with the new design that is contained in iNotes6.ntf.

Another example shows us how to migrate all users in the mail/ directory:

load convert mail/*.nsf * iNotes6.ntf

Attention: Be sure to type the name as it is shown, because it is case
sensitive.

This example replaces the design of all files in the data\mail directory with the
design in iNotes6.ntf. The name of the previous design does not matter. When
you are finished converting mail, send users an upgrade notification message.

Important: When you use a wildcard character, such as an asterisk (*), to
specify which files to upgrade to the Notes 6 mail template, be sure that all
databases in the directory (and, if specified, subdirectories) are mail files.
When you use a wildcard character, Lotus Domino replaces the design of all
databases specified by the wildcard character with the specified template,
such as the Notes 6.5 mail template. If you replace the design of a non-mail
database with the Notes 6.5 mail template by mistake, you can use the mail
conversion utility by to restore the original design and then specify the correct
template.
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Finally, we recommend that you compact and archive all mail databases before
you start converting your users. After you have converted your users to Domino
Web Access 6.5, rebuild all views to make sure they are up to date. Table 6-4

shows the server console commands you can use to perform these operations.

Table 6-4 Commands related to compacting and converting mail files

Command Description

load compact -a mail/* Compact and archive databases in the mail
directory.

load convert mail/* * iNotes6 Convert all databases in the mail directory to
the iNotes6 template.

load updall Rebuild views in all the databases on this
server.
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Configuration and tuning

This chapter discusses some ways to configure and tune Domino Web Access
6.5. We begin with some Linux OS considerations and follow with ways to modify
the behavior and performance of Domino Web Access itself.

Many existing references are available that cover overall Linux OS tuning, so we
only focus on a few of the most relevant parameters for tuning Linux. We also
discuss items that are necessary for the proper operation of Domino and Domino
Web Access.

Some good resources for more detailed information on Linux OS tuning are
available through each of the following sites:
» Linux Documentation Project Web site

http://www.tldp.org/
» Linux Performance Tuning Web site

http://Tinuxperf.nl.linux.org/
There are also a number of comprehensive articles about Domino configuration
on the Lotus Developer Domain Web site at:
http://www.lotus.com/1dd/today.nsf

Within the Lotus Developer Domain site, you will find particularly relevant articles
in the Performance Perspectives section.
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Important: OS and application tuning is a very environment-specific art form.
What works best in one environment may not work as well in another. What
we cover here should be used primarily for guidelines and for awareness
purposes. Any extensive tailoring of a site-specific configuration has to be
done based on that site’s specific needs. We recommend some Best
Practices here, and also provide some insight into how the various tuning
items may affect the operation of Domino Web Access 6.5. This is to enable
administrators to make their own informed decisions about how best to
configure their servers.
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7.1 Configuring Linux tunable parameters for DWA 6.5

This section outlines changes you can make to your Linux kernel parameters to
customize it for proper operation of a Domino Web Access 6.5 server. Refer to
the redbook Lotus Domino 6 for Linux, SG24-6835, for more detailed coverage of
performance tuning of the Linux OS and Domino 6.

Red Hat Advanced Server 2.1 and UnitedLinux 1.0 are both enterprise-level
operating systems and, as such, have many tunable parameters increased to
levels that work for most operating environments. Domino 6.5 (and thus Domino
Web Access 6.5) is mainly concerned with the number of file descriptors
available to a process, the overall number of threads and processes that a user
can execute, and the stack size of a process. Some of the shared memory and
semaphore kernel settings can be modified as well, but the default settings are
usually acceptable in most environments.

7.1.1 Modifying file descriptor and thread limits

To begin tuning, determine the current levels for the tunables we are concerned
with.

1. First, run:
cat /proc/sys/fs/file-max

This shows the default maximum number of file descriptors that a process is
allowed to open. A file descriptor is a handle to a file that is used to do I/O
operations. On our Red Hat server within our test environment, the default
was 8192. On our UnitedLinux server, the default was 117963. The limit on
the SUSE server was quite sufficient (bordering on absurd for our purposes),
so we left that alone. The Red Hat server, however, we felt was low. On a
busy Domino Web Access server, you can potentially use a significant
amount of file descriptors. A file descriptor is consumed not only for each
open regular file, but other non-obvious, special files, such as network
sockets and I/O devices. A server running in a constrained file descriptor
environment may get Too many open files errors on the console.

To increase the limit of file descriptors on Red Hat Advanced Server, log in as
the root user and modify the file /etc/sysctl.conf (using a text editor), and add
aline:

fs.file-max = 65536

For UnitedLinux, you can modify the limit directly in the /proc hierarchy by
issuing the following command while logged in as the root user:

echo “65536” > /proc/sys/fs/file-max
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In this case, we chose 65536 somewhat arbitrarily. It is a sufficiently large
number so that we should not run out of file descriptors, but can also be
stored in an unsigned integer.

. Next, check the limit on the number of threads allowed across the system:

cat /proc/sys/kernel/threads-max

We advise having at least 8192 as the thread limit. On the Linux platforms,
threads are implemented as Light Weight Processes (LWPs) and, as such,
each thread under our various tasks consumes a process. So, with 60-80
threads for the server process, 128 threads for HTTP, 25-50 threads for
router, and so on, and including any other applications, OS processes, and
the like, it is clear that the number of threads/processes across the system
can be consumed rather easily if not planned for.

In our lab environment for this book, both servers had values greater than
8192, so we did not modify this limit. If you determine that you do need a
greater thread limit, on Red Hat Advanced Server, you can add another line to
sysctl.conf:

kernel.threads-max = 8192
On UnitedLinux, you can issue the following command:

echo “8192” > /proc/sys/kernel/threads-max

. Next, in order to take advantage of the new kernel settings, modify the default

limits in the user space by modifying the file /etc/security/limits.conf. To do so,
log in again as the root user and, using a text editor, add lines to the file that
follow this convention:

<user>softnofile65536
<user>hardnofile65536
<user>softnproc8192
<user>hardnproc8192

For this convention, <user> is the user who will run the Domino server. (In our
case, <user> was dwalinux.) This increases the limit for the Domino user for
the number of open files it can handle and the number of processes it can
consume.

To see the results of these changes, reboot the OS so the kernel
modifications are loaded, then issue the following command while logged in
as the user substituted for the <user> value above.

ulimit -a

. Edit the file /etc/fstab and add the noatime parameter to the options of the file

system (or systems) on which your Domino data directories reside. In this
example we use the /local file system. This disables tracking of the access
time, which is a value that Domino never uses, and increases performance.

/dev/sdab /Tocal ext3 defaults,noatime 1 2
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In this example, we added a command and the noatime parameter after the
existing defaults parameter.

5. In order for the changes to take effect, you must reboot the OS.

Note: Any number of other OS parameters could be tuned to optimize
performance for a Domino Web Access server, in particular file 1/0O buffers,
additional memory parameters, and TCP/IP buffers. Unfortunately, in our
environment we were unable to perform comprehensive benchmark testing
in order to isolate parameters that would give us the greatest impact. The
Domino Performance Team in Westford, Mass., under the IBM Software
Group Messaging and Collaboration development arm, is continuing work
on benchmarking performance results and intends to publish these in the
LDD Today “Performance Perspectives” section of the Lotus Developer
Domain (LDD). LDD Today is available at:

http://www.lotus.com/1dd/today.nsf

7.2 Domino Web Access configuration and tuning

Domino Web Access has many of the same configuration considerations, with
regard to performance tuning, as a standard Domino mail server. By this we
mean that in most environments Transaction Logging should be enabled,
multiple mailboxes can be beneficial, non-essential server tasks should be
disabled, and so on. There is a wealth of information available on overall Domino
server performance tuning in other redbooks (for example, redbook Lotus
Domino 6 for Linux, SG24-6835), and in articles on the Lotus Developers
Domain in the Performance Perspectives section at http://www.lotus.com/1dd.

As mentioned in the introduction to this chapter, we do not focus significantly on
overall Domino server performance tuning. Instead, we emphasize configuration
issues and settings particular to Domino Web Access 6.5.

7.2.1 Domino HTTP configuration

One of the main differences between Domino Web Access and a standard
Domino mail server is the fact that all Domino Web Access traffic is handled
through the HTTP stack. Accordingly, specific tuning for the Domino HTTP
server can be helpful in boosting DWA performance. Although the redbook team
was unable to perform extensive benchmarking tests to determine what settings
have the most impact on Domino Web Access on Linux, we want to discuss a
few particular configuration changes that may be worth exploring if performance
issues are seen.
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HTTP threads

By default our HTTP stack uses non-persistent connections for all browser
sessions. An HTTP thread receives a connection request from a browser,
handles the request, completes whatever was asked of it, then moves on to
whomever next needs service. This model is perfect for the type of traffic that
Domino Web Access generates. We allocate 40 HTTP service threads in
standard environments but allow administrators to modify this as needed. If
users are having difficulty establishing connections at peak times, the server may
benefit by increasing the number of service threads available to HTTP.

To increase the number of available threads, edit the Server document for the
DWA server. Select the Internet Protocols — HTTP tab, and under the Basics
section, increase the number of threads in the Number of active threads field. We
recommend modifying the value in increments of 10-20 threads to see how the
behavior is. Allocating additional threads increases the overall CPU consumption
of the task, especially at peak times. As the thread count gets higher, there will
be a diminishing return, such that your connection rates and response times will
not improve significantly, but you will still see an increase in the CPU busy rate.
HTTP service threads can usually handle a substantial number of requests per
second, and so a relatively small thread count can handle a fairly large number of
users. In most environments the thread count should not have to be increased
beyond 100 to 128 threads, while often much fewer suffice.

HTTP memory caches

Domino Web Access users pull their design elements from essentially two
locations: Forms5.nsf and Forms6.nsf in the iNotes subdirectory of the Domino
data directory. Design elements are cached by the Web server in order to
improve performance. We cache 128 elements by default, and this should be
sufficient for most purposes but can be increased if necessary. Monitor the
Domino.Cache.Design.Count, Domino.Cache.Design.MaxSize and
Domino.Cache.Design.DisplaceRate statistics, which can be seen by issuing this
command from the Domino server console:

show stat domino

If the Count grows close to the MaxSize, or the DisplaceRate grows, increase the
size of the design cache by editing the Server document and changing the value
in the Maximum cached designs field on the Internet Protocols — Domino Web
Engine tab.

The other memory cache to focus on is the User cache. Monitor the
Domino.Cache.User.Count, Domino.Cache.User.MaxSize, and
Domino.Cache.User.DisplaceRate statistics as seen by issuing the show stat
domino command.
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If the Count value nears the MaxSize value, the DisplaceRate grows, or both, the
administrator should increase the size of the user cache by editing the server
document and modifying the Maximum cached users field on the Internet
Protocols — Domino Web Engine tab.

7.2.2 GZIP network compression

Domino Web Access 6.5 introduces GZIP network compression as a technology
to reduce the overall network bandwidth and improve performance of Domino
Web Access sessions. This compression is enabled by default, though it can be
disabled either through a setting in the server document or through a notes.ini
setting.

The improvements gained through this compression are particularly noticeable
for dial-up connections or any type of slow network. There are a few notes.ini
parameters that govern how GZIP compression operates in your server
environment, including what data types to include or exclude from going through
compression.

Notes.ini parameters relevant to GZIP compression
» iNotes_WA_GZIP_Disable

This parameter governs whether GZIP compression will be used. By default it
is enabled (set to 0). To turn off GZIP compression for all sessions, add the
following line to the notes.ini and restart HTTP:

iNotes WA GZIP Disable=1

Note: This can also be controlled within the server configuration
document, via the Compress HTTP response data field under the Other
Settings section of the Domino Web Access tab. By default, the box will be
selected. To disable, uncheck the box, save the configuration document,
and restart HTTP. (See Figure 7-1 on page 252.)
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>

iNotes_WA_GZIP_Content_Types_Included

This parameter enables the administrator to specify elements of what
particular Content Types are compressed. By default, we compress all
elements with a Content Type of text/* and application/*. To modify what types
are compressed, add a line to the notes.ini:

iNotes WA GZIP_Content Types Included="image/gif;text/*;application/*”
This adds the image/gif type to the list of Content Types that get compressed.

Note: Domino Web Access compresses only those types that are listed in
the iNotes_ WA_GZIP_Content_Types_Included parameter, assuming that
it is set. If you set this parameter to be one type, such as image/gif, only
GIFs will be compressed. This overrides the default of text/*;application/*.
This also applies to the iNotes_ WA_GZIP_Content_Types_Excluded
parameter described below. The notes.ini parameter will override the
default values.
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» iNotes_ WA_GZIP_Content_Types_Excluded

This parameter enables the administrator to explicitly control what elements
are not compressed. By default, we do not compress elements with image/*
and application/pdf Content Types. To modify the list of Content Types to
exclude, add a line to the notes.ini:

iNotes WA GZIP Content Types Excluded="text/xml;image/*;application/pdf”

This example prevents elements of type text/xml from being compressed, in
addition to the default excluded Content Types.

Important: An important point to note is the precedence order of the Included
and Excluded parameters above. Domino Web Access checks for a match in
this order:

1. Exact Match in the Included parameter
2. Exact Match in the Excluded parameter
3. Wildcard Match in the Included parameter
4. Wildcard Match in the Excluded parameter

When a match is found, DWA stops checking and either compresses or not,
depending on where the match was found. Thus, explicit Content Types (for
example, application/pdf) take precedence over anything non-specific, such
as application/*.

7.2.3 Other Domino Web Access configuration settings

The Domino Web Access tab on the server Configuration document has a
number of settings that can affect the overall performance and behavior of the
server. We highlight a number of them here and describe some notes.ini
parameters that affect Domino Web Access behavior.

Alarms

The first area on the Domino Web Access tab that can affect server performance
is the Alarm section (see Figure 7-2 on page 254). The options in this section
enable the administrator to customize whether DWA users can choose to be
notified when a meeting, appointment, or other calendar entry is impending. The
default poll time is 5 minutes. You can either turn off the feature entirely or
increase the default length of time the DWA session polls to see if an alarm is
due. A slight performance gain can be seen if the default polling time is
increased. Turning the feature off entirely shows a larger gain, especially in
environments with a large number of DWA users, as it can reduce session traffic.
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Mail

The next section that can affect server performance is the Mail section. (See
Figure 7-3.) By default, DWA sessions poll the server to see whether there is new
mail in the user’s Inbox every 5 minutes. By increasing the interval for this poll,
the Administrator can decrease session traffic and see a slight gain in
performance overall on the server.

kdinirmurm mail polling time 3 minutes

when sending mail, zetformatto:  Letuser decide

. . . W
Mame resolution and validation: ' Enable

Figure 7-3 Mail section of server Configuration Settings document

In addition to the mail polling interval, this section enables the administrator to
either force users to send mail in plain text format, or allow them to choose plain
text or a rich text version (HTML). This setting on the Configuration document
corresponds to the notes.ini parameter iNotes_ WA_MessageFormat.

Setting this parameter to 1 forces the use of plain text. The default is 0.

Finally, this section also enables the administrator to specify whether users can
do ambiguous name resolution, which is essentially the same as type-ahead in a
Notes client. The main distinction is that in a Domino Web Access session, the
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name does not auto-complete as it can in the Notes client. The user has to either
press F9 or click the Check Name(s) icon that appears when you have typed
characters in one of the recipient fields (To:, CC:, BCC:).

There is also a notes.ini parameter, iNotes_WA_NameLookupMaxNumMatch,
that affects the behavior of this option, but it does not have a corresponding field
on this tab. This parameter is used to limit the number of names that will be
returned when a user attempts to validate a name. By default, we allow 200
matches to be returned, but this parameter can be used to change the value.

Other Settings

The final settings that can have a noticeable impact on server performance are
included in the Other Settings section, as shown in Figure 7-4.

Archiving on server ¥ Enable
Full-text indexing: ¥ Enable
tModification of Internet password: ¥ Enable
Calendar printing: ¥ Enable

Domina Web Access Adtivex file ¥ Enable
attachment utility:

Comprezz HTTP response data [ Enable

Figure 7-4 Other Settings section of server Configuration Settings document

These settings include:
» Full-text indexing

This field can be used to allow or prevent users from creating server-side
full-text indexes of their mail files. It is enabled by default, but an administrator
can save disk space and improve server performance by disabling this ability.

» Archiving on server

Archiving is also enabled by default. It enables users to create server-side
archive copies of their mail file, which can consume disk space and
processing power.

» Calendar printing

This functionality uses an Adobe PDF API on the server to convert calendar
entries to PostScript format and returns it to the browser in order to print the
entries. This is a fairly lightweight operation for single calendar entries, but
users can request for multiple entries, or entire calendar views, to be printed.
This can add load to the server if it is heavily utilized.
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» Compress HTTP response data

For a description of the Compress HTTP response data field and its
ramifications, see 7.2.2, “GZIP network compression” on page 251.

7.2.4 Additional notes.ini parameters for Domino Web Access
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This final discussion addresses remaining notes.ini parameters that can be set to
further tune Domino Web Access 6.5

Limiting shared memory

If you have more than 2 GB of physical memory, you should limit shared memory
to 1 GB in order to leave enough memory for other tasks. To constrain shared
memory, add these two notes.ini variables to your Domino server:

» ConstrainedSHM=1
» ConstrainedSHMSizeMB=1024

When your server is running well, you can consider increasing the size of shared
memory to 2048 or 3072. As the amount of addressable memory for 32-bit
operating systems is 4 GB, you should not set it higher than 3072 in order to
make certain to leave enough memory for other tasks. A single Domino partition
should never consume all of your system’s memory under normal circumstances.
However, if you begin seeing errors on the Domino console indicating that your
system may be running low on memory, these settings may help. For additional
information about this issue, we recommend that you review tech note
#1095911, which can be found on the IBM support site at:

http://www.ibm.com/support

Session Check parameter

One final tunable parameter that is appropriate to cover in this chapter is yet
another parameter that can increase session traffic to the server. By setting the
notes.ini setting iNotes_ WA_SessionCheck=1, each POST operation from the
browser will cause an additional request to be made to the server in order to
ensure that a connection is present. This is an option to help prevent data loss in
cases where a user is editing a DWA object but the connection to the server is no
longer there when the browser attempts to POST the change. So the session
traffic is increased in the name of data preservation.

There are a number of other parameters specific to Domino Web Access that are
covered in other chapters. For parameters that apply to Sametime integration
under Domino Web Access see 9.4, “Notes.ini parameters for Sametime
integration” on page 336. For notes.ini parameters that affect Domino Web
Access Administration, see 6.3.3, “Notes.ini settings for Domino administration”
on page 218.
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7.3 Performance comparison: Linux and Windows

The following results are from a recent performance study conducted by
Razeyah Stephen and James Powers of the Domino Performance Testing Team
in Westord, Mass., and presented at Lotusphere 2004. This performance test
represents a comparison between Windows 2000 and Linux on identical
systems, and illustrates two key performance advantages of using DWA 6.5 on
Linux:

» DWA 6.5 on Linux provided a better response time for a greater number of
users.

» DWA 6.5 on Linux allows for a greater number of users, with less CPU
utilization per user.

7.3.1 Specifications of test machines

Each of the machines used in this test represents an identical system running the
R6iNotes workload tool.

Configuration:

System COMPAQ Proliant DL580

o/s SuSE SLES 8 and Win2K Advanced Server
CPU (4) Xeon MP 1.4GHz

Memory 4Gb

Disk RAID (3) IBM EXP 300

7.3.2 Overview of results

Figure 7-5 on page 258 illustrates the response time in milliseconds per user with
DWA 6.5 on idenitcal systems running Windows 2000 and Linux. As you can see
from the results, it was possible to have a better response time on the Linux
system, even after adding an additional 1000 users.
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Figure 7-5 Response time in milliseconds

Figure 7-6 on page 259 shows the CPU utilization per user on each of the test
systems. The key message here is that Linux used less CPU per user than
Windows 2000, which ultimately allows for more users on the system with a
given CPU. For this test, CPU utilization reached 90% at approximately 3700 for
Windows 2000, versus at 4600 for Linux. This illustrates a significant benefit to
using Linux, because the CPU represents a primary hardware constraint.
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Figure 7-6 CPU utilization per user: Windows 2000 versus Linux
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Linux Clients for DWA 6.5

This chapter provides an overview of supported browsers for Domino Web
Access 6.5 and the DOLS (Domino Offline Services) client for Linux. In addition
to discussing Mozilla as a browser online, we provide a detailed approach to
installing and configuring the DOLS offline client on the Linux system. The DOLS
component is discussed in terms of both configuration and administrative
requirements on the server. Finally, we provide an overview of our results of
working with Mozilla 1.3.1 and offline DOLS configurations on several Linux
distributions.

It is important to note that Domino Web Access 6.5 is the first version of Domino
that provides offline services on the Linux platform. This is significant as it
addresses the strong demand within the IBM/Lotus Community to provide a
full-fidelity, Linux-based client solution for synchronizing and using your mail file
offline.
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8.1 Moazilla

264

Mozilla is one of the most popular browsers within the Open Source Community.
One of its strongest advantages is its broad range of cross-platform support. The
Mozilla browser is available for the following operating systems:

Linux

Mac OS X
Windows
AIX®

HP UX

IRIX
OpenVMS
0s/2

Solaris
True64 UNIX

YVYVYVYVYVYVYVYYVYY

To better understand the benefits of Mozilla, we recommend that you review an
article on the Mozilla Web site called “Why Use Mozilla” at:

http://mozilla.org/why/

This provides an in-depth review of Mozilla features and advantages on different
platforms. For this book, we focus on the Linux platform with Mozilla V1.3.1.

For Domino Web Access 6.5, there are some dependencies to consider. The
supported Mozilla browser version for this release is 1.3.1. Support for this
version is because of the Mozilla Plug-In for Domino Offline Services, a new
feature in DWA 6.5 which has been compiled especially for Mozilla 1.3.1.

Attention: While the officially supported browser version for using Domino
Web Access 6.5 is Mozilla 1.3.1, we also conducted some tests within our
testing environment set up for this book. Results of testing with Mozilla
Versions 1.4 through 1.5 (even Firebird 0.6.1 and 0.7) did not reveal any
problems using the latest code for Mozilla when working online with Domino
Web Access 6.5. Keep in mind however, that these browser versions are not
officially supported by IBM/Lotus at the time of this publishing. Accordingly,
you will not get any support from Lotus if you have problems with these
versions. IBM does plan to provide support for additional browser versions
with Domino Web Access 6.5.1.

Using the offline capabilities of DOLS requires Mozilla 1.3.1. As our testing
verified, DOLS does not work with any other versions of Mozilla.

Domino Web Access 6.5 on Linux


http://mozilla.org/why/

8.1.1 Moazilla installation steps

This section describes the steps to install the Mozilla browser.

After you have verified that the OS is ready, you can install the Mozilla program

fi

les, then configure and set up the Mozilla browser.

Attention: If you install into the default directory (which is usually
/usr/local/mozilla), or any other directory where only the root user normally has
write access, you must first start Mozilla as root before other users can start
the program. Launching the application initially as the root user generates a
set of files required for later use by other users.

To install Mozilla by downloading the Mozilla installer, follow these steps:

1.
2.

Create a temporary directory, such as mozilla, using mkdir mozilla.

Click the link on the site from which you are downloading the Mozilla installer
file (mozilla-i686-pc-linux-gnu-1.3.1-sea.tar.gz):

http://ftp.mozilla.org/pub/mozilla.org/mozilla/releases/mozillal.3.1/
http://www.mozilla.org/releases/old-releases-1.1-1.4rc3.html#1.3.1
http://www.mozilla.org/releases/

Switch to the temporary directory (in this case, the mozilla directory using cd
mozilla), and decompress the archive with the following command:

tar zxvf mozilla-i686-pc-linux-gnu-1.3.1-sea.tar.gz

The installer is now located in a subdirectory of Mozilla named
mozilla-installer. Change to the mozilla-installer directory:

cd mozilla-installer
Run the installer with the ./mozilla-installer command.

Follow the instructions in the install wizard for installing Mozilla. (Refer to the
next series of screen shots, beginning with Figure 8-1 on page 266.)

When the Mozilla installation program launches, you will see the Read me
window.
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http://www.mozilla.org/releases/
http://ftp.mozilla.org/pub/mozilla.org/mozilla/releases/mozilla1.3.1/

smemesmmenes MoZilaRead Mg =emscseme=s

==========s=s==s=s===s==s=sssssss=sssssssssssssssssssssssss @

Mozilla is subject o the terms detailed in the license
agreement accompanying it

(This Read Me file containg information about system
requiraments and installation instructions for the Windows,
Mac OF, and Linws builds of Mozilla,

For more info on Mozilla, see wasemozillaorg. To submit bugs
or other feedback, see the Navigalur GIA menu and check out
Bugzilla at htpbugzillamazillaorg for links to known

hing bup-wrifinn nuidelines and more Yoo can alsn net haln 7|

Cancel 1 MNexd =

Figure 8-1 Mozilla Read Me

7. Click Next to begin the Mozilla installation.

8. After you have read and accepted the license shown in Figure 6-2, click
Accept.

Maozilla Installer

| MOZILLA PUBLIC LICENSE ﬁ
Wersion 1.1

1. Definitions.

1.001, "Commercial Use” means distibution or othenwse making the
Covered Code available 10 a third party.

1.1, "Contributor” means each entity thal creates or contributes to
the creation of Modifications.

1.2, "Contributor Version” means the combination of the Criginal

Code, prior Modifications used by a Coninbutor, and the
Modifications

made by that particular Coniributor.

13 "Covered Cnde" means the Original Code nr Mndificatinnz nr the ,"
Cancel Decline | Accept |

Figure 8-2 Mozilla Public License
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9. Select the components of Mozilla that you wish to install from among the

setup types: Typical, Complete, Navigator, or Custom (Figure 8-3). We
selected Typical, and we accepted the default directory, Keep in mind that it is
not necessary to install the program files to the directory /usr/local/mozilla.

Click Next to continue the installation.

-~ Mozilla Installer

“ Typical
+ Complete

+ Mavigator

~ Custom
Destination Directory

Jusrflocal/mozilla

Cancel |

Please select the selup type you wish to install.

Mavigator and Mail & Mews

MNavigator, Mail & News, Chatzilla,
Debugger, and Inspector

Navigator only

Choose components you wish to install

Dl=1iES)

Change... |

Figure 8-3 Setup type and Destination Directory

10.Click Yes to accept and create the default directory shown in Figure 8-4.

== Mozilla Installer <2> [=I[][]
Directory fusrflocalimozilla doesn't exist Creale it

Yes | Mo |

Figure 8-4 Create the program files directory
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11.Click Install if you are satisfied with the configuration. If you have entered
something incorrectly, click Back to correct it.

Cancel l < Back | Install I

Figure 8-5 Proceed with installation

Important: If you have a slower machine, be aware that the installation may
take some time. In this case, the installation progress may appear to hang
indefinitely, even though the installation is still in process.

12.When the window shown in Figure 8-6 is displayed, the installation of Mozilla
is complete. Click OK.

=+ Mozilla Instalier <[BIEIE]

Installation has complated.

Figure 8-6 Installation complete

Linking the Mozilla icon to the KDE Panel
To link the Mozilla application and icon to the KDE Panel, follow these steps:

1. Click the KDE main menu button and open Panel — Add to Panel —
Launcher.

2. Right-click the Mozilla icon on the panel and enter this command:

directory name/mozilla
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In 8.6.4, “Mozilla does not start after launching DOLS” on page 314, we
describe how to install DOLS when Mozilla is not installed in the user's home
directory, as it requires some specific steps.

The directory_name is the path in which Mozilla was installed. For example,
the default directory that Mozilla suggests is /ust/local/mozilla.

3. Type in a name for the icon, and type in a comment if you wish.

4. Click the icon button and for the icon’s location, type in
<directory name>/icons/mozicon50.xpm where <directory name> is the
directory in which you installed Mozilla. For example, the default directory is
/usr/local/mozilla/icons/mozicon50.xpm.

8.2 Offline usage and Domino Offline Services for Linux

In this section we discuss some of the factors that you should consider when
deploying DOLS for Domino Web Access 6.5 on your Domino server
infrastructure, especially for the Linux platform. There are many possible
variations of Domino architecture, each of which has some unique characteristics
to consider. For example, when migrating users to Domino Web Access 6.5,
many organizations may want to take a gradual approach. Organizations may
continue leveraging their prior investments with Notes clients and Domino
servers for some period while migrating their users, until the majority are using
Domino Web Access. Other organizations may want to keep users accessing
their Notes clients in the office, while using Domino Web Access 6.5 to access
their mail files from home or from an Internet café.

This next sections about Domino Offline Services for DWA 6.5 cover the
following topics:

Domino Offline Services functionality

Setting up DOLS on a Linux server

Administration of DOLS

Domino 6.5 server configuration document and DOLS
DOLS client deployment for online users

Requirements of the local DOLS configuration for Linux
Uninstalling DWA 6.5 Offline Services

vVvyVvYyvYyYvVvyYYyvyYy

8.2.1 Overview of DOLS

Domino Offline Services (DOLS) provides a way for users to take IBM Lotus
Domino Release 6.x Web applications offline, work in them, and synchronize the
changes with an online replica on the Domino server. Users are not required to
have IBM Lotus Notes Release 6.5 client, because the applications are accessed
with a browser. DOLS enables users to work offline, disconnected from the
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network, and provides some replication features that Notes users expect when
working in the Notes client.

Nearly all Notes functionality is retained when a DOLS-enabled application
(called a subscription) is taken offline. Users can compose, edit, delete, sort, and
categorize Notes documents, and perform full-text searches. DOLS
subscriptions can make full use of Java applets, agent execution, and workflow.
DOLS also supports full data replication, retains application logic, and supports
the full Notes security model.

To DOLS-enable an application, the developer and administrator must set up and
configure a DOLS subscription for offline use.

The developer copies a number of elements into the subscription, makes design
changes if necessary, and configures the subscription in the Offline Subscription
Configuration Profile document.

The administrator makes sure DOLS is installed properly on the server, sets
security for the subscription, sets up agents, makes changes to the Offline
Subscription Configuration Profile document if necessary, and helps users install
the subscription.

After the subscription is enabled, users can access it on the server using a
browser. The user clicks in a new frame on the subscription’s main page to open
a JavaScript menu. Choosing install from the menu installs the subscription on
the computer.

For users with the Windows OS also installed on their computer, the Lotus
Domino Sync Manager (previously the iNotes Sync Manager), is the utility for
managing DOLS subscriptions. Users can open subscriptions online or offline,
synchronize, and set subscription properties with the Sync manager.

Note: DWA 6.5 represents the first IBM Lotus solution for a Linux Desktop that
enables you to replicate the mail file using Domino Web Access offline.
Currently only mail is supported for DOLS under Linux.

To provide Domino Web Access users with the ability to work offline, you must
enable DOLS when you set up the server. (The manual configuration of DOLS is
discussed in “Configure DOLS manually” on page 273.) When a Domino
Administrator is planning a Domino Web Access 6.5 deployment, DOLS can be
turned on or off. If you are not planning to have offline users, Domino Web
Access 6.5 offers a simple deployment model with no-touch desktop installation.

Users require a Notes ID to be imported and configured within their Domino Web
Access DOLS client, so that DOLS can synchronize the offline mail file with the
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server. The default DOLS configuration prompts the user for a Notes ID the first
time they go offline with Domino Web Access.

Restriction: In our test configuration, this requirement for the Notes ID to be
installed locally was not clear. Initially, without the Notes ID installed, it
appeared that DOLS was not working as expected. When we attached the ID
file in the mail file, DOLS worked successully.

When DOLS is enabled, users can maintain full fidelity of the Domino Web
Access 6.5 environment on the local desktop. A local installation of DOLS is
required on the client side.

8.2.2 Functionality

DOLS is a subset of the Domino HTTP and the Replicator tasks, which are
modified to run locally in a different configuration. In Domino Web Access 6.5,
the Linux user has the ability to synchronize the personal mail file to perform the
following tasks offline:

Reading encrypted mail

Writing encrypted mail

Creating calendar entries

Creating tasks

Deleting documents in the mail file
Creating documents in the notebook page
Reading and writing personal contacts

vVVvyVvYyVvYyYVvYYyvYyy

8.3 DOLS Setup on a Linux server

The following section describes important aspects of setting up and configuring
DOLS on the server.

Domino Offline Services (DOLS) must be configured on the Domino server for
users to be able to take applications offline and use only a browser to work with
them. The Domino Web Access template (iNotes6.NTF) is enabled for DOLS and
supported on Linux by default.

The topics to covered in this section are:

» 8.3.1, “Configure DOLS during Domino Server setup” on page 272
8.3.2, “Configure DOLS manually” on page 273

8.3.3, “DOLS Administration” on page 276

8.3.4, “DOLS in a clustered environment” on page 279

»
»
»
» 8.3.5, “Using Web Site documents” on page 279
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» 8.3.6, “DOLS, agents, and subscription considerations” on page 282
» 8.3.7, “Server configuration” on page 284
» 8.4, “Installing and configuring the DOLS client” on page 286

8.3.1 Configure DOLS during Domino Server setup

This section describes the steps that should be taken during the Domino Server
setup procedure to enable DOLS. If you do not enable DOLS during the actual
setup process, 8.3.2, “Configure DOLS manually” on page 273 describes an
alternate approach to configuring DOLS.

During the setup and configuration of your Domino server, follow these steps:

1. Under Setup Internet services for, select Web Browsers (HTTP services),
and then click Customize.

2. As shown in Figure 8-7 on page 272, in the Domino tasks list, check DOLS
Domino Off Line Services. Click OK.

== fgivanced Domino Services ID=IES

@ Tasks marked with an asterisk (*) are required for the proper operation of your Domino server.

To enahble or disable tasks, click the checkbox next to the service.

Domino tasks Task description:
v *Database Replicator

v *Mail Router

v| *Agent Manager

vl "Administration Process

v Calendar Connector

¥ Schedule Manager

| Statistics

_IDIOP CORBA Services

_IDECS Domino Enterprise Connection Services
'v] DOLS Darnino Off Line Services

“IBilling

WIHTTP Server

V] IMAP Sarver

C11spy

T AR S

(v Task will be enabled.

4 S

0K | | Cancel | | Help

Figure 8-7 Installation screen with choice of Domino Offline Services

3. At the end of setup, when you have the option to create an access control list
entry, add the group LocalDomainAdmins to all databases and templates.
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4. Accept the default option Prohibit access to all databases and templates.
If you deselect this option, you must open the ACL for each DOLS application
and assign No Access to Anonymous.

5. Make sure that the host name of the Linux server is identical to the fully
qualified host name in the server document.

8.3.2 Configure DOLS manually

If you do not configure DOLS during Domino Server Setup, you can configure it
manually by editing the Server document.

1. Open the Server document.
2. Click Internet Protocols - HTTP.

3. In the DSAPI filter file names field (Figure 8-8), enter the name of the DSAPI
filter that corresponds to the operating system the server is running on. For
example, on our Linux servers, we use dolextn. After clicking Save & Close,
you must restart either the Domino server or the HTTP task.

Note: There is no need to use the lib prefix from the library libdolextn. The
name dolextn is working in our scenario as expected (see Figure 8-8). If
you load more than one DSAPI library, however (for example, SSO
extension), we recommend that you write the full name of the library.

@Em & Cloze @&mu Wb (RE)... @mw
Ao HTTF cloents 10 € Yex & No Betwed log farrnat Cerarmian ;=]
browse databases
b sedrnam requesks over 1 Tirne forrmat LocalTens . =]
& single connecion
Minirmum acive threads: * 200 Log file duration: DCraiky 5 =1
(Price to 4 6 ardd)
Default hoeme page detault hirm M aximuen log eniny 10 ; kilobytes
lemgthe
Maamum cached 128 Madmum size of access © 0 megabstes
comamands lag
Optenize HTTP Aadvanced (Custorn Setings) ;=]
performances based on
i lalleang primany
oy
Log flas Dizabled ;=) DEAF filer fle narmes dolestn
Damleg,ntl Enabled ; =J

Figure 8-8 DSAPI filter section showing the DOLS extension
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4. (Optional) Open the Server document and click the HTTP tab. In the Timeouts
section, change the Output timeout to 300 seconds (Figure 8-9) to allow
enough time for downloads to a LAN.

Tip: If you must support users connecting with less bandwidth (such as
GPRS or ISDN connections). we recommend that you increase this value
to 600 seconds. Just for DOLS, a Linux user is required to download 65 MB
of install components, not including the mail file.

HTTF parsizlant Enabled ; =j Inget Seriadut 2 rrnnuies

canmachons

Masimism mauests par 5 Dt brasoul 20 5 Firutad

perristerd corinechon:

Parsistant connechon 180 ;seconds CiG1 imeout 5 reanuies

timeout

Request tirmeout B0 seconds Idle theead timeout 0 rrvinudes

In@iA Sreai 15 seconds

Clufipud Srmeout 200 4 seconds

GOl tinneout 180 5 teconds

Lisken queues size; “E12 M asmrriuen UAL length: 4 ;kilobtes

M number of 2000 M asirrurn number of B4

conciarant mirhwiark URL path segments

FLEET

IP addrezs allowddery Allow 3= Masimrum number of 48

Piciiy reguei headers

IP addre:s allow izt Masarriuen e of request | 16 5 kilokote:
haadars

IP addrass dary Lt b aemrriurn sezs of pequest” 10000 5 kilaboytes
content

Figure 8-9 Output timeout field on Server document
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Attention: Ensure that Anonymous is set to No Access in all of the Mail files;
otherwise you will not see all documents included in the DWA Mail file.
Alternatively, you can disable the Anonymous users for the HTTP server that
serves DOLS in Ports — Internetports, as seen in Figure 8-10.

£ server: United /DWALinux - Domino Administrator N 10l =l
File Edit Yiew Create Actions Text Help

[CES] I e - #a Y|

[&-2 - 0RQ-]

[ DAL IMLE Domain l % DA - Directory Assistance Xl ~l|i Configuration for United/DwALin... Xl xlﬁ Mew 'web Site Xl xlﬁ Server. United/DWaALinus 3¢

Authentication options:

Client certificate:
Mame & password:
Anonymous:

S5L ciphers:

Fadify

Mo =
rYESJ;l
rYESJ;l

RC4 encryption with 128-bit key and D5 MMAC
R4 encryption with 128-bit key and SHA-1 hAC
Trinle DES encryption with 168-bit key and SHA-1

@ @Save & Cloze @Create ‘web (RE)... ®Cance|
<]
Web I Diredoryl hail | DIIOF'l Remate Debug Manager
©
Q TCPIIF port number: T80,
TCFIP port status: J—Enablxal:u;l
Enforce server access rNoJ;l
zettings:
Authentication options:
Mame & password: rYESJ;l
Anonymous: rNoJ;l
S5L port number: S 443,
S5L port status: J—Disablecu;l I:‘

ol

Choose Yes if vou want to allow anonymous connections over TCR/IP for HTTR/MHTTRS.

[j [ ‘] [':3 A] [XDisconnected A] [foice A] m

Figure 8-10 Restricting the anonymous access on your DOLS server
Important: For loading the DSAPI filter, the HTTP task must be restarted by
typing the following command: tell http restart

At server startup, you should see the following console message: Domino
0ffline Services HTTP extension <Release version> loaded. If you see
this, the DSAPI file filter extension field is populated correctly.
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8.3.3 DOLS Administration

This section provides an overview of DOLS Administration.

Creating the Offline Services administration database
Create and initialize the Offline Services (administration) database by performing

the following steps:
1. Open the Notes client.

2. Select File — Database — New to open the New Database window

(Figure 8-11).

3. Type doladmin.nsf (for DOLS security policy) as a file name.

Attention: Domino expects the specific filename doladmin.nsf. If you use
another filename, you will not be able to see the tab for Offline Services in
the Domino Administration client.

New Database

H B

Server L nited /D2 Linus

THe  |Offline Services

File narme Idoladmin.nsf

E ncryption....

[ Create full text index for searching

Server U kited DiafAL inu

Template | B Design Swnopsis
m Directary Azsistance [B]
EE] Directory Catalog
EE] Discussion - Notes & web [)
b Doc Library - Motes & Web [RE)

=& DOLS Adminiztration Template

L] Led

e

File name Idoladmin.ntf

¥ Show advanced templates
¥ Inherit future design changes

About.. |

g

Figure 8-11 Creating a new DOLS administration database

4. Type 0ffline Services for the Title and choose the DOLS Administration

Template 1.0.
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Note: You must check the box for Show advanced templates in order to
see the DOLS Administration Template.

5. Specify the target Domino server where DOLS is to be enabled as the name
of the server and template server for the new database.

6. Click OK to create the database.

After the database is created, restart the Domino Administrator and click the
Configuration tab. The name of the Offline services is an option in the
Navigation pane, as you can see in Figure 8-12.

#% DWa Domain - Domino Administrator

Flle Edit Wew Create Actions Administration Configuration Help

=18

CLS | fER] s oo E ¢ =o= @MHO ||

o~ -omar]

| owis Domain [ 117 Canfiguraton fer Uied/DW/ALin... [ 1|} Server Uinied/DwaLinus |

vt@eesy

v Jj Server
&) Current Server Document
All Server Documents
Canfigurations
Connections
Programs
External Domain Metwork, Inf
» B Messaging
» s Replication
4 Em Directory
> Folicies
¥ i web
Web Server Configurations
Internet Sites
File dentifications
4 @ Monitoring Configuration
4 @ Cluster
4 @ Offline Services
Security
Users
L] Centificates
» [ Miscelaneous

People&Groupsl F\Iasl Server. | Meszaging.. | Hep\icationl Eunhgulat\unl

Server Unite dIDWALinux
ﬁ Release 6.5 on Linux 2.4.13-64GE-5MP #1 SMP Mo

Security Darnain & ID Deplovment Policy &

Use Directory on: | Cunent Server i

s Tools

» Certification
> @ Reqistration

Linited/DVWALInLx Frampt for ID file

b @ Policies
> @ Hosted Org
P B Server

7 B hizcellaneous

4/ start @ DWA Domain - Domin... Lotus Domino Administra... I OFfline Services - Securit. .. I B Ffikazovy Fadek I

< [ % Disconnected

2 =2

-] itsoul

E| Plocha > |« 005

Figure 8-12 Domino Offline Services in Domino Administrator client
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Modifying the DOLS configuration for security policies

To modify the DOLS configuration, open the Domino Administrator. Choose the
Configuration Tab and select Offline Services.

1. Select the New Security Policy option to create one or more DOLS security
policies for the target server. Assuming that you do not specify a Security
Policy, the default behavior is to prompt end-users to provide ID files when
going offline. You can explicitly control and override that default for given
security domains by setting this to Automatically generate user IDs or Use
Domino Directory for ID lookup.

Offline Security Policy

Basics |

Sy doetn Urated DAL s D chespilony v podcy F Prompl tor ID duing coremicsd
' Aufomaticaly gererabs upee D
7 Ltaw Doorrine Directory Tor ID keokoup
Fioaming Lisers: [T Crveerice securty POBCY POl FOMTENG LIS
1D management [T Overwele sating whee ID:

Figure 8-13 New DOLS Security Policy

2. Exit the Notes client. Shut down and restart the target server. DOLS is now
available on the server.

You should now be able to go offline on a Red Hat 7.2 Linux client without the
Notes ID imported if you have completed the following criteria:

» You have created a valid Offline Security Policy in the dolamin.nsf database
on the server

» The Offline Security Policy is set up for the user organization (/organization
/countrycode or, if no country code is being used, just /Organization),

» You have configured the Offline Security Policy to autogenerate the user IDs.

This means that you must attach the current cert.id for that server domain into the
Offline Security Policy document and set the password for that cert.id. If you have
tried this and you are still failing when trying to go offline on Linux, try this
troubleshooting approach:

» Test whether you can go offline with the same user database from an Internet
Explorer 6.x browser on a Windows client, to see whether the Offline Security
Policy is working correctly.
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Attention: Within our lab environment, we tested using all possible
settings but were only successful using Domino 6.5 for DOLS Linux when
trying with the first and the second settings: Prompt for ID during
download and Automatically generate IDs.

8.3.4 DOLS in a clustered environment

Before using DOLS on a clustered Domino 6.5 server, make sure of the following:

»

The Domino server is either a Domino Utility Server or Domino Enterprise
Server.

All servers in the cluster run the same release of Domino with DOLS.

Clustered server management is running to handle both failover of replication
and HTTP.

Subscription directories must have the same name on every clustered server.
For example, if a subscription is under \data\Webmail
usen7CD5957CB669AE2285256BDF00567ADS8)\, this name cannot be
different on another server in the cluster.

Internet Cluster Manager is running as a task on the servers.

Attention: Internet Cluster Manager (ICM) is an essential requirement for
providing failover and load balancing for Domino Offline Services. Note that
in conjunction with Tivoli Access Manager 4.1 and Webseal, or using other
third-party reverse proxies, you must disable the ICM because of the HTTP
redirect 302, which is internally managed by Internet Cluster Manager to
redirect the user to another domino server. You can use an HTTP sprayer
instead of ICM, which is a common way of referring to a load balancer in a
situation where multiple servers are run in a cluster that shares the same
static resources via a shared file system. Multiple server engines are used
concurrently behind a sprayer, which is also called the interactive network
dispatcher. An example of this type of configuration can be seen in
WebSphere 5 Edge components. This is included as an optional package
in WebSphere 5 Enterprise Edition, instead of using the built-in Domino
Internet Cluster Manager. See Chapter 3, “Deployment considerations” on
page 59 for additional details on this topic.

8.3.5 Using Web Site documents

The Domino 6 server introduces the ability to organize multiple Web sites via
Web Site documents within the Domino Administrator client. This allows more
flexibility and control than the R5 method of Virtual Sites and Hosts. A Web Site
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document is enabled on the basis of the server document, as shown in

Figure 8-14.
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Figure 8-14 Basics tab of the Server document in Domino Administrator
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If you create a Web site document (a type of Internet site document - see
Figure 8-15 on page 281) on the Domino server, you must add the appropriate
DOLS DSAPI filter filename to the DSAPI field of the Web site document for
DOLS to be enabled. If there are several Web Site documents, you must add the
DSAPI filter filename to each one. To add the DOLS DSAPI filter flename to a
Web site document, follow these steps:

1. Open the Web Site document.
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Figure 8-15 Web site in Lotus Domino Administrator 6.5: Create a Web site document

Click the Configuration tab.

In the DSAPI filter field, enter the name of the DSAPI filter that corresponds to
the operating system the server is running on. For example, on our Linux
servers, we use dolextn (Figure 8-16 on page 282).

4. Save the form and restart either the Domino Server or just the HTTP task.
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Figure 8-16 Web site document with the configuration tab to enable DOLS

8.3.6 DOLS, agents, and subscription considerations

282

In this section, we discuss how agents work within subscriptions and what can be
done to make these agents work offline.

Agents are small programs that perform actions on a Domino Server. Because
they can be powerful tools, they must have permission from the server to work.
Agents inherit the permissions of their signer. An agent’s signer can be the user
who created it or a user or organization designated by an administrator. An
administrator can also register a dummy or security/signing-only user on the
server and make it the signer of agents. This provides more control and security,
because the dummy user will not do anything that the administrator does not
want done.
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For an agent to perform actions on a server, an administrator must add its signer,
(or a group the signer is in) to the Server document (Security — Agent
Restrictions).

Agents can perform both unrestricted actions and restricted actions. Restricted
actions can potentially cause serious damage to the server, so administrators
must be careful about the permissions of agents that perform restricted actions.

Important: There are two kinds of agents: triggered and scheduled. Triggered
agents are activated by a user action, such as clicking a button or selecting a
menu item. Scheduled agents run automatically, on a schedule or when
events happen inside a database, such as a new mail document arriving. Only
triggered agents work offline because the agent manager is not run.

If a subscription contains triggered agents, do the following to make them work
offline:

1. If the subscription contains restricted agents, create a group called
DOLS_Restricted_Agents in the Domino Directory.

2. Add the full names of the signers of the restricted agents to the
DOLS_Restricted_Agents group.

3. If an agent has been configured to run as a Web user (Agent Properties —
Design tab — Run as Web user), use the full name of its signer. Otherwise,
use the full name of the signer who modified it last (for example,
NewDevelopment/DWALinux).

4. If the subscription uses unrestricted agents, create a group called
DOLS_Unrestricted_Agents in the Domino Directory.

5. Add the full names of the signers of the unrestricted agents to the
DOLS_Unrestricted_Agents group.

6. If an agent has been configured to run as a Web user (Agent Properties —
Design tab — Run as Web user), use the full name of its signer. Otherwise,
use the full name of the signer who modified it last (for example,
NewDevelopment/DWALINUX).

7. Inthe Server document, on the Security tab in the Agent Restrictions section,
add DOLS_Restricted_Agents to the Run restricted LotusScript/Java agents
field. Add DOLS_Unrestricted_Agents to the Run unrestricted
LotusScript/Java agents field.

8. Make sure that agent signers have at least Editor access in the ACLs of all
databases where the agent runs.

9. Use the DOLCert.id (in the Domino data directory) as the certifier ID to create
cross-certificates for each user or organization you specified as being able to
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execute agents. DOLCert.id creates cross-certificates issued by O=DOLS.
There may already be cross-certificates issued by the Lotus Domino 6 server
for these names. You can use the ID file or public key for the agent user and
organization to generate cross-certificates.

Important: If a database uses agents, be sure that they are all signed and
that the server’s CERT.ID is cross-certified with the DOLCERT.ID.

8.3.7 Server configuration
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This section describes settings and configurations required for Domino Web
Access 6.5, including the Administration for DOLS servers.The configuration
document in the Domino 6.5 directory, as shown in Figure 8-17, has a set of
features available for Domino Web Access 6.5. By default, most of these features
are available to the Domino Web Access client unless you take action to disable
them.
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Figure 8-17 Domino Web Access 6.5 Configuration Settings
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DOLS configuration options
The configuration settings document in the Domino directory is the right place to
define settings, which will then be pushed out to the DOLS clients automatically.

Within this section, we describe the key configuration parameters shown in
Figure 8-17 on page 284.

» Encrypt offline mail database

This option applies to laptop-computer users who sync their mail file with
Domino Web Access in an insecure environment. We recommend that the
Administrator enable this security feature to help prevent data loss.

Tip: We recommend that your organization make a formal enterprise
policy for your production environment, and that all the functions are
thoroughly tested before you plan a mass deployment strategy for the
offline clients. Otherwise you should give the end user the right to
determine and enable which setting is best for the specific circumstances
and environment. For example: If the user has small bandwidth for GPRS
or ISDN, a choice can be made in the Offline Client to enable the Limit
document attachments during sync option. A policy that enables this
feature by default would cause problems if users change their bandwidth
access or need access to an attachment.

» Allow user to go offline

We strongly recommend that you enable this function regardless of whether
your Domino Web Access 6.5 Linux users go offline. By switching on this
option, your users can ultimately decide whether they want to go offline. Keep
in mind that an important requirement for anyone planning to use the offline
capability is the ability to set up the Linux client (Mozilla browser) as we
describe in detail, beginning with 8.4, “Installing and configuring the DOLS
client” on page 286.

» Allow user to choose an encryption level

This setting, when enabled, overrides the administrator-specified encryption
level and enables users to choose their own encryption level.

» Only sync documents modified in the last x days

Enter the number of days to wait before synchronizing offline databases. (The
default value is 90.) Users can reset this for each offline subscription file using
the Domino Sync Manager.

Attention: The most important setting for running Domino Offline Services
within the configuration document is Allow user to go offline = Enable.
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8.4 Installing and configuring the DOLS client

The remaining sections of this chapter focus on installing and configuring the
DOLS offline client on a Linux client.

8.4.1 Overview of supported Linux distributions and DOLS

286

The Domino Web Access 6.5 release notes state that Red Hat 7.2, SUSE 8.0
and SUSE 8.2 Professional are the only Linux distributions that are supported for
both online and offline usage (DOLS). The redbook team did significant testing in
this area, however, to verify functionality using additional distributions of Linux,
as well as experimenting with the Mozilla Firebird 0.7 browser. Table 8-1 provides
a detailed overview of our results. Note that in order for the DOLS client to
successfully launch a browser session when running on SUSE 8.0 and 8.2
Professional, it was necessary to modify the browser configuration settings.

Table 8-1 Linux distributions and support for the DOLS client

Linux distribution

DWA 6.5 (Online)

DWA 6.5 DOLS
client (offline)

Comments

Red Hat 7.2 » Successusing | » Successful » Installation
Mozilla 1.3.1 install successful
» Officially » Officially » |con displayed
supported supported as expected
configuration configuration
Red Hat 8.0 » Successusing | » Successful » Icon not
Mozilla 1.3.1 install displayed as
> Officially > Not officially expected. (See
supported supported also 8.6.3,
configuration configuration Case of the
missing icons
for DOLS” on
page 313).
» Set up browser
as described in
Figure 8-49 on
page 321.
Red Hat 9.0 » Success using | » Unsuccessful We do not

Mozilla 1.3.1

» Officially
supported
configuration

install

> *** Not officially
supported

recommend using
this distribution
with DWA 6.5.

Domino Web Access 6.5 on Linux




Linux distribution | DWA 6.5 (Online) DWA 6.5 DOLS Comments
client (offline)
SUSE 8.0 » Successusing | » Successful » Icon not
Professional Mozilla 1.3.1 install displayed as
» Officially > Officially expected. (See
supported supported ?Iso 8.6.3,
configuration configuration C,aS,e Of, the
missing icons
for DOLS” on
page 313.)
» Set up browser
as described in
Figure 8-49 on
page 321.
SUSE 8.2 » Successusing | » Successful » Icon not
Professional Mozilla 1.3.1 install displayed as
» Officially » Officially expected
supported supported » Set up browser
configuration configuration as described in
Figure 8-49 on
page 321.

Be aware of the following important configuration notes used in determining the

testing results above:

» Red Hat 7.2, SUSE 8.0 Professional, and SUSE 8.2 are the only officially
supported Linux distributions for working with the DOLS offline client.

» We performed limited testing in our lab environment at the ITSO with Mozilla
Firebird 0.7 on Linux and Windows and were pleased to discover that this
browser could be an excellent alternative for Mozilla 1.5, while working in an
online environment. We are aware, however, that Firebird is only a beta
version at this time and Domino Offline Services does not work with Firebird.

8.4.2 Deployment and installation of the DOLS client

The installation of the DOLS client uses a Mozilla plug-in that is only supported
by Mozilla 1.3.1. Many people may be wondering why DWA 6.5 only supports
this version of Mozilla at this time. The reason for the restriction is based
primarily on the plug-in. The DOLS Mozilla plug-in is only supported and
compiled with Mozilla 1.3.1.

Restriction: Mozilla 1.3.1 is the only supported version for IBM Lotus Domino
Web Access 6.5 that can run offline.
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Considerations for deployment
The following points are important to consider prior to a deployment of DOLS:

» Deployment should only occur after upgrading mail templates to iNotes6.ntf

for existing users or creating new mail files using iNotes6.ntf mail template for
new users. See 6.6, “Converting mail files to Domino Web Access 6.5” on
page 242 for more information about this topic.

The fully qualified Internet host name (including domain name) of the server
must be used to access the mail file. For example, use:

http://itsoul110.cam.itso.ibm.com/mail/mailfile.nsf
Do not use the common name of the server, such as this:
http://itsoul10/mail/mailfile.nsf

Make sure that your policy documents have been set up correctly, as
described in 8.3.6, “DOLS, agents, and subscription considerations” on
page 282. The redbook team discovered that if the user does not already
have a Notes ID attached into their browser through the preferences settings
(see 6.4.1, “Encrypted mail support” on page 219), and a policy document
has not yet been set up correctly, the only error message that will be
displayed is an Unsupported Configuration error similar to that shown in
Figure 8-18.

Attention: In our configuration we had an issue with the DOLS policy
document. If the user had no Notes ID file attached, an Unsupported
Configuration error (Figure 8-18) appeared.

=+ Domino Weh Access Offlir|BIES

Unsupported Configuration error.

_ok |

Figure 8-18 Error message resulting from going offline with no attached ID file

Attention: If you receive an Unsupported Configuration error, check your
DOLS policy document. The DOLS policy document must have the option
set to either Prompt for ID File or Create Automatically. For this option, you
must also provide the cert.id in the DOLS policy document.
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Figure 8-19 illustrates how a user may create a new subscription by selecting
Install Subscription from the Go Offline button on the Welcome page.
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I File Edf Yew Go Bookmesis Tools Wisdow Help

i . & .93 % e e .
= .- [ & reptitscui . cam so lom commallmioptme. nst x:mﬁr.-eji?_,m =+ m

l.'“ L Logoul  Chad [ THfine Pasfaranrss
L+ woicome | mat - | coentar - | Tooo - | contacts - | Moteboo - E1Ht$|'r-crr.
Wekommi Marco Foallner b -

Hew < Edd Layoul

This ia 3 sample Weicome Fage
iz & crpte yor Srem Welotrne Pisge By cliciireg (Edil Liou?] on T i e tion Bar

Sample Welcome Pages

Figure 8-19 Normal DWA 6.5 under Linux with the Go Offline button

» Finally, remind users to use their Internet password because it may be
different from their Notes password.

Note: If you change the configuration in the DOLS policy document, be
aware that the end user must reinstall the subscription.

8.4.3 Local requirements: checklist for installing DOLS plug-in

This topic provides a checklist for installing the DOLS plug-in, including all
permissions the Linux desktop needs to run DOLS for Linux. The commands
show how to prepare the Linux OS and specific directories for using DOLS.

Restriction: This DOLS release supports only one Linux user. There is no
chance to get multi-user support running.

1. First, you must prepare the permissions of Mozilla directories using the root
user. The following directories must have write access for the user for
installing the DOLS plug-in. The best approach is to use the group of users to
set up the permissions.

mozilla/plugin
/usr/tmp
mozilla/components
/home/marco
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Note: This is the home directory of the user, in this case, Marco.

. Change to the installation directory of the browser (for example, if Mozilla is
the installation director, /opt/mozilla or /usr/lib/mozilla) and perform chgrp
<group>./components and chgrp <group>./plugins, where <group> is a
group that has the DWA users (in our case users).

. Change the permissions so that the group has write access:
chmod g+w ./plugins and chmod g+w ./components

. Now start the browser as the user who wishes to install DOLS.

Attention: Do not install DOLS as a root user. This does not work,
because DOLS requires a user home directory by default. You could
create a link, but we advise that it is preferable to install as a normal user.

. Again, ensure that you have installed the right version of the browser (see
8.1.1, “Mozilla installation steps” on page 265), by choosing Help — About
Mozilla from the Mozilla menu bar (Figure 8-20).

T Em Edn Yiew Go Bookmarts Took  Window  Help
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Mozilla 1.3.1

Memlar®0 (K11; U Linux i36; en-US; rv13.1) GeckoQ00I04EE

# Capyright © 1PPE-2003 by Contribeatiors te the Mozl codebase undier the Meells Public License and Mesfscape Public Licenee. A Bights
Beeerved

+ Pardant of this seftwars ane coppvight © 1P The Regents of the Ushoerely of Califorsia. All Rights Rederved

» Parman of i seftware are eopyright © 20002002 Tapas Netwark Infa entes. Al Righti Redesned

+ This sefrware may conltsin partarns that are copyright B 19968-3002 Soppeet . Al Fights Reserved
us ..-{.“f'E’k'\-'E'TE\lDLEEPS Tha Ssitwars o & "tomsmariinl Hem,” ad that term i deliaed 2 48 TFR 280 (Do 1999), comsisg of "6 deiill comgrabir deftwace”
aed “ramman il com 'rllrli'.'IfI.I‘d}'_'l_llﬂ.\. ua puch tarms wrg mend W AR C R 12212 (Sept 19005} Cone rJ-u_.w—_'.-l&LrRI""l"s_ei’I-: F:R P T

theengh 227 '.I--l [Pt 1995), ol LS Jrvernment Enel Users aogmns the Sefvean with saly d !-: Eightd #et fund herein

Figure 8-20 Version information for the Mozilla browser

Attention: As we have mentioned, the only supported browser version
with DOLS is Mozilla 1.3.1. The DOLS plug-in is compiled only for this
version. At the time this book was being written, this plug-In does not work
on other versions of Mozilla.
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6. In this same Help menu, make note of the installed plug-ins by selecting

Help — About Plug-Ins (Figure 8-21).

E‘ - AL pr—

T FEile Edit Yiew Go Bookmarks Toals Window Help

4 . =2 .9 # [ & awoutplugins

| Back Reload

-

A asews| 3 - (]

Installed plug-ins

Find more information about browser plug-ins af Metscape.com
Help for installing plug-ins is available from plugindoc mozdey org.

Default Plugin

File name: Hbnuliplugin.so
The default plugin handies plugin data for mimetypes and exlensions thal are not specified
and facilitales downloading of new plugins,

MIME Type Description Suflixes Ersbiled

Al types Vas

Figure 8-21 No plug-ins: a clean install of Mozilla
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7. Next, log on to your mail file by choosing the server URL. In our testing
environment, this was http://itsoul10.cam.itso.ibm.com. Type your username
and the password.

T Ele En Wew G0 Bookmind ool Westw  Help |
= 5,

. .3 R : = . .

ﬂ'adt-l » oy |_& hiEpefitsant| 0. cam fso ibm com’ _."J B Search et m

Type your user name and
password, and then click Log In.

User name:
marco foellmer
Password:

franaannn

Login

fiz) TIR5-ZO03 IBM Coeporalion. AN fights
rackrvad, This S0Mwans it fabiect 1 the Lotud
Softearg AQraement and applicalie expan
magulaticns, Resticied Rights Ror LS. govertment
uiEri

L

B 2 | Do T -l
Figure 8-22 A customized DWA login screen

Note: See Chapter 11, “Customizing Domino Web Access” on page 349 for
more about customizing login screens, such as Figure 8-22 shows.
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8. Assuming that the server has been configured for offline use, click the Go
0ffline menu option in the upper-right corner of the screen to begin
installing the subscription for the offline components. (See Figure 8-23.)

T Ele Edd Waw Go Bookmirks  Tools  Wiedow  Help
‘4. % .3 B T
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Thisia 3 sample Welcome Fage.
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Sample Welcome Pages

—
= ]

&2 | [ ol
Figure 8-23 The Go Offline button with the Install Synchronization option
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9. Several messages appear, including a license agreement (Figure 8-24).

Please read the following License Agreement.

Intemational Program License Sgreement 3
Fart 1 - General Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE PRO(
F DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM; Al
I PROMPTLY RETURM THE PROGRAM AND PROCF OF ENTITLEMEMNT TO THE |

"IBh" is International Business Machines Corporation or one of its subsidiarnies.

I lranca Infarmatian M09 b o dacamant that arnulidae infarmation enacific to o Prn

| S P

Do you accept all the terms of the preceding License Agreement?
If you choose Mo, the installation will close.
To install Doming Web Access omine,
you must accept this agreement,

Yes Ma

Figure 8-24 DWA Offline License Agreement

10.Figure 8-25 shows the screen about required write permissions on
[mozilla]/components and [mozilla]/plugins for setting up DOLS

successfully.

oy v Ao ——

._"T Domino ¥eb Access must install the DOLS plugin in order to Go Offline
The installation of this plugin requires write permission o your browser's /fcompanents and
fplugins directories.
Would you like 1o proceed?

[ ok ] cancel |

Figure 8-25 First installation screen of DOLS
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11.A final warning screen appears just prior to installing the DOLS plug-in. Click
Install (Figure 8-26).

X7 T T T ——— |

A wab site 15 requesting permission to install

_-'2 Lotus Domino Offline Web Control Release 6.5 Internabional Business Machines Comporation

Malicious softwara can damage your computer or violate your privacy. You should only install

software from sources that you trust
msta | [ Cancer ]

Figure 8-26 Standard warning screen

12.When installation is successful, you see a confirmation screen (Figure 8-27)
signalling that you have completed the installation of the DOLS plug-in. Click
OK and restart the browser.

r T e —— o |
Download and Installation status
Lotus Domino Offling Weh Control Release 6.5 SUccess
ok | |

Figure 8-27 Successful installation

Important: After the successful installation of the DOLS plug-in you must
restart the browser.
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13.Finally, confirm that the plug-in is installed correctly. You can verify this by
checking that the libnpdolctim.so plug-in is installed. To do this, type
help/about plugins or about:plugins in the location bar. Figure 8-28 shows
that you have successfully installed the DOLS plug-in.

[+ About -

" Ele Eo1 Wiew Go Bookmarks Tools Window Help |

Z Bg'k - = . g%m 3 I‘.‘{ about pluing ﬂﬂ_ﬂmh ;—'-ﬂfd -

Installed plug-ins

Find mone infemation aboul browser plug-ins al Melscapecom
Halp for installing plug-ins is available from plugindoc mozdey. org

libnpdolctim.so

File name: :IIJFIFIISI:"GUI'H 30
MIME Typse DescHplion Suffikes  Enabled

Lotus Doming Of-Ling Services Plugin -

Warslon 6.5 et

applicationd<-DominoCMineSenvices

Default Plugin

Flle name: Monullplugin.so
The delaul plugul handliEs plugm data for mim#ypes and edensions thal aré nol speciied and
facilitales downloading of new plugns

MIME Type Descrplion Sulfixes Enabled
All by pis " o3
B sz | Done [ o=l

Figure 8-28 Plug-in installed and registered successfully

Install the DOLS synchronization subscription

In this section, we discuss how to install the DOLS subscription, which tells
DOLS which database has to be synchronized.

Attention: Be aware that this version supports only the mail file. Accordingly,
the replication stub of the mail file has to be installed first and only one DOLS
user is supported.
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1. Go back to the mail file and log on to Domino Web Access 6.5 on the server.
After logging on successfully, you will see the sample welcome pages.

2. Click the Go 0ffline button in the top-right of the screen (Figure 8-29).

* Welcome - Mozilla - _*I‘

EEiIe Edit Yiew Go Bookmarks Tools Window Help

B?c-k - ”&» R:%ad {gg |\&_ http:ffitsouhD.cam.itso.ibm.coms’mailfmfoellme.nsffiNotesteIJ s Search %t -

Domina™ Web Access Logout Chat Go Offline Preferences |
Welcome H Mail -~ H Calendar - H To Do -~ " Contacts ~ " Hotebook -
Tuesday, October 14
Welcome Marco Foellmer 1405:22AM

Mew -~ | Edit Layout...

This is & sample Welcome Page.

“ou can create wour own Welcome Page by clicking [Edit Layout] on the above action bar.

Sample Welcome Pages

l— a -

£
- = ] /.
B L | —  Fef

Figure 8-29 The Go Offline button
3. DWA 6.5 first looks for an installed plug-in, then installs the subscription of

your mail file. A subscription includes your mail file, help-related databases,
and property settings.
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4. Finally, we include a series of
subscription.

screens for the correct installation of the

X+

[JavaScript Applhcation]

A\

Damino Web Access is going to install the DOLS subscriptions.

After installation is complete, please click "Go Offline”
offling.

again to launch Domino Weh Access

+  Domino Web Access Offline Ins

Domino Web Access Offline Ins

please wait... il
Reading Configuration Settings
Dowvnloading Subscription Software

Domino Web Access Offline Ins

Reading Configuration Setftings
Downloading Subscription Sofhware

lease wait...

+  Domino Web Access Offline Insi

please wait...

Reading Configuration Settings
Daownloading subscription Software
- Downloading full-text index= support camponent 3 of &...

please wait...

Reading Configuration Settings
Daownloading Subscription Software
- Downloading Java suppart component 4 af 6...

ﬁ +  Domino Web Access Offline Insﬂmr . !1

¥ + Domino Web Access Offline Insﬂmr . !1

please wait... 6
Reading Configuration Settings

Daownloading Subscription Software

Unpacking Subscription Software

- Unpacking companent hasic services.

R +  Domino Web Access Offline Insﬂmr . !1

7

please wait...

Reading Canfiguration Settings

Downloading Subscription Software
Unpacking Subscription Software

- Unpacking companent full-text index support.

R +  Domino Web Access Offline InsﬂlEr . !|

8

please wait...

Reading Configuration Settings
Daownloading Subscription Software
Unpacking Subscription Software

- Unpacking companent Java suppart.

Cancel

9

please wait...

Reading Configuration Settings
Downloading Subscription Software
Unpacking Subscription Software

- Unpacking camponent English.

Cancel

Figure 8-30 Installation screens of DOLS subscription for Linux
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5. The Lotus Domino Sync Task prompts for authentication the first time you
synchronize. Enter your normal Internet password (Figure 8-31).

(X + Enter Application Password = m

To complete the installation, please enter your Web application passwaord.

F'assword:| ******** |

o]:4 Zancel

Figure 8-31 Lotus Domino Sync Task password prompt

Restriction: If you type the wrong password here, you will not able to retype
the password. Fortunately, a reinstall of the DOLS subscription will solve the
problem. To do this, click Go Offline — Install Subscription again. A
subscription will be installed again and you will be prompted to type your
correct password.

6. After deploying the subscription, the Lotus Domino Sync Task synchronizes
the mail file for the first time, as shown in figure 8-27.

X+ Lotus Domino Sync Task = m

Synchranization Complete
Files:1 - Errors:0 - Docs Received: 132 - Docs Sent:0

Close

Figure 8-32 Sychronization completed with 132 documents
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7. After the installation is complete, a shortcut icon called Offline is installed on
the desktop (at least with KDE), as shown in Figure 8-33. This is a link to the
directory for the udoloff task, which, when clicked, starts the HTTP server. Itis
located in /home/<username>/inotes/startup udoloff.

*

Mozilla 1.3.1

Figure 8-33 DOLS including subscription installation is finished

» Figure 8-34 shows the properties of the Offline application.

N+ Properties for Go_Offline T Im
|/§Bneral [Eﬂrmission: | Execute Iﬂpplication

Command:

'home/marco/inotes/startup i Browse...

— Panel Embedding

Execute on click: |

Window Title: |

[~ Runinterminal

Terminal Options |

[~ Run as adifferent user

Username |

v  OK || 3 Cancel

Figure 8-34 Properties settings of the DOLS offline program
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8.4.4 Working offline

After the DOLS for Linux installation has finished, working offline enables users
to access the information in their mail files while their computers are not
connected to a network. While working offline, you can create messages,
schedule meetings, respond to e-mail, and do most of the same things you can
do when you are online.

Restriction: Online Awareness did not work when online, connected to the
network, but working in offline mode.

Going offline

To begin working offline, click Go Offline on the Linux desktop. This loads the
Lotus Domino Sync task, which is the local HTTP server, and Replicator task.
After Domino Offline Services starts the browser and the offline services tasks,
you can work offline (Figure 8-35).

X+ Lotus Domino Off-Line Services - x|

Lotus Domino Off-Line Services

Launching Off-Line Services. Please wait..

Figure 8-35 Starting Lotus Domino Offline Services on Linux

You will be prompted to enter your password, as shown in Figure 8-36.

X+

2)

Enter usern
“fdolshdarc

127.0.0.1:22873

User Mame:

Prompt _ﬁT
ame and passward for

0%Z20Foellmer®k 20D ALInuE24421 D5 7B39BFIDE52560B 7004434 38/ mail" at

[Marco Foe

Password:

lImer

||' Use Fassword hanager to remember these values.|

ok | cancel |

Figure 8-36 DOLS Offline prompt for the Domino user ID and password
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This logs you onto the offline client so that you can begin working (Figure 8-37).

I S Mail - Mozilla
v File Edit Miew Go Bookmarks Tools Mindow Help
i - & \3 §§v |$ hitp://127.0.0.1:22875/dolsMarco%20F oellmeris 20DWALInUA/B24421D57E3IBFE J za_Search rj -
Back Reload Print
3 |
mmmim”‘mbm Logout Go Online  Preferences  Help
«/ weicome | Mai ~ | catendar ~ | Topo - | contacts -~ || Hotebook -
Inbox tarco Foellmer 15 Eﬁ:?qfaayf (i 1, A
————————— | New - Reply | Forward -~ Move < Follow Up | Mark Read | Wiew | Tools | (G & | @
[l Who Date Time Size Subject Er
Drafts
sent Marco Foellmer 101472003 03:16PM 28043 2 - : A
Marco Foellmer 10/14/2003 03:13PM 20461 & pix for the t-shirt
Fallow Up & Michael Alexander 10142003 10:418M 3049 Test Meeting Invite. Want to see if | like how this warks here.
Junik Mail Wolfgang Fey 101472003 08:14AM 424  RECEIVED: Alles Wundethar!
Trash Marco Foellmer 10413/2003 03:27PM 11441 &
! hail Router 10413/2003 03:25PM 3838534 DELIVERY FAILURE: Error transferring to ebfdus1 EBF.DE; Sk
- Mizws = Marco Foellmer 10/13/2003  03:25PM 382364 installation log DOLS
Folders =1 Marco Foellmer 10413/2003 T0:57AM 3191184
United Admin 10/13/2003 10:23AM 370 RECEIVED: Attachment with 30 MB
= olfgang fey 10413/2003 03:534M 43509217 aftachment with 30 MB
Walfgang Fey 10413/2003 03:3z4M 317373084 attachment
s Shane Kilmon 10/09/2003 11:23AM 1042 Accepted: Invitation: (Oct 14 01:00 PM EDT)
Michael &lexander 10/04/2003 0Z:57PM 1200 Here's atest. I'm offling on linux client.
‘Waolfgang Fey 10/03/2003 0@:594M 8098  Richt text mail from Motes Client
itso 193 10/03/2003 0a:57AM 1861
John_Bergland 1040372003 07:1zaM 1463 Mail number 100
Marco_Foellmer 10/03/2003 07:12AM 1463  Mail number 39
Wolfgang_Fey 10/03/2003 07:12AM 1459  Mail number 38
John_Bergland 1040372003 07:1z28M 1461 kail humber 36
Walfgang_Fey 1040372003 07:1zaM 1453 Mail number 97
John_Bergland 1040372003 07:1z8M 1461 kail number 34
Michael_alexander 1040372003 07:1zaM 1463 Mail number 93
Shane_Eillmon 10/03/2003 07:1z28M 1461 kail humber 85
Martin_anderle 10/03/2003 07:1zaM 1463 Mail number 31
Michael_Alexander 10/03/2003 07:12AM 1463  Mail number 32
Michael_Alexander 10/03/2003 07:12AM 1463  Mail number 30
Shane_Killmon 10/03/2003 07:12AM 1461 Mail number 89
Shane_Killmon 10/03/2003 07:12AM 1461 Mail number 88
Shane_Killmon 10/03/2003 07:12AM 1461 Mail number 87
Marco_Foellmer 10/03/2003 07:12AM 1463  Mail number 86
I —— Michagl_alexander 10/032003  07:128M 1469 Mail number 74
Shane_Killmon 10/03/2003 07:12AM 1461 Mail number 84
Q Michael_Alexander 10/03/2003 07:12AM 1463  Mail number 83
Marco_Foellmer 1040372003 07:1zaM 1463 Mail number 81
8 Trash Marco_Foellmer 10/03/2003 07:12AM 1463  Mail number 80 /
Hl

Figure 8-37 Working with DWA 6.5 offline

Notes:

» Single Sign-On with DOLS in offline mode is not supported in this release.
The ability to log on Offline and subsequently get authorized on the
Domino server when going back online is not supported.

» You can use the HTTP task running on port 22875 for troubleshooting, as
described in 8.6, “Troubleshooting DWA 6.5 Offline Services” on page 311.

» The script behind the offline button is /home/<username>/inotes/startup
udoloff.
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Sync Manager

Lotus Domino Sync Manager is on the Linux desktop, and it lets you manage
only one offline subscription. For this specific release of DWA 6.5, just the mail
file is allowed to replicate. With Lotus Domino Sync Manager, you can perform
the following tasks:

» Open Domino Web Access 6.5 offline, to use it as if it were online and
connected to a network server.

» Synchronize the online and offline versions of Domino Web Access 6.5 with
each other.

Restriction: If you rename a user, the user must reinstall the DOLS offline
subscription in order for the offline mail file to synchronize with the server.
After a name change, the user must wait for the old Notes ID and
password to stop working, accept the name change using a Notes client,
then log on to Domino Web Access with the new Notes ID and password.

Working with messages offline

While working in offline mode, you can read and create any document in your
Domino Web Access 6.5 offline. If you create a mail message while working
offline, then start to synchronize with DWA, you see the prompt for undelivered
mail shown in Figure 8-38.

Undelivered Mail - Mozilla o x

Yiou have one or more undelivered outgoing mall messages. Do vou
want to deliver them novw?

S | Mo |

Figure 8-38 Undelivered mail prompt indicating that the user should synchronize

Restriction: Sending encrypted mails and signing mails is not supported in
DWA offline mode (Figure 8-39 on page 304).
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This a test for Wolfgang Fey ;) - Mozilla m

Mew '~ Send Send & File...| Save &5 Draft| Options.. Format~ | & [ | X = 5

|_High priarity I Return receipt [ Sign = Encrypt

kdarco Foellmer

To: I
el |
bee: | |

Subject: |News: iTunes for Windows availahle

Figure 8-39 Sign and Encrypt checkboxes greyed out when offline

Restriction: When you work offline, you cannot change spelling dictionaries;
your spelling dictionary is set by the default language selected on the server.

8.4.5 Preferences for Offline Users

In Domino Web Access 6.5, the user may set specific offline Mail preferences
using the Mozilla preferences dialog shown in Figure 8-40. In this section, we
describe some scenarios and more specific examples for each preference.

Preferences - Mozilla - o .H
|
Mew | Save & Close | X 2
| hail
e
2| Calendar i :
I Include server's Domino Directary
International zl Compact mail file after sync
zl Update full te=t index after sync
e I~ Encrypt mail file locally
Security * Simple encryption
" Medium encryption
Other " strong encryption
= aanee [ Limit document attachments during sync
Archive I |~’_Only sync documents modified in Iastl 90 days
Offline
i

Figure 8-40 Offline Mail preferences dialog
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» Include server’s Domino directory

This creates the Directory Catalog locally, enabling you to see it after you
reinstall the subscription. This does not replicate the full Domino Directory.

Attention: The word catalog is not seen as expected in the field label in
the preferences dialog. This will be fixed in a future version of Domino 6.5.
With this option, the Domino Directory will not replicated. Instead, the
function of this preference is to replicate the Domino Directory Catalog.

We reported this issue to the Lotus QA team, which assigned it this SPR
number: MALR5SKPJU. See 8.5.1, “Mobile or condensed Directory Catalog”
on page 307 for more about using the Directory Catalog in offline mode.

» Compact mail file after sync
This option compresses the mail file after the synchronization is finished.

Tip: Our recommendation is to enable the COMPACT tasks for offline
usage in the Mail Preferences document, for better local performance and
disk space reasons.

» Update fulltext after sync

This is included because the UPDALL task, which runs on the local Linux
operating system, is included in the Domino Offline Services. Select this
choice to update your views.

Restriction: The user cannot save any changes in the Preferences while
offline. Figure 8-41 shows the warning if an attempt is made to edit
preferences offline. Preferences changes can be made only when online.

N+ LJavaScript Application] o Xl
& You can not update yaur user preferences when you are offline.

Figure 8-41 Preferences cannot be modified while user is offline
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8.5 Uninstalling DWA 6.5 Offline Services

Follow these steps to uninstall Domino Web Access 6.5 on Linux:

306

1. First, delete your browser cache:

a.
b.

Open your Mozilla 1.3.1 browser.

Select Edit — Preferences — Advanced — Cache and click the Clear
Cache button.

Close the browser.

Attention: Within the ITSO lab here in Cambridge, we ran into several
issues by not deleting the cache in our browser. We strongly recommend
clearing the cache on a regular basis. Our advice is to delete the cache
manually by issuing this command:

rm -r-f /home/<username>/.mozilla/cache/*

2. To complete the removal of DOLS, open a terminal session and type the
following commands (Figure 8-46 on page 318):

rm -rf /home/<username>/inotes

rm /usr/local/mozilla/plugins/libnpdolctim.so
rm /usr/local/mozilla/components/npdolctim.xpt
rm /usr/tmp/*

|ETES

Shell - Konsole <2> = 0O

Session Edit View Settings Help

marcolzusel:™> rm -rf Jhomesmarcos inotes

marcolzuzed: ™y rm JusrSlocal/mozilladplugins/libnpdolctln, =0
marcolzuzed: "> rm JuzrSlocals/mozillascomponents mpdolet L, xpt
marcolzuzed " tm
narcolsuzef > i

33 ve | [Esne]

Jusrstmp s

Figure 8-42 Removing DOLS files in Linux
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8.5.1 Mobile or condensed Directory Catalog

Domino Web Access 6.5 can use other directories made accessible through
configured Directory Assistance while online, or it can use the Mobile Directory
Catalog, which is a condensed directory created by the dircat server task. You
can use this catalog offline, because this directory will be replicated as a
subscription setting. Within the Select Addresses dialog box, you can search and
find people from all directories defined in Directory Assistance online.

Condensed Directory Catalogs

You create a condensed Directory Catalog from the Directory Catalog template
(DIRCAT5.NTF). Condensed Directory Catalogs are designed to be small
enough to fit on Notes clients to use for Domino Offline Service. For example,
several Domino directories that together contain more than 350,000 users and
total 3 GB in size, when aggregated in a condensed Directory Catalog, are likely
to be only about 50 MB. In general, each user and group entry is slightly more
than 100 bytes. Condensed Directory Catalog are designed primarily for use on
Notes clients.

To achieve its small size, a condensed Directory Catalog uses a unique design
that combines multiple documents from the Domino Directories into single
documents in the Directory Catalog, and that limits the number of sorted views
available for lookups.

» Aggregate documents

One reason a condensed Directory Catalog is small is that it combines many
entries from the source Domino Directories into single aggregate documents.
A single Directory Catalog aggregate document can contain up to 250 source
directory entries, although on average the maximum is about 200. This
means that a condensed Directory Catalog needs to use only about 1000
aggregate documents to store information from 200,000 documents in the
source Domino Directories.

» Limited number of views

A condensed Directory Catalog is also small because it contains only a few,
small views. By contrast a Domino Directory and an Extended Directory
Catalog have multiple, typically large views.

» $Users view

This is the one view used in a condensed Directory Catalog for name
lookups. When you configure the Directory Catalog you choose how to sort
this view, either by distinguished name, by last name, or by alternate name.
To find names that do not correspond to the selected sort order, a full-text
search is done of the Directory Catalog rather than a view lookup.

Chapter 8. Linux Clients for DWA 6.5 307



308

You should not open the aggregate documents in the $Users view manually.
These documents are not intended for viewing, and it can take a considerable
amount of time to format them for that purpose.

$Unid view

This view contains information needed by the dircat task to replicate the
source directory entries into the Directory Catalog. The $Unid view is not
created on replicas of the Directory Catalog, which further reduces the
Directory Catalog size.

$PeopleGroupsFlat view

This view displays directory names when Notes users click the Address
button to browse directories.

Configuration view

This view shows the Configuration document that contains the Directory
Catalog configuration settings.

Users view

This is a view that users can open and programs can access to see the
names included in the Directory Catalog. This view is not stored on disk but
instead is built as needed.

Design changes

In general, you should not change the database design of a condensed
Directory Catalog. One exception is changing the name of the Users view;
you can change the name of this view, as long as you keep the original view
name, Users, as an alias.

Application access

Notes applications can use these methods to access a condensed Directory
Catalog programmatically:

— NAMELookup calls to the $Users view

— NAMEGetAddressBooks calls, if you use the NOTES.INI setting
Name_Include_Ed=1.

— NIFFindByKey, NIFReadEntries, and NIFOpenNote calls.* You cannot
use NSFNoteOpen to open notes passed back from NIFReadEntries; you
must call NIFOpenNote instead.

LotusScript methods'
— @NameLookup function

In addition, LDAP applications can search a condensed Directory Catalog
used by a server that runs the LDAP service.

T Can access the Users view but not the $Users view.
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Adding a directory catalog to a DOLS subscription

Adding a directory catalog to a DOLS subscription enables users to take Domino
Directory information offline. Note, however, that adding a catalog means more
for a user to download. To keep download time reasonable, you may want to
create a directory catalog specifically for offline users, which contains only the
information they absolutely need.

To add a default catalog, open the NOTES.INI file on the server and add the line
$DOLSDirectoryCatalog=nameofcatalog.nsf (nameofcatalog being the actual
name of the catalog).

Note that the Domino Directory Catalog must be listed on the server document
Basics tab.

Tips:

» Go to the server console and set the notes.ini variable as follows:
set conf $DOLSDirectoryCatalog=nameofcatalog.nsf

» You can check the notes.ini with the following command:
show config $dols* which shows the actual setting in the notes.ini

» If you are planning to deploy the Mobile Directory Catalog, our advice is to
avoid more deployment costs by following this approach:

— Set up the Directory Catalog first, before any user starts to install the
subscription.
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Figure 8-43 illustrates a Mobile Directory Catalog being accessed through an
offline client.

mi'il Welcome - Mozilla = o x|

¢ FEile Edit ¥iew Go Bookmarks Tools Mindow Help

J- - QQ- v \3 §§/ |4‘ http.fﬂ27.U.U.‘\.ZZSTSMU\SJ’MarcD%ZUFDe\\mer%ZUDWALInuﬂBZdAZTDSTBSSBFSDBSZSEDEj £ Search [-:i - .
i Back Reload Print

[y
mnamim“\b'ebm mﬁ a0 Message - Mozilla <2> = o X] hives Preferences  Hel
b |

A Welcome || Mail < - -
Mew - Send | Send & File... Save As Draft| Cptions... | Format -~ & | X ?

Welcome Sdzngg?ymﬂcmher 20,2003
" High priority [ Return receist [ sign [ Encrypt
e

o | T
m cC

bco |

Subject: |_||E + Select Addresses - Mozilla = o x|

lm" Search: |Mubile Directory Catalog =l ? E @ 2

Find | Search

& mail 3B OWALINLX A To:

& mail a9/ oW ALInUx :
&Marco Foellmer/DW ALinus #

& Mark OslowskifDWALINux

bce
& Martin Anderle/DWALINUK
Maill dhichael AlexanderDWaALinus
= & Shane Kilmon/DW ALinLx . T
& United Admin/DWALinus __ Defais | j

& ‘Wolfgany Fey/DWaALinux Copy
I List by name = Exit

7 add attach

Q,
ﬁ Trash /

s
e &b 2 B3 ‘ javascriptBOG (' javascriptopeniewshimmerDoc{" ($0rafts)", "Memo"))y ||7 ':-chﬁ‘

& i 2 e TR A‘ PN/~ X Lotus Domino Off-Li ENavigamr:bmwser“A AA = m =LY
Zg‘.ﬁé @ @ @ @ J 3 shell - Kensole ﬂ QE 2?1;'3:

Figure 8-43 Mobile Directory Catalog offline provided through the new installed subscription
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From within the Mobile Directory Catalog, a user can search for names quickly
by typing in the first few letters of a last name entry. (Figure 8-44).

i -w Select Addresses - Mozilla

aearch: |dwa's Directary =l 3

Find: |.ﬂmd

& 2nderle | kMartin To:

Details
Copy
| List by name | Exit

Figure 8-44 Search and Find within Domino directory

For more information about Directory Catalog, and how to configure the Domino
server for Directory Assistance, refer to Domino Administration Help.

For more information about setting up Domino Web Access, see Chapter 5,
“Installation and setup of Domino Web Access 6.5 on Linux” on page 153. For
more information about setting up Sametime for Domino Web Access, see
Chapter 9, “Integrating Sametime with Domino Web Access 6.5” on page 325.

8.6 Troubleshooting DWA 6.5 Offline Services

In our test environment we experienced only a few significant issues to
troubleshoot. As a best practice, it is helpful to understand the directory structure
and know which log files to look into if problems occur.

8.6.1 Common error messages with the plug-in

In our test environment we found several issues during plug-in installation that
we would like to share with you (Table 8-2 on page 312).
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Table 8-2 :Plug-in installation error messages

Error Message Method to resolve

invalid configuration - Check your DOLS Administration
Policy Document.

this is not a valid package The plug-in installation verified the
browser version and detected a later
version of Mozilla than V1.3.1. You
cannot install this plug-in.

8.6.2 Linux directory structure and installed files

In the home directory of the Linux user, /home/<username>/inotes has the
directory structure shown in Example 8-1.

Example 8-1 Description of important directories of DOLS for Linux

inotes/data/dols/Marco Foellmer DWALinux/B24A21D57B39BF9D85256DB700448438
inotes/data/dols/Marco Foellmer
DWALinux/B24A21D57B39BF9D85256DB700448438/cdc. ft

inotes/data/dols/Marco Foellmer DWALinux/B24A21D57B39BF9D85256DB700448438/mail
inotes/data/dols/Marco Foellmer
DWALinux/B24A21D57B39BF9D85256DB700448438/mail/mfoelIme. ft

These are the most important files, which DOLS needs as a subscription for
Offline usage. These are the key components of the mail file, including
subscriptionid and fulltextindex, which is created right after the installation of the
subscription and updated after each synchronization job is finished. The tasks
UPDALL and COMPACT are also running after each synchronization.

Note: To enable the tasks UPDALL and COMPACT for Offline users check
the Server configuration document.

Example 8-2 Important directories for Domino Offline Services for Linux

inotes/

inotes/data
inotes/data/IBM_TECHNICAL_SUPPORT
inotes/data/dols

inotes/data/domino
inotes/data/domino/cache
inotes/data/domino/html
inotes/data/domino/icons
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inotes/data/domino/java
inotes/data/domino/java/editctr]

inotes/data/gtrhome
inotes/data/iNotes
inotes/data/iNotes/help65_iwa_en.ft
inotes/dols

inotes/jvm:
inotes/jvm/bin
inotes/jvm/bin/classic
inotes/jvm/1ib
inotes/jvm/1ib/audio
inotes/jvm/1ib/cmm
inotes/jvm/1ib/ext
inotes/jvm/1ib/fonts
inotes/jvm/1ib/images
inotes/jvm/1ib/images/cursors:
inotes/jvm/1ib/security

inotes/res
inotes/res/C

/usr/tmp

8.6.3 Case of the missing icons for DOLS

In our environment, we had only one Linux distribution (Red Hat 7.2), which
properly displayed the desktop icon for launching DOLS. As a brief instruction to
editing the icon and having it display properly, follow these steps:

1. Open a program to modify PNG files (for example, Kpaint).

2. Open the icon file, for example:
/home/marco/inotes/dols/subscriptions.png

3. Select File — Save.
4. Go to the File properties and choose this icon again. Click OK.
5. Select File — Save. The icon should now be visible on the desktop.

Restriction: In our scenario, we have seen this icon (shown in Figure 8-33 on
page 300) only in Red Hat 7.2. The workaround is to resave the icon to the
proper graphic format. By doing this, we could make this icon visible for every
distribution. See our overview Table 8-1 on page 286, which covers all the
Linux distribution and the redbook team’s experience with each distribution.
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8.6.4 Mozilla does not start after launching DOLS

314

If

Attention: The Redbook team discovered an issue where neither the DOLS
Offline icon nor the offline startup script would properly start the Mozilla
browser in some environments. With DOLS in 6.5, the icon and startup scripts
utilize the udoloff task. Udoloff is an essential part of the offline application and
expects the Mozilla binary to be /usr/bin/mozilla.

the browser has been installed to a different directory than /usr/bin/mozilla

(mostly on SUSE distributions), you should prepare your environment by
modifying the directory. The detailed steps are described as follows:

Modifying the Mozilla environment to work via udoloff

The following steps illustrate how to modify the Mozilla environment to allow the
udoloff task to start Mozilla.

1
2

. As root, type cd /usr/bin
. Create a link in /usr/bin that points to the location of your Mozilla binary:
In -s /usr/local/mozilla/mozilla

Modify the user environment for the user who wishes to run the Offline client.
Assuming they are using the Bash shell, set these lines in
/home/<user>/.profile:

export MOZILLA_HOME=/usr/local/mozilla
export MOZILLA_FIVE_HOME=/usr/local/mozilla

Have the user log out and log in again to refresh the environment, and the
Offline icon and startup script should work properly. Udoloff should correctly
start the Mozilla browser.

Note: Upon discovering this issue, the redbook team logged a new SPR
with the development team. SPR # SKINSSDKMQ: “DOLS startup on some
LINUX distribution does not start Mozilla.”

Restriction: In DWA 6.5, only one user is supported for the LINUX client to go
offline. Mulit-user support is not available as of this writing.
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8.6.5 Troubleshooting DOLS from the dol.log and the command line

1. As a first technique, we can look at the dol.log file, which is in
/home/<username>/inotes/dol.log. It shows the local activity of Domino
Offline Services.

Here we can see whether a mail message has been dispatched and the client
has synchronized the mail file, and find out information about the Lotus
Domino Sync task.

Example 8-3 Excerpt from the dols.log

[Sat 18 Oct 2003 02:30:39 PM EDT] <Marco Foellmer - Lotus Domino Sync Task: Dispatching offline
for CN=Marco Foellmer/0=DWALinux>

mail documents to United/DWALinux

[Sat 18 Oct 2003 02:30:39 PM EDT]

dispatched>

[Sat 18 Oct 2003 02:30:39 PM EDT]
[Sat 18 Oct 2003 02:30:39 PM EDT]
application data with United/DWALinux>

[Sat 18 Oct

2003 02:30:39

memberships>

[Sat 18 Oct
[Sat 18 Oct

2003 02:30:40
2003 02:30:40

permissions>

[Sat 18 Oct
replication
[Sat 18 Oct
[Sat 18 Oct
replication
[Sat 18 Oct
[Sat 18 Oct
[Sat 18 Oct

2003 02:30:41
settings>

2003 02:30:44
2003 02:30:44
settings>

2003 02:30:44
2003 02:30:44
2003 02:30:44

compacting in background>

[Sat 18 Oct
Complete.>
[Sat 18 Oct
indexing in

2003 02:30:48

2003 02:30:48
background>

PM EDT]

PM EDT]
PM EDT]

PM EDT]

PM EDT]
PM EDT]

PM EDT]
PM EDT]
PM EDT]
PM EDT]

PM EDT]

[Sat 18 Oct 2003 02:30:48 PM EDT]
application file: mfoellme.nsf>
[Sat 18 Oct 2003 02:30:49 PM EDT]
application file: cdc.nsf>

<Marco Foellmer - Lotus Domino Sync Task:

<Marco Foellmer
<Marco Foellmer
<Marco Foellmer

Foellmer
Foellmer

<Marco
<Marco
<Marco Foellmer

Foellmer
FoelTmer

<Marco
<Marco

<Marco Foellmer
<Marco Foellmer
<Marco Foellmer
<Marco Foellmer
<Marco Foellmer

<Marco Foellmer

<Marco Foellmer

- Lotus Domino Sync Task:

- Lotus Domino Sync Task

- Lotus Domino Sync Task:

- Lotus Domino Sync Task:

- Lotus Domino Sync Task:

- Lotus Domino Sync Task:

- Lotus Domino Sync Task:

- Lotus Domino Sync Task:

- Lotus
- Lotus
- Lotus
- Lotus
- Lotus

- Lotus

- Lotus

Domino
Domino
Domino
Domino
Domino

Domino

Domino
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2. For the second technique, we show the ability to start the Offline Icon with the
terminal flag in the icon properties. Select Execute — Run in terminal.
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1%+ Properties for Go Offline - KDesktop i

{general [Eermiasions ‘ Execute Iﬂpplication

Command:
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Execute on click: |

Window Title: |

[® Runin terminal
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Figure 8-45 Activate the run terminal option for more information about the offline task

By opening the Offline application, we see the DOLS task, which starts the
HTTP task as shown in Example 8-4.

Example 8-4 Offline task console gives more information about DOLS activity

10/21/2003 09:24:46 AM HTTP Server: Using Web Configuration View
10/21/2003 09:24:47 AM JVM: Java Virtual Machine initialized.

10/21/2003 09:24:47 AM HTTP Server: Java Virtual Machine loaded

10/21/2003 09:24:49 AM HTTP Server: Started

10/21/2003 09:25:25 AM Starting replication with server United/DWALinux
10/21/2003 09:25:25 AM Access control is set in United/DWALinux
mail\mfoellme.nsf to not replicate forms or views from /dols/Marco Foellmer
DWALinux/B24A21D57B

39BF9D85256DB700448438/mail/mfoel Ime.nsf

10/21/2003 09:25:26 AM Finished replication with server United/DWALinux
10/21/2003 09:25:27 AM Starting replication with server United/DWALinux
10/21/2003 09:25:27 AM Pulling /dols/Marco Foellmer
DWALinux/B24A21D57B39BF9D85256DB700448438/mail/mfoellme.nsf from
United/DWALinux mail\mfoellme.nsf

10/21/2003 09:25:27 AM Replicator updated 2 document(s) in /dols/Marco
FoelTmer
DWALinux/B24A21D57B39BF9D85256DB700448438/mail/mfoelIme.nsffromUnited/DWALinu
x mail\mfoellme.nsf
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10/21/2003 09:25:28 AM Finished replication with server United/DWALinux
10/21/2003 09:25:28 AM Starting replication with server United/DWALinux
10/21/200309:25:28 AMAccess control isset inUnited/DWALinuxcDC.nsf tonot
allow replication from /data/dols/Marco Foellmer
DWALinux/B24A21D57B39BF9D85256D

B700448438/cdc.nsf

10/21/2003 09:25:28 AM Finished replication with server United/DWALinux
10/21/2003 09:25:28 AM Starting replication with server United/DWALinux
10/21/200309:25:29AM Access control issetinUnited/DWALinuxcDC.nsftonot
allow replication from /data/dols/Marco Foellmer
DWALinux/B24A21D57B39BF9D85256D

B700448438/cdc.nsf

10/21/2003 09:25:29 AM Finished replication with server United/DWALinux

Important: Enable this Run in terminal option only for troubleshooting. We
do not recommend showing this screen to an end user.

3. Third, we can look at the databases shown in Example 8-5, which Domino
Offline Services provides by default installation.

Example 8-5 DOLS system databases

marco@sus